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Giorgio Sbaraglia, ingegnere

• Information & Cyber Security Advisor

• DPO (Data Protection Officer)

• Membro del Comitato Direttivo

• Coordinatore scientifico dei Master “Cybersecurity e 
Data Protection” della 24Ore Business School 

• Collaboratore redazione www.cybersecurity360.it

• Scrivo per https://www.datamanager.it

• E per https://www.html.it/

CHI SONO

https://www.24orebs.com/gestione-di-impresa-export-e-internazionalizzazione/executive-master-cybersecurity-e-data-protection-master-executive
https://www.24orebs.com/gestione-di-impresa-export-e-internazionalizzazione/executive-master-cybersecurity-e-data-protection-master-executive
http://www.cybersecurity360.it/
https://www.datamanager.it/
https://www.html.it/
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ANALISI CLUSIT DEI 
PRINCIPALI ATTACCHI 
A LIVELLO GLOBALE
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Rapporto Clusit 2026 sulla Cybersecurity in Italia e nel mondo

ANALISI CLUSIT SULLA SITUAZIONE IN ITALIA 
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Qual è il problema?

E qual è la soluzione?



“You can't defend. 

You can't prevent. 

The only thing you can do is 
detect and respond.”

Bruce Schneier



ATTACKER MINDSET: 

PENSA COME PENSA L’ATTACCANTE

“Chi conosce il proprio nemico e 

conosce se stesso potrà affrontare 

senza timore cento battaglie.” 
Sun Tzu, “L'arte della guerra”

(544-496 a.C.)



Cyber predictions

Marco Lucchina, Country Manager
1 7 / 0 3 / 2 0 2 6

Neither do we.



Organizations are under attack. 
Partners are overwhelmed. 
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Tool Overload2

Security 
Talent Shortage3

Faster Adversaries4
Sources: 
1. sosafe-awareness.com
2. Cybersecurity Dive
3. ISC2
4. Fortinet

Four Forces Widening the Cyber Defense Gap

Accelerating 
Threat Complexity1

https://sosafe-awareness.com/company/press/global-businesses-face-escalating-ai-risk-as-87-hit-by-ai-cyberattacks
https://sosafe-awareness.com/company/press/global-businesses-face-escalating-ai-risk-as-87-hit-by-ai-cyberattacks
https://sosafe-awareness.com/company/press/global-businesses-face-escalating-ai-risk-as-87-hit-by-ai-cyberattacks
https://sosafe-awareness.com/company/press/global-businesses-face-escalating-ai-risk-as-87-hit-by-ai-cyberattacks
https://www.cybersecuritydive.com/news/consolidation-security-tools/738912/?utm_source=chatgpt.com
https://www.cybersecuritydive.com/news/consolidation-security-tools/738912/?utm_source=chatgpt.com
https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study?utm_source=chatgpt.com
https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study?utm_source=chatgpt.com
https://www.fortinet.com/resources/cyberglossary/cybersecurity-statistics?utm_source=chatgpt.com
https://www.fortinet.com/resources/cyberglossary/cybersecurity-statistics?utm_source=chatgpt.com


Previously
on …
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Pregiudizio di 
sopravvivenza

• The digital word is the Cybersecurity Arena (Bring your own 
Threat)

• Cybercrime costs 10,5 trillion in 2025.
• MS generated 37 billions of revenue in 2025;
• MGM Resort and Snowflake
• The average age of those arrested is 19

Happenings



• NextGen Antivirus (AI)
• Ransomware Protection 
• Exploit Protection
• Malware Protection
• Credential, Files, Documents Protection
• Device Control
• Endpoint Detection & Response
• Full Endpoint Visibility
• Endpoint Security Posture Management
• Windows Event Visibility
• Secure Remote Shell

• Integration with Office 365
• Phishing Prevention
• Malware Prevention
• Exploit Prevention
• Unauthorized Senders 

Management
• Block Malicious File Extensions
• Safe URLs

Endpoint

Email

• Domain & Phishing Filtering
• Network Scan Detection
• Network Poisoning Detection
• Tunnelling & Exfiltration Detection
• External Attack Surface 

Management / Port Scanning
• Network Anomaly Detection

Network
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• Security Misconfiguration Detection 
& Remediation

• Compliance Management
• Reports & Notifications
• Cloud Users & Resource Inventory
• SaaS & Cloud User Behavior 

Anomaly Detection 

• ITDR

• User Activity Visibility

• Lateral Movement Detection

• User Anomaly Detection

• Deceptive Users

• Device, Network, App & Phishing 
Threat Detection

• On-Device Remediation

• Mobile App Risk Detection & 
Mitigation

• iOS, Android & Chrome OS Devices

Identity & User

MobileSaaS & Cloud Apps

Complete Protection
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genera un'immagine che rappresenti il busto di Darwin?



Test detection & response

Cynet made MITRE ATT&CK history as the first 
vendor to achieve 100% Visibility, 100% Context-
Rich Detection, 0 False-Positives, and 100% 
Prevention Rate without any configuration 
changes, and is the only vendor to deliver these 
results in back-to-back years
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Folks will help
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GTG-1002

Phase 1: Campaign
initialization and target 
selection
Phase 2: Reconnaissance and 
attack surface mapping
Phase 3: Vulnerability discovery
and validation
Phase 4: Credential harvesting
and lateral movement
Phase 5: Data collection and 
intelligence extraction
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AGENTIC AI
abilities
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BACKED by 
HUMANS
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Platform Differentiators

Purpose-built for 
MSPs

Easy to Deploy

Unified, 
Broad Coverage

Enterprise Protection 
for Lean Teams

24x7 Expert 
MDR (CyOps)

AI-Powered 
Automation



Thank You
www.cynet.com

http://www.cynet.com/
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