Energy & Utilities Glusts
SECUATY SUMMIT JY P

ENERGY & UTILITIES 28 magglo 2025 ASTREA

Corporate Governance & Cyber Security. Dalla Compliance al Risk Management

Aprono i lavori: Anna Vaccarelli, Presidente di CLUSIT e Alessandro Manfredini, Presidente di AIPSA

Intervento a cura di Nicolo Rivetti di Val Cervo, Capo Divisione NIS e discipline unionali dell’Agenzia per la Cybersicurezza Nazionale - |, collaborazione con
ACN

Intervento a cura di Alessio Pennasilico, Membro del Comitato Scientifico CLUSIT

Modera: Andrea Chittaro, Executive Director Global Security & Cyber Defence, Snam Spa

Partecipano:
Flavia Bavetta, Associate, Gianni & Origoni

Patrizia Rutigliano, Ceo Suez International BU Italy

Alessandro Zunino, Board member e Presidente del Comitato Controllo Rischi A2A



Incidenti Cyber Energy/Utilities 2020 - 2024
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Anno su anno Energy/Utilities vs Global
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Confronto Energy/ Utilities vs Global
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Attaccanti Energy/Utilities 2024

3%, 3%

® Cybercnime 87%
 Hacktivism 6%

O Espionage / Sabotage 3%
Information Warfare 3%

Attaccanti Energy/Utilities Q1 2025

& Hacktivism 58%
® Cybercnme 37%

O Espionage / Sabotage 5%
Information Warfare 0%
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Cybercrime

Attaccanti Energy/ Utilities 2020 - Q1 2025

2020 @ 2021 € 2022 @ 2023 @ 2024 ) Q12025
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Tecniche Energy/Utilities 2024 Tecniche Energy/Utilities Q1 2025

2% 2%

5%2.& '

® Malware 57% O Vulnerabilities 2%

4+ Undisclosed 27% @ Identity Theft/Account Cracking 2% © DDoS 58% ® Malware 11%
© DDoS 6% ® Web Attack 2% & Vulnerabilities 26% < Undisclosed 5%
Multiple Techniques 5%
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Geografia vittime Energy/Utilities 2024 Geografia vittime Energy/Utilities Q1 2025

Several / Multiple 3% ©C 2%

o8 %
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Geografia vittime Energy/Utilities 2020 - Q1 2025

2020 @ 2021 @ 2022 @ 2023 @ 2024 @ Q12025
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Severity Energy/Utilities 2024 Severity Energy/Utilities Q1 2025

58%
@ Crntical @ High Medium Low @ Cntical @ High Medium Low
37% 22 % 11% 0% 32% 11% 58% 0%
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Severity Energy/ Utilities 2020 - Q1 2025

O 2018 @ 2019 2020 @ 2021 @ 2022 @ 2023 @ 2024 @ Q12025
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Energy & Utilities Glusts
SECUATY SUMMIT JY P

ENERGY & UTILITIES 28 maggio 2025 ASTREA

Corporate Governance & Cyber Security. Dalla Compliance al Risk Management

Modera: Andrea Chittaro, Executive Director Global Security & Cyber Defence, Snam Spa

Partecipano: In collaborazione con

Flavia Bavetta, Associate, Gianni & Origoni QipSQ

Alessandro Manfredini, Presidente di AIPSA et

Alessio Pennasilico, Membro del Comitato Scientifico CLUSIT

Patrizia Rutigliano, Ceo Suez International BU Italy

Alessandro Zunino, Board member e Presidente del Comitato Controllo Rischi A2A
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