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Who is Mimecast?
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Work has changed.

Collaboration has changed. Data has changed.
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Humans haven'’t.
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THE CATEGORY

Our Goal — Securing Human Risk

mlmecast

The Connected Human Risk Managemant Flatform
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Shares login credentials

m Sends corporate data to personal file share

Click on a fraudulent URL

Attacked with malicious attachment
- : SO
Targeted for social engineering attacks

Access to financial application
Senior technical role
Privileged access
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The Human Risk Problem

COLLABORATION ATTACKS & THREATS INSIDER THREATS COMPLIANCE REQUIREMENTS

* BECThreats *  Unmonitored Data Access *  Archive & Retention
*  Oversharing of Data * Investigations & eDiscovery

*  Phishing Treats
*  Real-time monitoring & actions

*  Exposed Collaboration Channels *  Valuable Data Leaving Organization

* Risky and careless users

HUMAN ERROR *  One-size-fits-all training

Unknown program effectiveness

90% 1in 17 8% S15M

of attacks start  collaboration messages of employees account average cost of an

with email? contains sensitive data? for 80% of incidents3 insider data leak?
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Defining the human risk landscape
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Our Products

E%E

Email Security Cloud Archive
BEC, Phishing, Malware Case Review
Incident Remediation Legal Holds
Brand Protection Supervision

Sync and Recover

DMARC Analyzer

Protect your brand and stop direct domain spoofing

Collaboration Security
Microsoft Teams, SharePoint, and OneDrive
Protection against Phishing and Malware
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Engage

Human Risk Dashboard
Adaptive Training
Nudges

User Scorecards
Phishing Simulations
Entertaining Content

Incydr

Monitor Corporate Applications

* Cloud: OneDrive, Google Drive, Box
¢ Email: 0365, Gmail

* Apps: Salesforce, Git

Cloud Visibility
* Windows, Mac, Linux
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OUR SOLUTION

The Connected Human Risk Management Platform

API

INPUTS Risk visibility OUTPUTS
EDR MDR
IAM XDR

DLP
ITSM

SOAR
SASE
and more > Proactive controls and more

ESJ HUMAN RISK MANAGEMENT PLATFORM
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OUR VISION

Human Risk Dashboard: Unprecedented risk visibility

Risk Data Sources

Mimecast Data:

Email Security
Training & Simulation

APl Integration Roadmap:

Web Security
AWV
SIEM
Endpoint
DLP

Workforce Data
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Risk Factors

Human Risk
Dashboard

Individual Risk Insights

Overall Risk

N
N

Attacked Factor

Actual Phishing

Simulated Phishing

Malware

Sensitive Data Handling

Secure Browsing
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Mimecast Human Risk Management Platform

Risk Data Sources

Intervention Workflows

mimecast N
: . Awareness Training
( zscaler Emial Seeuriy S it Adaptive Training
ecurity :
- Web Security Behaviors Assignment, Scorecards,
Feedback/Alerts
‘\p IAM -';" SIGCk * Microsoft Teams
netskope SIEM
Visibility
Endpoint Adversary Risk Dashboard, Security
\ . Tactics watchlists,
- Device Mgmt Scorecards
i NVOSTRIKE DLP
Email Security
Bl Microsoft Adaptive policies & protection
MM Security
Workforce Additional Controls
proofpoint Data Conditional Access,

Access Revocation, Entitlement
Reviews, Web, Endpoint controls

Attacked Factor

Phishing

Malware
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Mimecast Technology
Alliance Partners

Identity & Access Mgmt.
Endpoint
Web Gateway
Threat Intelligence
XDR
SIEM / SOAR
Managed Services

Workflow Automation
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mimecast

DEMO TIME & QUESTIONS




GRAZIE!
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