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+1/3

degh incident in ltalia
nel 2024 sono
causali da Malware
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+90%

e la crescita degli
incidenti in ltalha
basati su Vulnerabili-
ties, dal 2023 al 2024
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+35%

é la crescita degli
incidenti in ltalia
basati su phishing e
ingegnena sociale,

| dal 2023 al 2024)




From Boardrooms to Davos: The Silent Crisis Everyone is Talking About

2 years

Bl Misinformation and disinformation

romien s goiamaion |
.

10 years

IR Extreme weather events

RN Biodiversity loss and ecosystem collapse
Kl Critical change to Earth systems

LR Natural resource shortages

EE Misinformation and disinformation

A Adverse outcomes of Al technologies

TGl (nequality

il Societal polarization

9 Rl Cyber espionage and warfare

L'l Pollution

WEF Global Risks Report 2025

Cyber incidents

(o twork ond servica disruptions, maiware

The most
important
global
business risks

Political risks and violence

Allianz Risk Barometer 2025
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The Growing Cost of Cyber Incidents

+109%0 in 2024 90% of

compared to 2023 attacks are
linked to

Average Cost of
a Data Breach

United States

(Gartner: $4.88 million*)

cybercrime

Middle East

Benelux

*Gartner, Use DataStorage Management Services to * y *Clusit — Rapporto 2025 sulla Cybersecurity
Address Exponential Growth of Unstructured Data. IBMs Cost of a Data Breach Report

Rizvan Hussain, Chandra Mukhyala, Michael Hoeck, 10

October 2024

If it was measured as a country, — which s predicted to inflict damages totalling $9.5

trillion USD globally in 2024, according to Cybersecurity Ventures —
after the U.S. and China, surpassing the wealth of entire nations
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The moment of the actual breach or attack — the point of
failure where defences are penetrated

EPP
Firewall
WAF

IDS
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RIGHT OF BOOM

\ Actions and responses taken after a
\ cybersecurity incident or attack has
occurred
Response-Recovery-Learning
Incident
Response
Disaster
Recovery
XDR

SIEM




LEFTOF BOOM

All the proactive measures taken
before an attack-to prevent it or
minimize its impact

Threat
Intelligence

Vulnerability
Management

Threat Hunting

Exposure
Management




In military terms, “left of boom” refers to
actions taken to disrupt adversary plans
before an explosive event occurs

In cybersecurity, it signifies a proactive stance
to detect and mitigate threats before they
penetrate defences.

Just as intelligence gathering is essential in
military operations to foresee and thwart

Iﬂ}m!?é attacks, cyber threat intelligence plays a

- L]
i

"'y~ similar role in identifying potential weaknesses
Ll

and threat vectors early on ‘

POINT OF DEPARTURE




The Growing Cost of Cyber Incidents

"Left of boom"
refers o t!

"AR MIS.
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Moving to Early Prevention Mitigates

Saves time, effort and money

Stop Threat
Actors in their
Tracks!

Risk

NO BOOM

’.ARMIS.

Work Effort

Prevented

A



Cybersecurity Market is Complex

Digital Risk Management Security Operations & Incident Response Risk and Compliance Identity & Access Management
3{ axonius ElBal irin - 8eerver .Accepttu W Autho  @®averon €9 Bchaviosec  BIOCATCH
‘@GCRx T DEWEZ R emqn KINNA

Dty

aneacianos:

Clisp CYBERSPP digital shadows_

AG @ oOutpost2d
GREDSEAL  riskrecaf
lenable @ upGuard

ORisKI

panaseer

SKYBOX

g Haytheon
wanderd  // wickr ‘@ ZIMPERIUM: servicenow @iz AESED
GswMLANE  Fjismnns  THREATOS
A TheemConnect UPLEVEL  VEF

simeio  Gakamai

Endpoint Security
£vchain verato &2 vemier IDme

Ahnlab avast Avecto Avira Barkly s
o b BUFFERZONE Carbon Black.
CROWDSTRIKE a CYBERARK'

Ance dpinstinct  ENDGAME.

Network & Infrastructure Security

llBarrawda BLUEHEXAGON BLUYECTOR. "cllls'éloh

_Ncorsa

,.‘EET F-Secure? Dre nics  FEATINET WAF and IicationSecurity Q)FIREEYE FmATINET W vuawer  uvsoLate Juniper
141 HYSOLATE ¥intego ivanti UltcAfee Bo=can Arsmnies 3 W, mimecast oPsMAT  paloalte  RESEC @eare . SOPHOS
B2 Microsoft Dlmorerisee ) NYOT VAT, U:n* ot b ace CITRIX  ergon  THREAIX " @focws Qruba A s Crbwe. CyxiE
rFaArner @ sH-Pe <roRescouT NANOSEC POMNOX" oy uii2

Sucumon () sentinelone: oonitn’ sromesseso

@symantec  {{TeHTRIS WESH O TEmPLARBIT 3 a @Genians TEMPEREDO W) VERSA .I- \ Qorrser

Tvewar @ INTs 't Threat@@) TRU'STAR WEBROOT
YFsynack  STACKPATH imperva neustar MexuscuaRo vw--un- ORACLE (, corelight

Data Security Cloud Sec OBLUECAT ! © 8888 Mode
’Qamwa. © CipherCloud & aovonas anchore (Paqua (E)deeptence Guardicore {RTRUST Saciicient®  Infoblox Daigosec - o X lastline

s “Tosmaiocer i Fortani B Neuvector Fowvverse €portshirt e ARNAN endian  Frorcepomr GAJSHIELD
Ccoves: DS Qualys. i StackRox ig B Microsolt  natskin @sccucloud.  SONCWALL  STORMS

o Twistlock 3 B it % Lacework i SHisLoX

ymantec 4{ BlueTalon €y I text” secLore

- M omsccer beavirn Check ass Qlcpnarciu W11 @oroNET
Block Chain @ masmtensy CLOUDWRY
@Chan ) ouardtime= @ DEE NulD Rremme "W oaRKTRACE  e@EXtr PRAGES 'W»QEE m O Rhebo CRE
Svchain " @shocad  @Xage Plier S87 :
chai ) ° b PERCH  Flixer Sss N cloudshark  utimaco  GREYCORTEX



Lack of Visibility and Contex

Each security tool
generates different

;, S“ o data, leading to a
\ car. ( .

LOP F,c fragmented view
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' It’s a
a Snake!



Attack Surface ‘ana
@Cloud
Mobile IT I :
5G/Edge lloT/ICS
@ : of the assets that
@ are connected to
loT o
y : the network are
. 3 : unmonitored

oT



Assets

Every Connected Asset expands the Attack Surface

IARHI'S

e e A+ B = A

Asset connected Attackers can Can be breached and/or Risk
to the network access the asset use as entry point

~

Security Findings

i Fal Fal Fal Fal ! i Fal
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EOL/EOS Default Missing Insecure Security Control Bad External
OS or App Credentials Agents Protocols Coverage Gaps Segmentation Facing




The Landscape of Cybercrime: Emerging Threats  4irwis
and Attack Vectors

ALWARE Proxy Actors @

Advanced
Phishing and Cyber
Social Mercenaries
Engineering

Malware-as-
a-Service
((VEES))

Al-Driven bk \ MDzirk V\Ileb
Attacks - ; arketplaces
\ and Forums

Mainstream Y
® Encrypted
Chat Apps

© 2025ARMIS, INC. 18




Cybercriminals Remain Opportunistic: Legacy dovis
Attack Vectors

‘A new breed of actors is emerging on the cyber battlefield:
3 out of 4 : ;
. cyber mercenaries and proxy groups. These private contractors
attacks e_>§pI0|ts operate in the shadows and often conduct operations on behalf
vulnerabilities of nation-states, often with plausible deniability.’

from before
2022

€€ 509% of compromises
are from known
_vulnerabillities yy

Ponemon

© 2025 ARMI



Legacy Vulnerability
Management Is Failing

160 hours per week to monitor and
track threats

It takes more than 20 minutes
of manual effort to review a
CVE

Because of ineffective processes and inconsistent risk prioritization, security teams can't
achieve sustained clarity on what to fix, who should fix it, and how it should be fixed. L7

ARMIS

‘ ‘ CVSSis nota
measure of risk.

/12 ]33

- NIST




Legacy Vulnerability Management Is Failing domis

Does Not Address The Bigger Issue

Total CVEs Over Time

30,000
Fo e

0,000

© 2024 ARMIS, INC. 21

published per day

The Current Workflow
Process Is Broken

Not built to handle huge data volumes
from vulnerability, cloud, code, and
AppSec

Does not take into account security risk,
asset profile, business impact

Does not consider security gaps, such
as compliance failures,
misconfigurations, and operational blind
spots

Does not bridge the gap between
teams identifying risk, and teams fixing
risk



The ‘Spaghetti’ Challenge
. co

Security Architecture

Email, Chat, Ticketing Systems, Spreadsheets ITBusiness Leads
g A N
Business Unit 1
Scan Network and Hosts/VMs
Python Developers
Frontend Developers
3 . . DevOps
i e
RBVM Tools: ServiceNow VR, Bringa, Vulcan, Nucleus, Ivanti RBVM (S8 NG EENT Assets Created
Java Team Code
I’\r;fra Teir.lrj Images (VM / Container)
etwork Team
AppSec / DevSecOps Team Cloud Resources
L) / B V\llousﬂTea"l\]/l 5 Physical Servers
orkflow Mgmt Teams
Scan Code and CI/CID Laptops
Virtual Machines
Load Balancer
el Vs Business Unit 2 IR
Sr\yk','Ver.aCode, BIaquuck, CheckMarx, Semgrep Python Developers N
Prioritization/Remediation Tools: ArmorCode/Dazz Frontend Developers - A
= =1
DevOps . ' -
‘Windows Team d » el
Cloud Security Asset Mgmt Team > b .
Java Team T AT
Scan Cloud Infrastructure InfraTeam = & =¥ =
2 = Network Team
Tools Used — Cloud Team Tools Used
Prisma, Wiz, Orca, Upwind, AWS Security Hub, Google Security Command = Workflow Mgmt Teams GitHub / GitLab
Center Azure DevOps
Prioritization/Remediation Tools: Dazz, Seem plicity Azure, AWS, Google Cloud
Business Unit 3 Visual Studio
Python Developers Hypervisors
Additional Security Teams/Domains Frontend Developers Project Management (JIRA,
SecOps Team, Bug Bounty, Attack Surface, Email, SaaS, Data, Identity DevOps SEmieElen) [oncary
Securit Windows Team FreshService)
urity JRsset Mgmt Team Spreadsheets
Tools Used I:}':;I,ZTH
SIEM, SOAR, Case Management, Threat Intel, Red Team, Purple Team,Pen Tests, Bug Network Team
Crowd, Data Controls, Identity Access, etc. Cloud Team
Workflow Mgmt Teams p,
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Leveraging Artificial Intelligence

Shifting “Left of Boom”

With Al-driven
reasoning,
organizations can
achieve faster mean
time to detect
(MTTD) and mean
time to respond
(MTTR),
streamlining incident
response processes
and bolstering
overall threat
management

1.ATYY,
0 TV

- Al-Powered Tools

>l Synthetic data

N Detection-as-Code (DaC)




The Evolution of Vulnerability Management drvis

Shifting “Left of Boom”

The new model for vulnerability management

: helps and translates a generic
severity score to a prioritization based on the specific o o
asset, environment and business impact Consolidating findings
across various security

domains, including cloud,

: helps security teams identify which code, host, and applications
finding represents the most urgent risk to the From enterprise |'T to
organization incorporate 10T, OT and
critical infrastructure

- considers asset context,

environmental factors, and threat intelligence .




The Power of Early Warning

Shifting “Left of Boom”

The Ultimate Risk Prioritization Filter

What if you could buy two more months to act in
order to handle an attack like log4J?

What if you could be ahead of CISA KEV by 11
months?

What if you could get early warnings of any potential
threat(s) before they impact your environment?




Early Warnings at Work

lﬁ.RHIS

OBSERVE VALIDATE CONFIRM ALERT

Al Intelligence

Identifies threat actors,
ﬁ flaws in their e |
operations and context

of their discussions. m ®

Threat actor Honeypot attack hits and
discusses a CVE identifies known and

on a dark web unknown exploits in the wild.

slack channel

Create a working
for honeypot
detection.

edi|
X

EARLY WARNING

EXPLOITATION

© 2025ARMIS, INC. 27

CVE added to
Early Warning list and
customers alerted.




How Early Is Early Warning? LAV

t™m
Mirth" Connect
igen o Hes

BLUEKEEP (Pgen By soen eathcare
Tl 5M
Armis Labs Early
warnings 2 Months Early

The golden source for I0Cs for

before CISA KEV 10 Days Early CERTs world-wide 64 Days Early

B

Vaolt Typhaon

Armis Labs Early
Warnings not yet
seen by CISA KEV 55 Days Early 2 Years Early 5 Years Early

© 2025ARMIS, INC. 28




Preempt Attacks with Early

Warning Intelligence

’.;\.RHIS

. . . . . >
(~ e \ e \
September November December January End of January
RECON INTRUSION LATERAL LAUNCH MISSION
MOVEMENT COMPLETE
Months Months Weeks to Months Days to Weeks Exfiltration
\_ TRADITIONAL _J \_ Y,
SECURITY

Leverage Al-powered Discovery Tools for Extreme Visibility Across Your Attack Surface




Armis Reduces Attack Kill Chain
Exposures Time

T| me Early warning of asset risk buys you time to
address the threat before the attack is launched
D
i Full visibility and contextualization of all assets and
P rO teCt | O n their behavior reduces risk across the environment

. . Adaptable prioritization, grouping of findings, and
Rem ed I at IoNn Al-driven ownership assignment drastically reduce MTTR
<

© 2024 ARMIS, INC. 30




Exposure Management 4emis

From understanding the attack surface, to intelligently reducing
risk where it matters, achieving actual security

SEE

\ All Assets All
%\ The Time ;

Al-Powered Asset Discovery: New assets
real time detection and consolidation

Profile Classification: Deep learning of
asset behavior and protocol attributes for
profile classification

Asset Context: Aggregating and clustering
additional asset-related context

PROTECT

\ Security Decisions !
Based On Facts

Threat Detection: Anomalous behavior
detection, malicious hosts and tunnelling
classifiers

Risk Score: Asset criticality, graph-
centrality and data exposure engines

Investigation: Alert investigative context

and workflow suggestions

MANAGE

v Consolidate
\ N K
% and Prioritize ,
~ Remediation £
LY F
e -
- -

i

Manage Risk: Vulnerability criticality

classifiers and unified prioritization

Take Action: Segmentation
recommendations, ACL rules
suggestions

Policies and Reporting: Personalized to
the needs of the organization



Thank you!

Learn more about Armis at booth and at armis.com

"ARMIS

Armis Centrix™ Cyber Exposure Management Platform

&

Asset
Management
and Security

Complete inventory of all
asset types allowing any
organization to see and
secure their attack
surface

© 2025ARMIS, INC. 32

B

OT/loT
Security

See and secure OT/loT
networks and physical
assets

{‘-"v-"\

e

Medical Device
Security

Complete visibility and
security for all medical
devices

%

VIPR
Prioritization and
Remediation

Consolidate, prioritize and
remediate all vulnerabilities
and security findings

#
Early Warning

Early warning system
leveraging Al intelligence
to stop attacks before
they impact your
organization


http://armis.com

Recap: Challenges

Attacchi Cyber
Sempre Piu Sofisticati

Gli attaccanti sfruttano
I'intelligenza artificiale,
mentre molte aziende
si affidano ancora ai
fogli Excel per
organizzare le proprie
difese.

I malware basati su Al
saranno in grado di
evolversi e adattarsi
autonomamente,
rendendo gli attacchi
piu rapidi, difficili da
individuare e
potenzialmente molto
piu distruttivi.

Troppi Silo
Organizzativi

|  silo limitano
collaborazione tra
team di
Security e IT,
riducono
dell'T di tradurre
sicurezza in
concrete e operative.

la
i

Information

e

la capacita

la

azioni

Gestione vulnerabilita
vecchio stile

Gli attaccanti
continuano a sfruttare
vulnerabilita note,
perché molti sistemi
restano non aggiornati
e non protetti.

Inoltre, la gestione
tradizionale delle
vulnerabilita non
affronta altri aspetti

critici della sicurezza,
come errori di
configurazione, sistemi
a fine vita (EOL),
problemi di licenze,
vulnerabilita
applicative, risultati di
audit e altri rischi.

Troppi Strumenti di
Sicurezza

Hanno portato a una
crescente complessita,
errori di
configurazione e
disallineamenti nelle
difese.

Superficie di Attacco

GCrazie allinnovazione
digitale, la superficie di
attacco & cresciuta.

La mancanza di
visibilita e controllo sui
dispositivi non gestiti
connessi alla rete
aumenta il rischio.

Compliance to Regulations (NIS2, DORA, GDPR, A

| Act, etc)




IARMIS.

Thank you!
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