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Proteggi gli ambienti ibridi con 'Open-XDR

Gianluca Pucci | Manager Sales Engineering Italy,
WatchCGuard Technologies
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The World Has Changed:
Hybrid infrastructures
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Why This Matters For Clients

« If the organization has value, they will be targeted

)

« Companies cannot afford the people to operate the tech

« They are not prepared for the coming attack

« A significant proportion (46%) will not survive
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Why This Matters For Partners

« Partners must create and maintain TRUST with their clients

CRITICAL CYBERSECURITY SKILLS
Protect Complex Environments: Hybrid Networks, Supply Chain integration, Remote Workers, IoT Devices
« Utilize emerging technologies: NDR, XDR, SASE and identity-based security

Fill the skills and operational cybersecurity gaps for their clients

« Partner success depends on delivering scalable, affordable, and comprehensive solutions
and making money......

CRITICAL GO-TO-MARKET SKILLS
Maintain a cybersecurity staff - deliver cybersecurity services
Partner with vendors who will support their offerings, not compete

« Partner with vendors whose technology supports their business model
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Understanding the Extended
Detection and Response Market
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d Complexity operate
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Understanding the Extended
Detection and Response Market

EDR s
Endpoints & Fi rgvl\\;laélls/
Devices - N
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Business

Email s

Users/
Identity Data Center
Q Too many products Q Full correlation
% S o O No correlation O Risk scored incidents
0 Complexity Q Single UI
Q Alert Fatigue Q0 Automation

O Integrated remediation
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XDR = Simple, affordable, effective
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XDR is a Promise
Unfulfilled

“Effective deployment and “Users have reported that many
management of XDR require skilled XDR tools require significant time
personnel. Organizations will need and effort to configure. This
to invest in training existing staff complexity can delay
or hiring new experts, adding to deployment and hinder optimal
the overall cost.” utilization.”
SECURITY BOULEVARD GARTNER
“Many XDR solutions are simply “Without proper tuning, XDR
expansions of existing EDR tools. systems may generate false
They lack network coverage, drive positive alerts, overwhelming
vendor lock-in and increase costs security teams.”
over time.”
GARTNER
TechTarget
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WatchGuard Total XDR

Endpoint Yes, Native EDPR integrates with ThreatSync, ThreatSync+ future
On-Prem Network Yes, Native Includes Al models, policy engine, ThreatSync native
Data Centers Yes, Native Includes Al models, policy engine, ThreatSync native
Firewalls Yes, Native Includes Al models, policy engine, ThreatSync native
VM/Containers Yes, Native Includes Al models, policy engine, ThreatSync native
Cloud Yes, Native Includes Al models, policy engine, ThreatSync native

User/Auth Yes, Native & AD Includes Al models, policy engine, ThreatSync native

Emalil Integration Future integration

Compliance Yes, Native Compliance control and reporting engine

More than other vendors in the XDR market today!
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WatchGuard Total XDR: Expand Risk and Threat

Incident
Management
—Smart Alerts

— Policy violations

Investigation
—Visualization

— Correlation

— Prioritization

Remediation
— Workflows

— Playbooks

— Automation

Reports

> Compliance

> Threats & Risks

> Goals & Objectives
> Custom/Configure

Compliance Reports

> NIST 800-53

> |SO-27001

> UK Cyber-
Essentials
>Custom/Configur
e
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WatchGuard Total XDR — Our New Bundle

XDR remediation platform for the WatchGuard network and endpoint
security products. ThreatSync Core includes foundational XDR
capabilities of
 Threat information correlation

* |Incident scoring and management
* Intelligent automated remediation

100% Cloud-native, Al-powered threat detection
solution that defends on-premises network, VPN, and
identity threat surfaces.

ThreatSync+ NDR

ThreatSync+ SaaS: a 100% Cloud-native, Al-powered

ThreatSync+ SaaS threat detection solution that defends SaaS
applications, Cloud platforms, and Cloud identity threat
surfaces.

WatchGuard Augments reports available with ThreatSync+
Compliance solutions to provide a rich package of Regulatory
Reporting and Compliance reports.
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ThreatSync+ SaaS in action

O Brute Force Attack against M365
. ’r-x‘ I
— ~ —_ —_—
] @
Searches _ Compromis Accesses and
Attacker for avalid Compromi es accounts stages sensitive
Azure s-esbuser to expand data for
account V'? rute attack exfiltration and
orce theft
attack
Azure Accounts are a Priority Target » Possible Brute Force Account Access Attempt @ Office 365 60
* Compromise leads to lateral movement and
privileged escalation Office 365
ici i iIce
* Misconfiguration enables movement to sensitive » Suspicious Access Time ® 65

data locations and mission-critical networks

Hybrid Cloud Protection » Suspicious Access Location @ Office 365 70
Unusual Increase in Number of

* Detects attacks on Azure accounts » User Accounts Created

Co. AD Domain
* Detects downstream attack activities ® 75

* Impossible location, suspicious file activity

i : . Office 365
¢ Connects attacks to user accounts, |P addresses, m) Suspicious Rate of File Activity @ Office
and locations for effective remediation

80

) Internal Files Shared Externally @ Office 365 90
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ThreatSync+ SaaS M365: How It Works

Incident Management
* Smart Alerts
* ThreatSync+ SaaSs collects M365, Teams, and / (5N + Policy violations
Azure AD logs (W)3tchGuard
. - Investigation
GOffICE365 — %{g? * Visualization
« Data flows are analyzed by the ThreatSync+ Saas Applications Appiication Activity _\ / e
Machine Learning and Al policy engine
D9? .Remg::liaot\i’:;n
— O O . \Ii’\llayit()fulnoks
* Automation

)

ThreatSync+ SaaS

 Machine learning models create normal @ 8
: o . — 3y —
baselines for all activities and search out risks Active Directory dentlty Activity

Cloud ThreatSync
and threats

« Risk and threats are captured and correlated ~ — | Reports

* Compliance
* Threats & Risks

 Risk-prioritized alerts and details are presented * Custom/Configure
in the ThreatSync+ Ul

Policy: Possible Brute Force Account Access Attempt Policy: Internal Files Made Public
m 1 H H !! . Zone: All Internal Users. Zone: All Internal Users
® E X a p | e S et Of CO n tl n u O u S I I I O n It O r I n g | . Description: Detect a user has attempted and failed to log into resources on your network multiple times Description: Internal files have been made available to anyone on the internet. This may be an attacker attempting to exfiltrate your data
Importance: High Importance: Medium
ATT&CK® References: ATT&CK® References:

Tags: Tags:
o @ Office 365 @ Office 365

1 2 3 4 5 6 7 8 9 10

Alert Severity Scale: — ra @ POLICY CHARTS  ALERTS  COMMENTS
. Suspicious - Brute force _
. | nte rn a | fl | eS 24 hours 7 days 30 days 90 days Custom &
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. . . . . S h a re exte r n a | |y ys Distribution of Policy Alerts Associated with User Over Time
. Suspicious - Suspicious admin =]

90 days Custom & Number of Internal Files Made Public Policy Alerts over time
. - Suspicious file I :
aCCeSS tl me Cha ng eS, rate p Distribution of Policy Alerts by User s
- Impossible - Suspicious admin
travel/access changes, time

- Suspicious
access rate

Number of Possible Brute Force Account Access Attempt Policy Alerts, broken down by user 4

activity by rate
- Anonymous file
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ThreatSync+ NDR - North/South & East/West Network Focus

@a’tchGuard’

Firebox Cloud Firebox

(&=

Cloud Firewall

Traffic Logs Incident Management

¢ Smart Alerts
/ QJ N ° Policy Violations

Investigation

5%
® Visualization

/ “ZS—% * Correlation
® Prioritization

atchGuard

WatchGu ard
Collector Agent

E NetFlow, DHCP

Office Firewall

@I | n > Remediation

q é ® Workflows
: = : = WatchGuard k : <—_—>9 ® Playbooks
o = o = Collector Agent —=——] O ¢ Automation
o0—0—0 o—0—o0 NetFlow, DHCP

ThreatSync+ NDR Th reatSync

\ —— | Reports

¢ Compliance
® Threats & Risks
¢ Custom/Configure
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3rd-Party Network Appliances - East-West Traffic

Windows
Network Your AD Server or

Server DHCP DHCP Server
Collector

Windows-Based
Collector

Your 39-party NetFlow-
capable switches,
firewalls, and routers

WatchGuard Cloud

ThreatSync+ NDR

Netflow V5 or V9 is used for
the NDR analytics

. M\

SCCURHEY SUMMIT ASTREA




Compliance Report

ISO 27001:2022 Network Defense = ===
Goal Report M H: i

@ ?!E::H'E‘E?w. 103 e e 138 e o (@ 2T

it Continuous Compliance with Reporting

|||||
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@ i The ThreatSync Suite combines hundreds of pre-built ISO 27001 and NIST 800-53
@ . wEnmmmrmeme | @ best practice controls with a compliance reporting engine delivering automated
regulatory and compliance reporting.
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Contatti:
gianluca.pucci@watchguard.com

Vieni a trovarci al nostro stand!
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