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Thales + Imperva per una risposta integrata alle nuove minacce e requisiti di
compliance nella protezione del nostro patrimonio di dati
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Core business segments

Aerospace |
and Space Defeqce and
Security

» Civiland g
military
o >
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Cybersecurity and Digital Identity

» Cybersecurity
» Digital identity and biometrics
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Cyber Security Products (CSP): a very broad product porifolio

C IAM ) < Data Security Plaiform (confrol + visibility) ) ( Applications )

Customer identity : e Dala access Web App.
& aoccess management @ Encrypron bl monitonng é /) fwewall
/2y '\ Workforce identity @ - Data discovery DDoS
g@g & access management Tokenzation C)\ & classiicahon protechon
Broad Range Key & secrefls - Data % Advanced bol
of Authenhicators management =@' govemnance profechon
[ Hardware Threat @ :
=@ |/ securty modules A Detection n AP1 secunty
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An effective analogy
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Cloud shared responsibility

BR Windows Azure

Responsibility On-Prem laaS PaaS SaaS _ Wi m
“amazon
webservices™
Data classification

& accountability

CUSTOMER DATA
Client & end-point

protection laasS PaaS SaaS
PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
Identity & access
ty Content
management
Access policies
OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION
Application Usage
level controls
CLIENT-SIDE DATA SERVER-SIDE ENCRYPTION NETWORKING TRAFFIC DEplﬂl'ﬁI’m-El"ll
AUTHENTICATION (FILE SYSTEM AND/OR DATA) INTEGRITY, IDENTITY) PP ¥
Network controls Identity

SOFTWARE Operations

SOIRT Access and authentication
SIONAGE DRIARAE EEEMORNE Network security
Guest 0%, data & content
HARDWARE/AWS GLOBAL INFRASTRUCTURE
_ S Audit logging

Matwaork

Host infrastructure

Physical security

Storage + encryption
Hardened Kernel + |PC
Boot

Hardware
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Digital (Data) sovereignty

Digital sovereignty refers to the abillity 1o

have control over your own digital

destiny — the data, hardware, and

927

software that you rely on and create.
of all the data in the

western world is stored
on US-owned servers (*) WORLD ECONOMIC FORUM

(*) World Economic Forum: What is digital sovereignty and why is Europe so interested in ite THALES
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Options for the cloud
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Flexible
A
>
-
-g Public Cloud Services
+ with
O BYOK
= Public Cloud Native
S Encryption Services PARTIAL
QU CUSTOMER CONTROL
FULL CLOUD
PROVIDER CONTROL « Cloud Provider Encryption
* Customer Keys
* Cloud Provider Encryption
* Cloud Provider Keys
Rigid
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Centralized Key
Management with
HYOK

Bring Your Own Encryption
with Centralized Key
Management
BYOE

STRONGER
CUSTOMER CONTROL

* Cloud Provider Encryption
» Customer Keys

FULL
CUSTOMER CONTROL

* Customer Encryption
* Customer Keys

Minimal

Customer Control

A&

» Complete

Maximum

Separation of Duties
and Auditabili

Minimal
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Cloud services qualification

Qc1

QC2

Qc3

Qc4

ORDINARIO

CARATTERISTICHE

CERTIFICAZIONI

REQUISITI CARATTERIZZANTI

40 Sicurezza

11 Qualita

2 Portabilita

4 Interoperabilita

ISO 27001/17/18*
ISO 9001 (Qualita)

* Localizzazione in EU: infrastrutture fisiche e tecnologiche servizio cloud,
dati Amministrazioni;

STRATEGICO

66 Sicurezza

SO 27001/17/18*
1SO 9001 (Qualita)
ISO 20000 (Gestione Servizio)
IS0 22301 (Continuita Operativa)

* Importazione delle chiavi di cifratura generate esternamente, BYOK (HSM
gestito dall'’Amministrazione)

72 Sicurezza

ISO 27001/17/18
CSA STAR® Level 2
ISO 9001 (Gestione Qualita)
ISO 20000 (Gestione Servizio)
1SO 22301 (Continuita Operativa)

SECURKY SUMMIT ‘ ASTREA

* Localizzazione in EU: metadati;
* Controllo delle attivita privilegiate e aggiornamenti hw/sw
* Verifica aggiornamenti ambiente di test

Gestione delle chiavi autonoma esterna, HYOK (HSM gestito
dall'Amministrazione)

esterno sono soggetti a procedure di appr
monitoraggio e controllo dell’Amministrazione

* Metodologie di verifica e controllo del personale sono condivise con
I'Amministrazione
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Key Management
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DORA

Digital Operational
Resilience Act (DORA)

Thales helps organizations
comply with DORA by
addressing regquirements
on chapter Il for risk
management and
chapter V.on managing
third party risk.

Requirements | DORA Articles ‘ Thales Supporting Capabilities

Chapter |ll: ICTRisk Management

XN

Data Discovery and
Classification

Identify and classify

Protect data atrest, in use éé‘l’}s @ [ ronice | -
or in transit ent  Tokenizafion  HighSpeed
E crypho Encryptors (HSE)

o’\o .

Identity O"d CCess  con et nd Preference  Transparent
Management Management Encryption

g ‘

Access management

Implement multi-factor
authentication

Securely manage
cryptographic keys

Monitor and detect
anomalous activities

SafeNet Trusted

Enterprise Key  Hardware Security
Management Modules (HSMs)

“

SafeNet Trusted Transparent
Access Encryption

Chapter V: Managing of ICT Third Party Risk

Mitigate risks of third-
party service providers

@

Cloud Key Transparent
Management Encrypfion
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A three-layered architecture

@ Software Connectors

@ Enterprise Key Manager

@ General Purpose
Hardware Security Modules

@@

Tokenization
with Dala masking

| 2 THALES o

Hardware or Virtual

Hardware

A&

Application VAULT
encryphion

Use-cases:

> Symmetric encryption
> KMS, KMIP

> Thales connectors:

> Application encryption
> Database encryption

Use-cases:

> Asymmetric encryption
> CAs and PKI (loT)

> Application encryption
> Database encryption
(TDE integration)

SLLURHY SUMMIL.

CLOUD Key Transparent
Manager encryphion

> TDE integration
> File-system encryption

> SSL/TLS offload

> Key generation

(Cloud Key Vault integration)
> Code/Document signing

> Blockchain
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Contatti:

Claudio Squinzi
Mail: Claudio.squinzi@thalesgroup.com
Mob.: +39 348 851 3843

Vieni a trovarci al nostro stand!

15 THALES

A&
SLLURHYSUMAIT


mailto:Claudio.squinzi@thalesgroup.com

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

