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Mitigazione delle minacce DDoS moderne: Rapid Reset
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Cos’e un attacco
DDo0S?

* Distributed Denial of Service

* Intento: impedire che gli utenti
legittimi usino un servizio

* Meccanismo: sovraccarico del
sistema o della rete

 Strumento: flusso massiccio e
simultaneo di traffico

* Origine: moltissimi sistemi nel mondo

* Durata: da pochi secondi a molte
ore

Clust faslly SECUNTY SUTIMIT




Come si svolge un DDoS?

* Un gruppo (100.000 e piu) di computer compromessi (bot)
Creazione viene creato da una organizzazione criminale

botnet I "bot" sono riuniti in una botnet controllata da un server di
Command & Control

I primi criminali affittano la botnet ad altri criminali che
Attivazione prendono di mira un certo bersaglio

botnet * I secondi criminali accedono al C&C e configurano i bot per
generare un flusso massiccio di traffico verso il bersaglio

Il flusso di traffico sovraccarica il sistema o la
rete del bersaglio

* L'attacco dura per il tempo dell'affitto

Effetto

attacco

‘Clusit fastly % A

B s SECURITY SUMIMIT ASTREA



Che motivazioni
ha un DDoS?

 Ideologiche / Politiche
» Sabotaggio
 Economiche
* Danneggiare un concorrente
* Ricatto
* Confusione
» Sviare |'attenzione da altre azioni
* Errori
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Ci sono molti DDoS?

Percentuale DDoS su attacchi worldwide
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E poi ci sono i DDoS “involontari”...
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Conseguenze di un
DDoS

* Perdita di dati
* Riduzione delle prestazioni
* Perdita di business

 Risarcimenti

 Sanzioni (GDPR, DORA, NIS,
ecc.)
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Prevenzione del DDoS

* Monitoraggio del traffico

* Monitorare i flussi di dati per identificare eventuali attacchi
* Detection veloce

* Per minimizzare la non disponibilita
* Potenziamento Infrastruttura

 Investimenti su ridondanza, resilienza e distribuzione
geografica
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Solve different phases of DDoS

Traffic Volume

L3/4 Flood,

Fragmentation

including |
Amplification & Abu§|ve_
Reflection Application Use

1
Request-Complexity

Clust fastly: SECURITY SUMMIT




Defending at an unprecedented scale  s.47mpsoooshits e

the largest to date
2023

Peak attack size 2.3 Thps novel DDoS

. lasting 3 days targets
increased
2020

10X over t ast decade

1 Tbps DDoS launched
at OVH by Mirai botnet

2016

300 Gbps DDoS knocks
800 Mbps DDoS takes Spamhouse intel offline
down Yahoo, Dell, and 2013
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Application DDoS that only lasts a few minutes

Example: Millions of
requests per second

during 3 minutes

Client Challenges

Requests with a client challenge

KKKKKK

Or: 1000s of requests
lasting 1-3 minutes e
eve ry 1 5 minutes s ‘ | | l ‘ Challenge Token Valid
AL

CIUSt fastly SECURITY SUMMIT




The principles that drive Attribute Unmasking

Rapid Accurate (@ Deceptive

Everything starts with Avoiding false positives is Our defense tactics
rapid detection of our priority so should be deceptive,
malicious traffic mitigations must be minimizing information
accurate available to attackers

1
N
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Detection

Distinguish DDoS attacks from traffic deviations

fastly

Image 1: Shape and volume of the attack

- Performed at Fastly’s software defined edge
and requires no tuning

- Rate limit is updated continuously based on
your running average

reguest volume

- When anomalous traffic deviations arise,
Attribute Unmasking investigates

1
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[dentification

Uncovering attack characteristics from complex DDoS attacks
- Scans a comprehensive list of Layer 3,4 and 7 fastly
characteristics to find one that best matches the curve

& Layer 3 and Layer 4 headers, TLS info, Layer 7 details,
etc.

- Highly accurate foundation and adaptive in nature

{ Attribute C

request volume

- Built on a modular system for quick adaptation to
new DDoS attacks

Attribute A

| Attribute B

.__!
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Baseline == =
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[dentification

Uncovering attack characteristics from complex DDoS attacks
- Scans a comprehensive list of Layer 3,4 and 7 fastly
characteristics to find one that best matches the curve

& Layer 3 and Layer 4 headers, TLS info, Layer 7 details,
etc.

- Highly accurate foundation and adaptive in nature

{ Attribute C

request volume

- Built on a modular system for quick adaptation to
new DDoS attacks

Attribute A

gty ¥ e | attribute B |
Baseline == = —= =t s J

Did you know? Attribute Unmasking's proprietary
technique caught novel attacks like HTTP Reset

automatically with no updates.

User-Agent: 0000000000000 0000000000000000000000
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https://www.fastly.com/blog/how-fastly-protects-customers-from-ddos-including-rapid-reset-attack/

Mitigation

Completing the model and stopping the attacker

fastly

® Stacks attribute combinations until it matches the curve
and blocks subsequent requests from matched attack !
traffic |

® Blocks multiple DDoS attacks with anomalous traffic

. % _Attribute C+F
patterns simultaneously S (e
® Near real-time ¢
A A T

Lime
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DDoS Protection in Action

DDoS Protection

In seconds, it automatically:
@® Detected the attack

® Created a temporary rule comprised of 8 attributes,
including:

O country code

O JA4 fingerprint .
O OHFP g :::_
19
® S 19
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Q&A
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Contatti

fernando@fastly.com
https://www.linkedin.com/in/fbitti/

https://www.fastly.com/
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