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Data Breach per rilevanza dei 
dati
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Data Breach per rilevanza dei 
dati
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Data Breach per rilevanza dei 
dati

11,231 Miliardi di record rubati
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Parliamo dei “fondamentali”

Considerando 89, Direttiva NIS2
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La Sicurezza !

Termine che deriva dal latino «sine 
cura», cioè senza preoccupazione, può 
essere definita come la «conoscenza 
che l’adozione di un sistema non 
produrrà stati indesiderati», in altri 
termini che «quello che faremo» non 
provocherà danni.



Human 
element

C O N F I D E N T I A L

Why enterprises need phishing-resistant for the future of work

63% of 
breaches

Global 
Mandates

Costly & 
difficult

4000 
attacks

Employees lose 11 
hours each resetting 

passwords. 40% of all 
help desk calls are 
password resets

Source: Bloomberg

68% of breaches 
involved the human 

element in 2024

Source: Verizon

In financial services 
are caused by 

phishing in 2024

Source: Verizon

Password attacks per 
second

Source: Microsoft

Mandates the 
deployment of 

phishing-resistant 
MFA and Zero Trust 

Architecture



Utente è 
l’anello debole

• Forse non è tutta colpa sua !



Nemmeno l’umano 
dell’help desk, se la 
passa meglio !
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Managing millions of identities and 
billions of identity entitlements and 
events is complex

R S A  C O N F I D E N T I A L  A N D  P R O P R I E T A R Y

Protecting identities throughout their lifecycle is critical to mitigate risk

100M+ annually1 63% of data breaches 
involve default credentials2

5M+ identities retired 
annually1

2022 Uber breach related 
to MFA push notification 

fatigue3

30% of workers switch jobs 
each year1

75% of people reuse 
credentials2

1 U.S. Bureau of Labor Statistics; 2 SailPoint Customer Survey; 3 AAG Cybercrimes Report

Breach risk



 

Il 64% non ha selezionato le 
tecnologie di best practice 
come strumento per mitigare 
il phishing

 

 

Il 63% non conosceva quali 
fossero le componenti di 
identity security 
necessarie per indirizzare 
la strategia Zero Trust

 

 

Il 55% non ha compreso a 
pieno l’importanza della 
gestione dell’identity per 
innalzare la postura di 
sicurezza di 
un’organizzazione

 

IQ Identity Test



• Rapporto Clusit 2024 : https://clusit.it/rapporto-clusit/    da 
pagina 191

Maggiori dettagli

https://clusit.it/rapporto-clusit/
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Market and Customer Trends

R S A  C O N F I D E N T I A L  A N D  P R O P R I E T A R Y

Cyberthreats and Regulatory mandates
Governmental and zero trust mandates = MFA for everyone

Cloud Adoption/IT modernization
Complexity of managing identities across cloud, APIs, DevOps

Passwordless/FIDO
Improving security and user productivity

Adaptive Zero Trust
Static rule-based access ineffective in a dynamic world

Platform Convergence
Customers seeking Identity Security Platform not point products

Digital Experiences
Need to protect identities for workers, external users & customers

1
2
3
4
5
6



CONFIDENTIAL

We look at identity security 
differently 

Risk-based 
Security Beyond 
Access Control

Accelerate 
Zero Trust 
Maturity

Built for Highly 
Regulated 
Industries

Future-proof 
Security

Flexibility & 
Control
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Solving the Identity Crisis involves 
more than just MFA

R S A  C O N F I D E N T I A L  A N D  P R O P R I E T A R Y

Access

WHAT
can they access

Lifecycle

WHEN
can they use it

Governance

WHY
do they have it

Directory

WHERE
is it managed

Orphaned accounts
Inappropriate access

SoD violations

Manual processes
Privilege escalation
Rubber stamping

Weak enrollment
Password reset

Credential recovery

Excess privilege
Shared accounts

Shadow IT

RSA Unified Identity Platform

Authentication

WHO
is the user

Phishing
MFA fatigue
Brute force



WHY
do they have access

Identity: The Foundation of a Zero 
Trust Approach

WHO
is the user

WHAT
can they access

 Users
 Devices

 SaaS Apps
 On-Prem
 Privileged

WHEN
and for how long

 Role
 Entitlement
 Dynamic

 New User
 Temp User
 J-M-L

Authentication Authorization
coming in June

Governance
now in cloud

Lifecycle
now in cloud

 Multi-factor
 Passwordless
 Behavioral 

 RBAC/ABAC
 Adaptive Access
 Single Sign-On

 Reviews
 Relevancy
 Policy

 Birthright
 Requests
 Provisioning

HOW
are they managed

 Employee
 Partner
 Customer

Directory
in development

 AD/LDAP
 Cloud users
 DB/proprietary

Identity Challenges

ID Plus Solution



3 cose sull’identity 
Normative e best 

practice 
(NIS2 e Zero Trust)

Basta password

Fatevi aiutare
Da RSA.             
(e anche dall’AI)





NIS2 - Risk Management Measures
• 17 October 2024, the Commission shall adopt implementing acts
• Policy on Risk analysis and Information Systems
• Incident handling
• Business Continuity
• Supply Chain Security
• Security in Network and Information systems acquisition, development, maintenance, vulnerability 
handling

• Assessing effectiveness of processes and procedures
• Basic cyber hygiene and training
• Use of cryptography
• use of multi-factor authentication or continuous authentication solutions, secured voice, video and text 
communications and secured emergency communication systems within the entity

• human resources security, access control policies and asset management
Recommendation: adopt a wide range of basic cyber hygiene practices, such as zero-trust principles,
software updates, device configuration, network segmentation, identity and access management



R S A  C O N F I D E N T I A L  A N D  P R O P R I E T A R Y

ID Plus: Passwordless Experience

RSA DS100

iShield Key 2 Series

RSA Authenticator App
for iOS / Android

A modern, intuitive, and frictionless experience FOR EVERY USER

Self-ServiceSingle Sign-On

OFFICE
HYBRID

REMOTE

Zero Trust security beyond FIDO
• ID Verification (gov’t-issued ID / mobile match)
• Identity Intelligence (Risk AI / Mobile Lock)
• Risk-based governance & lifecycle automation

Secure passwordless made easy
• Self-service enrollment & recovery
• Risk-based single sign-on
• Single solution for SaaS / web & legacy apps



AI



Risk AI: Governance-Based Risk 
Intelligence & Insights

R S A  C O N F I D E N T I A L  A N D  P R O P R I E T A R Y

Benefits and Features

► Improve speed and quality of decision making through 
data analysis & visualization

► Reduce cost of audit-readiness through intelligent 
discovery and evidence collection

► Increase user compliance through an enhanced 
experience and in-product gamification

► Customize and build new dashboard elements with full 
support for actionable drill down

+
(Now Available in G&L 8.0)

Review Status
Risky Users

Overall Risk & Trend Analysis

Gamification
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RSA Unified Identity Platform Security-First

Intelligent

Open
On-Premises

Workforce External Customer

Hybrid Multi-Cloud

Automated Identity Intelligence

RSA Ecosystem

Governance & 
LifecycleAccess & SSOAuthentication

Non Human





RSA CONFIDENTIAL AND PROPRIETARY
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