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Enhancing APl Security through LLM

A Novel Approach for Detecting BOLA Vulnerabilities
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equixly S whoami - ALESSIO DALLA PIAZZA

= |nspired by the RBT4 forum

= Cybersecurity Consulting ( 10+ years)

= Passion for breaking things.
CVEs (Apple Safari, VMWare, IBM Websphere, Docker...)

= Co-Founder at Equixly
Al-Powered API Security Testing Platform
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1. S whoami 6. Challenges in Automating API Testing
2. Continuous API Active Testing 7. Interpreting APl Requests-Abstraction
3. Shift Left Practices 8. Interpreting Results with LLMs

4. OWASP API Top 10: Business Logic 9. Challenges of Working with LLMs

5. Understanding BOLA Vulnerabilities
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equixly CONTINUOUS API PENETRATION TESTING
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= Automated Testing integrated with CI/CD S %gj °° \

= Evolves tests with your APl changes

= Immediate Feedback - insights for 0% //

remediation of issues o, N %70 & v ;f
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equixly CONTINUOUS API PENETRATION TESTING

”

-

API CONTINUOUS TESTING TAKE TO LONG ~ 4/6 HOURS
v ¥ (/) '

\3

o STRASHIT
¥ .o\ REPORT? 5
BECAUSE THE APIS HAVE CHANGED -
’ - - .

ENGAGE ONE-SHOT
PENETRATION TEST
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equixly SHIFT-LEFT PRACTICES

* |ntegrate Early - minimize risks

= Continuous Evaluation - test from
Staging/QA

= Cost-Effective - fixing issues early cuts

down the cost and time
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equixly OWASP API TOP 18

BROKEN OBJECT LEVEL SERVER-SIDE REQUEST
AUTHORIZATION FORGERY
SECURITY
e BROKEN AUTHENTICATION MISCONFIGURATION e

BROKEN OBJECT PROPERTY [JLlJFqESFD LACK OF PROTECTION FROM
LEVEL AUTHORIZATION ® AUTOMATED THREATS

UNRESTRICTED RESOURCE IMPROPER INVENTORY
CONSUMPTION MANAGEMENT
BROKEN FUNCTION LEVEL UNSAFE CONSUMPTION OF
AUTHORIZATION APIS
‘Clusit &
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equixly OWASP API TOP 10: BUSINESS LOGIC

BROKEN OBJECT LEVEL SERVER-SIDE REQUEST
AUTHORIZATION FORGERY
SECURITY
e BROKEN AUTHENTICATION MISCONFIGURATION a
BROKEN OBJECT PROPERTY LACK OF PROTECTION FROM
LEVEL AUTHORIZATION AUTOMATED THREATS
UNRESTRICTED RESOURCE IMPROPER INVENTORY
CONSUMPTION MANAGEMENT
BROKEN FUNCTION LEVEL UNSAFE CONSUMPTION OF
AUTHORIZATION APIS
‘Clusit 4
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-LIUE\A L TMITATION OF EXISTING TOOLS IN RESTful API

= Lack of Operation Sequence Awareness — APl operation in isolation

= Dependency Handling - cannot capture the dependencies between APl Operation
= |nsufficient Understanding of APl Logic - random fuzz

= Context Aware Parameter Inference - Smart Fuzz

= Error Message Interpretation - Adapt on responses

SECURITY SUmMIT
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ZED ATTACK PROXY - ZAP COVERAGE

~ 35%:

Manual Authentication

No distinction from “false
?» 200 OK

No dependencies

Most of resolved requests

don’t require parameters

L JCN

Untitled Session - ZAP 2.15.0

Standard Mode v

@ Sites

+

@ LE=

= Contexts
[£] Default Context

@ Sites

= History S Search

U8 diE g &

@ @ | Filter: OFF ¢ Export <

ID

11
15
19

24
33
36
40
42
43
47
50
21

Source

i
)
i
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Manual

| Manual
| Manual
| Manual

Manual

| Manual

Manual
Manual
Manual
Manual
Manual
Manual
Manual

GAascEEEaEmE &S VO % @
§ L~ Quick Start = Request = Response = Requester %
Header: Text v~ | Body: Text v [E]l 5

[ Alerts || Output
Req. Timestamp Method

6/13/24, 12:44:18 PM POST
6/13/24, 12:44:18 PM CET
6/13/24, 12:44:18 PM POST
6/13/24, 12:44:18 PM GET
6/13/24, 12:44:18 PM
6/13/24, 12:44:18 PM GET
6/13/24, 12:44:18 PM CET
6/13/24, 12:44:18 PM POST
6/13/24, 12:44:18 PM POST
6/13/24, 12:44:18 PM GET
6/13/24, 12:44:18 PM GET
6/13/24, 12:44:18 PM POST
6/13/24, 12:44:18 PM CET
6/13/24, 12:44:18 PM POST

GET http://127.0.0.1:5656/microservicebola/documents/10 HTTP/1.1

host: 127.0.0.1:5656

user—agent: Mozilla/5.0 (Windows NT 10.@; Win64; x64; rv:125.0) Gecko/20100101 Firefox/125.0

pragma: no-cache
cache-control: no-cache
accept: application/json
content-length: @

Authorization: Bearer eyJhbGci0iJIUzIINiIsSInR5cCI6IkpXVCI9.

Ee @@ ]

eyJ1bWFpbCI6INVzZXIxQGV4YWlwbGUuY29tIiwiZXhwIjoxNzE4NTMONTY3LCI1c2VySUQiOjIsInV1aWQi0iIlZDcOYTQwYS@zM]jViLTQxYjE

== Progress ==

URL

http://127.0.0.1:5656/microservicebola/app.mopub.com/we...
http://127.0.0.1:5656/microservicebola/community/forum
http://127.0.0.1:5656/microservicebola/crowdsignal /createt...
http://127.0.0.1:5656/microservicebola/docs/index.html
http://127.0.0.1:5656/microservicebola/documents /10
http://127.0.0.1:5656/microservicebola/evilsite/api/manage...
http://127.0.0.1:5656/microservicebola/gql.reddit.com/subr...
http://127.0.0.1:5656/microservicebola/nordvpn/api/v1l/ord...
http://127.0.0.1:5656/microservicebola/orderenumeration/g...
http://127.0.0.1:5656/microservicebola/orderenumeration/or...
http://127.0.0.1:5656/microservicebola/paginated/payout?pa...
http://127.0.0.1:5656/microservicebola/pandao/api/addorder
http://127.0.0.1:5656/microservicebola/pandao/api/order/10
http://127.0.0.1:5656/microservicebola/documents

Code

200 OK
200 OK
200 OK
200 OK

200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
201 Created

Reason

RTT

11 ms

4 ms
7 ms
4 ms

9 ms
4 ms
4 ms
6 ms
4 ms
4 ms
4 ms
3ms
4 ms

Size Resp. Body Highest Alert Note

36 bytes
373 bytes
62 bytes
3,728 bytes
137 bytes
25 bytes
97 bytes
752 bytes
125 bytes
1,789 bytes
49 bytes
38 bytes
241 bytes
259 bytes

i Low
i Low
i Low

U Medium

i Low
i Low
i Low
i Low
i Low
i Low
i Low
i Low
i Low

JSON
JSON
JSON

Script

JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON

Tags

“
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equixly equixly API SECURITY COVERAGE

2> bola_evilsite_get_companyid[200|v] > bola_mopub_get_mopub_list_orders[200|v] > bola_evilsite_get_companydata[200]|v] - bola_crowdsig
[15691] m bola_crowdsignal_add_team_member - POST /microservicebola/crowdsignal/addteammember

[15691]
[15691]
[15691]
[15691]
[15691]
[15691]
[15691]
[15691]

bola_pagination_consumer - GET /microservicebola/paginated/payout/{user_id}
bola_pagination_producer - GET /microservicebola/paginated/payout
bola_pandao_add_order - POST /microservicebola/pandao/api/addorder

. . bola_pandao_list_order - GET /microservicebola/pandao/api/order/{order_id}
" DependenC]eS Handhng bola_reddit_get_subreddit_names - GET /microservicebola/gql.reddit.com/subreddits
bola_reddit_subreddits_moderator_logs - POST /microservicebola/gql.reddit.com

bola_register - POST /microservicebola/register

[15691] m bola_crowdsignal_create_team - POST /microservicebola/crowdsignal/createteam
u -IOOO/O: [15691] m bola_crowdsignal_get_user_info - GET /microservicebola/crowdsignal/userinfo/{TEAMID}/{USERID}
[15691] m bola_docs - GET /microservicebola/docs/index.html
[15691] m bola_evilsite_get_companydata - GET /microservicebola/evilsite/api/managements/v1/companies/{company_id}/accounts
[15691] m bola_evilsite_get_companyid - GET /microservicebola/evilsite/api/managements/v1/companies
. . [15691] m  bola_forum_create-document - POST /microservicebola/documents
u Auto Authentlcatlon [15691] m bola_forum_get-document - GET /microservicebola/documents/{document_id}
[15691] m bola_forum_list-post - GET /microservicebola/community/forum
[15691] m bola_login_user - POST /microservicebola/login
[15691] m bola_logout - GET /microservicebola/logout
. . . [15691] m bola_mopub_create_order - POST /microservicebola/app.mopub.com/web-client/api/orders/create
u D]St]nCt'lon from e false » [15691] m bola_mopub_get_mopub_list_orders - GET /microservicebola/app.mopub.com/web-client/api/orders/stats/query/{order_id}
[15691] m bola_nordvpn_nordorderlist - POST /microservicebola/nordvpn/api/vl/orders
200 OK [15691] m bola_orderenumeration_gettransaction - POST /microservicebola/orderenumeration/gettransaction
[15691] m bola_orderenumeration_orders - GET /microservicebola/orderenumeration/orders
[
[
[
[
]
[
]
[

bola_vehicle_get_vehicle - GET /microservicebola/vehicle/user/{UUID}

[15691]
[15691] Stats - coverage: 100.00%, reached: 100.00%, attempted: 100.00%
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equixly API SECURITY COVERAGE

m 25 demo.equixly.com/projects/7b859cac-26¢c1-4434-b279-272aaa834055/scans/bd72907f-4c0b-4463-be6e-926064b8babc?pageSize=48#authorization-matrix

BOLA / Scans | Scan Detail

General

HTTP History Inventory Settings

microservicebola/vehicle/user/{UUID}
microservicebolalregister
microservicebola/pandao/apiforder/{order_id}
microservicebola/pandao/api/addorder
microservicebola/paginated/payout/{user_id}
microservicebola/paginated/payout
microservicebola/orderenumeration/orders
microservicebola/orderenumeration/gettransaction
microservicebola/nordvpn/api/viforders
microservicebola/logout

microservicebolallogin
microservicebola/ggl.reddit.com/subreddits
microservicebola/ggl.reddit.com
microservicebola/evilsite/api/managements/vil/companies/{company_id}/accounts
microservicebola/evilsite/api/managements/vi/companies
microservicebola/documents/{document_id}
microservicebola/documents
microservicebola/docs/index.htmil
microservicebolalcrowdsignal/userinfo/{TEAMID}/{USERID}
microservicebola/crowdsignal/createteam
microservicebola/crowdsignal/addteammember
microservicebola/community/forum
microservicebola/app.mopub.com/web-client/api/orders/stats/query/{order_id}

Imicroservicebola/app.mopub.com/web-client/api/orders/create

read

register

read

create

read

read

read

read

read

logout

login

read

read

read

read

read

create

read

read

create

create

read

read

create

Q

Dashboard

®@ &

Scans

A 3 M

Issues

Inventory

Settin

gs
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equixly UNDERSTANDING BUSINESS LOGIC

= Coverage Aloneis Not Enough
= Context-Agnostic Testing - miss state dependent vulnerabilities

= Resource Lifecycle Abstraction - track the resources, owner and their states

SECURITY SUmMIT
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UNDERSTANDING BUSINESS LOGIC

= Example of Resource Tracking
- Finite State Machine (FSM)

User

APT

e C reate Re_soume%

-éConPimo;‘bi‘on——
—UPalacte_ Re_sourc,e;>

—Delete Resource—»

é(?esource Doto—

éCon’Pir‘ma\tion——-

Resocurce

[——Create——m—v»

Update—
—=—Resource Updated—

—Retr e.ve_%

éResoume_ Doto——"—

Delet om—

-é'Qe.S.ource_ Creot ec] )

éRgso urce Deleted—I{

User

APT

Resource

“
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equixly EXAMPLE BOLA VULNERABILITIES
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GET /user/ID/A/data USER A DATA

> >
USER A API ENDPOINT

=

e

%
USER B DATA

> >

GET /user/ID/B/data @

Users can substitute the ID of their own resource in the API call with an ID of a
resource belonging to another user.

“
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equixly CHALLENGES IN AUTOMATING API TESTING

= Spec Reliance - flawed API = Data Dependencies
documentation.
= Multi-API Vulnerability

= Business Loqgic

= Complex Auth - intricate authentication

methods.

\J|9‘ Logi 'j [ ]J =
it i 4. Add to Cart

* x °
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INTERPRETING API REQUEST - ABSTRACTION

User Role Distinction - User A's resources _
cannot be accessed by others. S
Access Verification - READ operations do not @
retrieve unauthorized resources.
| useh e oaTa
>

Resource Tracking - CREATE operations are
GET /user/ID/B/data
tagged and tracked. .

GET /user/ID/A/data

“
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equixly INTERPRETING API REQUEST - ABSTRACTION

Testing Scenarios - tested unauthorized

access by different roles S

GET /user/ID/A/data =

5
—u

=

Response Analysis - never trust developers

GET /user/ID/B/data

SECURITY Summit
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INTERPRETING API REQUEST - ABSTRACTION

User Lo::r'- nService |

OcrderService

Da\.‘tas‘:ause.

ki Authentication token -

POST /ordelr with token

Validbte credentials

-------- User ola'ta--------------------I

User Loir?nSe_rvi ce

e = :-: ------------- Order detailg-=-----.

- - - - - - -

-

Fetech order detail

Order details with
sensitive info

Create Ordle  m—

Order createdt - - -

—

OrderService

Database

“

SECURITY SUmMIT



equi=ly

Clusit

" Associazione Italiana
per la Sicurezza Informatica

CONTEXT AWARENESS

User

Log‘u nService |

B[o«_:fSe_rv‘-ce.

k3 2 Authentication token -

R Blog Post details------
User Losinse_rvic.e,

POST /blog| with token

-
=z .
-

..

Volidbhte credentials

Database

reate l:»lo<3 eost

Fetch Hoﬁf post detail

------ B Iog Post------

BIOQSe_rv‘-c.e,

Database

“
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CONTEXT AWARENESS

= Automated

Security Triage

= Confidence

Assessment

= Resolution
Path

LIM (Lau*se, Lamgua..ge,
l Eau ‘XIV Model)

Report poten‘tial
se.c'.uﬁ'ty iSsue
Anaolyze context for securnt
Y= e V%

Proviole, c.onP‘o!e,nc:e, level of .

- Lconfidence le,v.e_l S hmghj

Fine-Tuned LLM

. 6—153013 close,o( due to Iﬂﬁgh conpiole_nce_

3 PO DR U
. LConfidence level is low]

. -< Issue remains opgn for Purther inve,st?grxtion

U‘&ef LLM (Lo.r*sfe_ Lanﬁuaﬂe_

Moole_l)

Se_c,uﬂ'bll Syst em
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equixly EQUIXLY - ISSUE DETAILS
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‘: BOLA |/ Scans / Scan Detail / Issue Detail Dashboard [SE€ansy Issues Inventory Settings

Broken Object-Level Authorization
a Authentication

API Severity Confidence

High Certain
Imicroservicebola/pandao/api/order/{order_id} POST /microservicebola/login

OWASP

API1:2023 ! POST /microservicebola/pandao/api/addorder

Description

BOLA occurs when an application fails to implement adequate authorization checks at the object level, allowing users to access or manipulate GET /microservicebola/pandao/apiforder/144

resources they should not have access to.
In a typical BOL...
GET /microservicebola/pandao/api/order/143

Remediation

To effectively remediate horizontal Broken Object Level Authorization on Enumeration resource, which involves unauthorized access to data
belonging to other users, strengthen access control mechanisms...

- Imicroservicebola/login - Response
Status: 200
POST /microse login HTTP/1.1
2 Host: local.equix com: 5656
3 Content-Type: application/json
4 User-Agent: Equixly/1.@ (API Security; ML-powered Testing)
5 X-Equixly-Auth-Profile: Userl
- (o R S P T IS 6 X-Equixly-Sequence-Namespace: 11c814df-d4d2-4f8a-bf29-c6e6b6853e3d
Status: 200

- Imicroservicebola/pandao/api/addorder
Status: 200

- Imicroservicebola/pandao/api/order/143
Status: 200

Reason

The resource identified as is considered vulnerable. It should be
protected and only accessible to authorized users. Public access to this
resource could lead to unauthorized access and data breaches. The
confidence level provided by the Equixly LLM modelis , strongly
indicating that this resource is indeed vulnerable and requires appropriate

security measures.

“

SECURITY SUmMIT



equixly CHALLENGES OF WORKING WITH LLMS

Top Challengeﬂ of Work'ins with LLMS

—

F’ﬁv:.xcy Concemns Local Inference Resource Constraints Structured Output \
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equixly CHALLENGES OF WORKING WITH LLMS

Kyle Corbitt

Prompting in prod will be dead in a few years. You get better
performance, more reliable control, and cheaper inference by using a
fine-tuned task-specific adapter.

= Fine Tuning

=9 Hamel Husain

This talk from Apple is the best ad for fine tuning that probably exists. They
are also using adapters (and hot swapping lIUC)

Specializatic

Clus:t “
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THANK YOU & QA

Meet our team at

Security

June 19th, 2024

summit equUI=ly

Rome

Auditorium Della Tecnica
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