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Italian Police Forces and data protection

DPO
(me!)

PoliziadiStato
(DPO)

ArmadeiCarabinieri
(DPO)

GuardiadiFinanza
(DPO)

PoliziaPenitenziaria
(DPO)

Central Directorate of Criminal Police
Inter-agency Joint Information Systems

National 
Criminal 

Database (SDI)
IT- NCB

National DNA 
Database

Schengen 
Information 

System

Passenger 
Name Records

112 Emergency 
telephone 
number



Inter-agency joint information systems
some figures

National criminal database
>1billionrecords(subjects,objects,facts)
>162kusers
>40kworkstations(fixed+mobile)
>12kDSARperyear

National DNA database (born in 2017)
>300ksamplestakenfromsubjects(stillintheprocessofrecording)
>100krecordsinthesystem(fromsamples+crimescenes)

National Schengen Information System
>600Mlnqueriesperyear
>8kDSARperyear
>1Mlnqueriesonfingerprints



Data Protection Office tasks @ Central Directorate of Criminal Police
more than a DPO

Point of contact
Garante privacy

Vulnerability 
assessments
(apps + sys)

Education program
> 3.000 ppl
(all ranks)

Chair Data Breach 
government WG

International WGs 
(CPD, EDEN, COM)

National cybersec 
policy WG

Audits 
Cyber Security 

Operations Center

Directives and 
guidance on 

security plans

Risk analisys
(in-house ad hoc 

software)



Data Protection Office skills
not an easy task

The protection of personal data 
is an inherently interdisciplinary matter

this IS a strategic factor



AssessmentoverDPneededtoimplementPNRDirective
• fromlawprovisionstoeffectiveactions

• definitionofprocessesandprocedures

• technicalandorganizationalrequirements

• rolesandresponsabilities(RACImatrix)

• dataprotectionagreementwithprocessor

• systemrequirementsbytheDPO

          data protection by design and by default

The approach: processes are key
an example



The approach: a holistic cycle 

Risk analisys
System 

vulnerability 
assessment

Applications 
vulnerability 
assessment

Security audit

PROs
• Crosscheckedresultsmeancoherentandconsistent

results
• Enhancedawarenessbothatexecutiveand

operationallevel
• Internationalstandards(inspired,notcertified!)

 ISO/IEC27001:2013
 ISO9001:2008

DP compliance

CONs
• Effort
• Timeconsuming



Privacy
fundamentalright

Data protection
fundamentalright,

isabouttheprocessing

Cyber security (CIA)
confidentiality,integrity,

availability

“a breach of security leading to the 
accidental or unlawful destruction, 

loss, alteration, unauthorised 
disclosure of, or access to, 

personal data”

LED definition of a data breach
(recital #11)

Human factor Technology

Data Protection and cybersecurity
close relatives



Data Protection and cybersecurity
close relatives

LED Requirement (Art. 30):
…notify without undue delay and, where feasible, not later than 72 hours after having become aware 
of it, the personal data breach to the supervisory authority…

A “simple” question:
How can I notify the supervisory authority about a data breach if I am not even aware I am having 
one?

Two aspects:
Human factor and technological 



Data Protection and cybersecurity
a holistic approach: the Cyber Security Operations Center (started ops April 2021)

• Vision: 
 Convergenceofinformationsecurityfunctionswithdata

protection
 Firstmosaictileofthenationalstrategiccyberperimeter
 FirstofitskindinthePoliceForces

• Main features: 
 DefinitionofnewprocessescompliantwithISO

standardsforincidentmonitoringandmanagement
 DifferentdashboardsandtoolsforDPandCS
 SIEM:upto7.500eventspersec(average1.200)



Data Protection and cybersecurity
25-29 May 2023 exercise: a simulated massive cyber campaign to the infrastructure

• Actors: 
 CentralDirectorateofCriminalPolice(C-Soc)
 PostalandCommunicationService(CERT)
 Privateparty(AttackTeam,ad-hocplatform)

• Main types of attack
 Bruteforce
 Ransomwarefrominfectedemail
 Credentialtheftfrominfectedemail
 DBexfiltration
 Commandandcontrolprivilegeescalation
 XSStothewebaccessportal
 …



Data Protection and cybersecurity
25-29 May 2023 exercise: a simulated massive cyber attack to the infrastructure

3sites

3organizations

5operationsdays

27attacksreport

48professionals

55attacks

5monthsofpreparation



Data Protection and cybersecurity
25-29 May exercise: a simulated massive cyber attack to the infrastructure

Lessons learned
 Humanfactorcarriesamuchhigherriskthan

thetechnologicalone

 Panicisdifficulttoavoid:haveclearandeasy
proceduresinplace

 Technology is not enough,you’vegotto
stress-testthesystem(andthepeople)

 Timingiskey:threat intelligence doesn’twork
ifyoudonotpromptlyonboardIoCs

 ResilienceCANberaised



Thanksforyourattention

Q&A
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