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$ whoami – ALESSIO DALLA PIAZZA

§ Passion: Inspired by the RBT4 forum

§ Cybersecurity Consulting ( 10+ years )

§ Passion for breaking things. CVEs (Apple Safari, 
VMWare, IBM Websphere, Docker…)

§ Co-Founder of Equixly | AI-Powered API 
Security Testing Platform

© 2024 Equixly | equixly.com



CONTINUOUS API PENETRATION TESTING

§ Proactive Security

§ Automated Testing integrated with CI/CD

§ Evolves tests with your API changes

§ Immediate Feedback - insights for 
remediation of issues
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SHIFT-LEFT PRACTICES

§ Integrate Early - minimize risks

§ Continuous Evaluation - test from 
Staging/QA

§ Cost-Effective - fixing issues early cuts 
down the cost and time
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OWASP API TOP 10: BUSINESS LOGIC

UNRESTRICTED RESOURCE 
CONSUMPTION 

BROKEN FUNCTION LEVEL 
AUTHORIZATION 

SERVER-SIDE REQUEST 
FORGERY 

IMPROPER INVENTORY 
MANAGEMENT 

BROKEN OBJECT PROPERTY 
LEVEL AUTHORIZATION 

SECURITY 
MISCONFIGURATION 

BROKEN OBJECT LEVEL 
AUTHORIZATION 

BROKEN AUTHENTICATION 

LACK OF PROTECTION FROM 
AUTOMATED THREATS 

UNSAFE CONSUMPTION OF 
APIS 

API
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UNDERSTANDING BOLA VULNERABILITIES

Users can substitute the ID of their own resource in the API call with an ID of a 
resource belonging to another user.

API ENDPOINT

USER A DATA

USER B DATA

USER A

GET /user/ID/A/data

GET /user/ID/B/data
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CHALLENGES IN AUTOMATING API TESTING

§ Spec Reliance - flawed API 
documentation.

§ Business Logic

§ Complex Auth - intricate authentication 
methods.

§ Data Dependencies

§ Multi-API Vulnerability 
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INTERPRETING API REQUEST - ABSTRACTION

USER A DATA

USER B DATA

GET /user/ID/A/data

GET /user/ID/B/data
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§ User Role Distinction - User A's resources 
cannot be accessed by others.

§ Access Verification - READ operations do not 
retrieve unauthorized resources.

§ Resource Tracking - CREATE operations are 
tagged and tracked.



USER A DATA

USER B DATA

GET /user/ID/A/data

GET /user/ID/B/data
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§ Testing Scenarios - tested unauthorized 
access by different roles

§ Response Analysis - never trust developers

INTERPRETING API REQUEST - ABSTRACTION
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INTERPRETING API REQUEST - ABSTRACTION



CONTEXT AWARENESS
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CONTEXT AWARENESS

© 2024 Equixly | equixly.com

§ Automated 
Security 
Triage

§ Confidence 
Assessment

§ Resolution 
Path



EQUIXLY – ISSUE DETAILS
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CHALLENGES OF WORKING WITH LLMS
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THANK YOU & QA
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