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Oltre i confini del Penetration Test: il Bug 
Bounty Program tra Sisal e UNGUESS



https://unguess.io

➔ Oltre i confini del Penetration Test:ilBugBountyprogramtraSisal
eUNGUESS

➔ HACKING SIMULATION:UnEthicalHackermostraunatecnicadi
attacco:comesisuperailWAF(WebApplicationFirewall)

➔ Osservatorio hacking:statistichesullacommunitydiHacker

Formerly

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

OLTRE I CONFINI DEL PENETRATION TEST:ILBUG
BOUNTYPROGRAMTRASISALEUNGUESS

CONTINUOUS, ALWAYS-ON, PENETRATION TEST

Formerly

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


UNGUESS Security
made in the crowd
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Crowdsourcingappliedtocybersecurity

➔ Popularized by Netscape in 1995
➔ Reward researcherswithbounties

for thevulnerabilities (bugs)they
report

➔ In2019,Gartner predicted that it 
will be used by 50% of organisations
in2023.True?



UNGUESS Security 
The first Italian Crowdsourced Security Platform

Crowdsourced Security Platform 
(CSSP):leverageacommunity of 
hundreds of certified ethical 
hackers whocollaborate,among
themselvesandwithsecurity
teams,tofind vulnerabilities



https://unguess.io

New challenges for CISOs
where the Bug Bounty can help
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Increasing
threatsand
growing costs

Newagilemethods
andaccelerationof
DevOps

Morecomplexity
(cloud,API,IoT,etc.)
expanding attack 
surface

Cybertalents 
shortage

01. 04.03.02.

BugBountyprograms
arealways-on 
(365/7/24)andcanbe
integrated with agile 
processes

Acommunityof
hundreds of 
certified 
professionals

Thecommunitygives
usaccesstoplenty 
of different skills

Paysuccess fee:
onlyforcertified
vulnerabilitiesand
on a wide scope

Live-Hacking Event

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


Plan, Launch & Learn: The Bug Bounty Roadmap

ProgramGoals and
companyobjectives

Setting the scope 
clearly

Set-uptheBug Bounty 
table

Implementinternal processesandalign 
expectations betweendepartmentsProgram Launch

Planning Bug 
Bounty program

StartingofBugs 
flow

Filter anddeduplicate allthe
submissions

Triaging and
prioritizationtips

Repeat

Reward confirmation and
Researchpayment

Integrations, 
collaborations andFIX

Vulns flowwith
reproducibilitysteps

Reporting and
dashboarding

Program adjustment and
flexibility

⚠R️unning a successful 
program starts far before 
the actual launch and is a 
continuous process

Iterate and 
improve



https://unguess.io
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A Community of certified 
Security Researcher 
Alwaysavailable,founded on the principles of loyalty, trust, and collaboration 
forasaferdigitalworld

➔ Opencommunityensures breadth and depth of skills
➔ Researcherssign GTCs and Code of Conductsandare

ranked by our platform
➔ Profiles vettedandKYC verified
➔ Researchersinvitedtoprivateprogramshave“proven 

themselves”
➔ Ifneeded,VPN & User-Agent to track researchers 

activity

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io
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Pentest &
Bug Bounty Program

Classic Pentesting

❖ Onereportreceivedafter 2/3 weeks,NO 
tracking andstatistics

❖ No integration,justreporting

❖ 1/2 professionalsworkingfull-timeona
project

❖ Project-basedscenario

❖ Rigid scope/policy(can’tchangeduringtest
withoutchangingthecontract)

❖ Short andfixed amountoftimetotest

Bug Bounty Program

❖ Real-timevulnerabilityalerts,typicallynoend-report,
statistics dashboard (typicallyno C-level dashboarding)

❖ Data integration with ticketing system (e.g.Jira)

❖ Diverse expertise (typicallydozensofEH)not working full 
time

❖ Success-fee scenarioincollaborationwithresearchers

❖ Highlyflexibleandcontinuouscyclemodel(Subscription 
based)

❖ Long andflexible amountoftimetotest

Bestpracticeistoconsiderboth 
Pentest and Bug Bounty programs 

intheCybersecurityStrategy

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io
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Sisal Company Profile

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io
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Bug Bounty Program
Sisal Case Study

Total of 24 certified Security Researcher involved (themost
successfularebetween5%and10%)02.

03.

In 6 months, 1 private bounty program launched 
• 5 min:timetomanageaBugReport01.

Integrated with SOC and internal security ticketing 
system

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


Bug Bounty 
Governance

UNGUESS
Platform

REPORT

SOC,
NETWORK,INFRA

APP&
WEBSITE

SISAL 
GOVERNANCE

SECURITYTEAM CISO/CIO
/CEO

Governance&functional
alignments

TRIAGE
MANAGER

DEVTEAM
ITOPSTEAM

Ticketing
system

24EthicalHackers

TriageManager
CommunityManager

CROWD

SECURITY
MANAGER

PROJECT
MANAGER

Cybersecurity
COMPETENCE CENTER

DEVOPS/SOC
COMPETENCE CENTER

UNGUESS
Platform

BUGReports

Functional&Technical
alignments

ARCHITECT,
DEVELOPERS



https://unguess.io

1. Manage bigger attack surface
Bug Bounty allows to test in production (normally tests are in “lower” testing environments) extending 
the scope to third part suppliers keeping a scalable and efficient approach

2. Explore beyond the obvious 
Bug Bounty allows to exceed the classic VA/PT limits. Tests focus not only on a specific static target in 
a limited amount of time but, embracing a wider scope with no time constraints, allow to explore 
beyond the obvious. Ethical Hacker push the discovery on a deeper scope detecting bugs impossible to 
find on a time-boxed model

3. Increase forma-mentis and competences 
Bug Bounty allows to tap into a different, fresh and multifaceted forma-mentis difficult to find 
elsewhere. Platform real-time interactions with Ethical Hackers and the UNGUESS Triager is seamless. 
This approach allow to increase not only the tech and developers security competences but also 
increase the knowledge of internal blue team 

page
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3 key values on Bug Bounty Program
and Continuous Penetration test

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Bug Bounty Platform
or training platform?

page
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“ […] DevSecOps creates a cultural advantage for organizations: promoting knowledge sharing and an all-for-one environment in 
which domain experts learn from one another […]”. Mandy Andress, CISO at Elastic.

Bug Bounty 
Programs

Real-time 
conversations

TOP  
Vulnerabilities

Tailored and 
relevant training

Tr
ai

ni
ng

 
fe

ed
ba

ck
s

The more we 
train, the 
more coders 
ask 
interactions 
with Ethical 
Hackers

Training
and

Awareness

Helptodevelop
internalBlue 

Team SOC 
capabilities

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


Theultimategoal is 
not to find and fix
thebugbuttonotlet
itreappearagain

Integrations are the key…
Process integration is 
fundamental to speed up fixing

… and collaboration
Leverage the value you can get 
from a collaboration between 
researchers and developers, also 
training

THE ULTIMATE GOAL FOR A 
BOUNTY PROGRAM



https://unguess.io

Formerly

HACKING SIMULATION: WAT BYPASS
ComesisuperailWAF(webapplicationfirewall)

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


Un carattere per bypassarli tutti

InuncontestodiWAFdoveleregex
sonoleregolediblacklisting,basta
veramentepocoperromperle…
spessoanchesolouncarattere!

IlWAFbypassconsistentenelnon
cambiareilcomportamentodel
payload,cambiandoneperòla
grammaticainmodotaledasaltare
laregola bloccante.



https://unguess.io

Esempi di regex da rompere

.*whitelist\.com($|\/) awhitelist.com
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^https?:\/\/[a-z0-9\-\_]+.whitelist.com($|\/)

^https?:\/\/[a-z0-9\-\_]+\.whitelist\.com

https?:\/\/[a-z0-9\-\_]+\.whitelist\.com($|\/)

^https?:\/\/([a-z0-9\-\_]+\.)*whitelist\.com$

https://awhitelist.com

https://test.whitelist.com.evil.com

https://evil.com?https://test.whitelist.com

https://test.whitelist.com
https://evil.com

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Case study: XSS via URL di redirezione

Durantel’attività,ciècapitatoditrovareunaXSS inunurldiredirezione
all’internodelDOM.

IlWAFbloccavaqualsiasipayloadconleparentesi ()perprevenire
l’esecuzionidifunzioniinJavaScript.

JavaScriptperòèunlinguaggiomoltopotente econsentedifarecose
alquantostrane…

javascript:x={...eval+0,toString:Array.prototype.shift,length:15},
x+x+x+x+x+x+x+x+x+x+x+x+x,Array.prototype[Symbol.hasInstance]=eval;

"alert"+x+"\""+origin+"\""+x instanceof [];//

page
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https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Case study: SQL injection

Durantel’attività,ciècapitatodi
trovareunaSQL injection.

IlproblemaècheilWAFbloccavai
payload ebannaval’IPper10minuti.

Perrisolvereilproblemadigrosse
richiestepotevamofareunaUNION 
Based,macomefareconilWAF?

‘ UNION SELECT xyz …

‘/**/UNION/**/SELECT xyz …

‘ UNION SELECT xyz …

‘ UNION--%0ASELECT xyz

‘ UNION--
SELECT xyz

page
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https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Case study: RCE via upload malevolo di file

Durantel’attività,ciècapitatodi
trovareunapaginachepermetteva
l’upload diunfile.

Dopounbrevecheck,soloifile.asp
venivanoriconosciutiedeseguitidal
webserver.

IlWAFbloccavaqualsiasipayloadcon
CreateObject,quindieradifficile
poterfareuploaddiunawebshell.
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https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Infografica:
NIS2-UNAGUIDA
ESSENZIALE

https://unguess.io

https://unguess.io/
https://unguess.io/


https://unguess.io

Formerly

Osservatoriohacking:
statistichesullacommunitydihacker

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


What a 
security 
researcher
looks like





https://unguess.io

Themajorityofsecurity
researcherstry to hack 

full-time

DEMOGRAPHIC OF RESEARCHERS
AVERAGE AGE OF HACKERS (96% Male) 68%ofhackersarecollege

graduates.Researchers are 
degree-qualified and

come from scholarly families.

Survey on ~1.000 Ethical Hackers 
globally, 2023 version
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Whilemoneymattersto
some,75% of hackers 
identify non-financial 
factors as their main 
motivators to hack

https://unguess.io/


https://unguess.io

HOW RESEARCHERS USE AI

page
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85% of hackers haveused
generativeAItechnologies

5 WAYS ATTACKERS ARE USING AI:

1. Buildingbetter,moresophisticated
malware

2. Writingai-powered,personalizedphishing 
emails

3. Generatingdeep fake data
4. Crackingcaptchasandpassword 

guessing
5. Sabotaging ML incyberthreatdetection

Survey on ~1.000 Ethical Hackers 
globally, 2023 version

https://unguess.io/


https://unguess.io
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Vulnerabilities trend on UNGUESS Platform 
over last year, OVERALL

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess
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Vulnerabilities trend on UNGUESS Platform 
over last year, 1 account
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2 - Selected for patch
3 - In Progress
4 - EH Review
5 - Done

Nov 2021 Mar 2024

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess
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4 bounty stats
over last year

#1

Onaverage:
➔ EveryEthicalHackerdetects13 vulnerabilities over the year
➔ Wepay787€ per vulnerability
➔ EthicalHackerdetects 60 vuln. x Bug Bounty program every year

Bounty split31.12.2023
2/3 approved, 1/3 refused

Time to review a vuln: 5’. Speed of managing
(PendingandNeedReviewstayconstantbelow5%)

TID 38575 exceed 100kin2023

#2

#3

#4

~1.000

https://unguess.io/
https://www.youtube.com/@UNGUESS
https://www.linkedin.com/company/unguess


https://unguess.io

Infografica:
NIS2-UNAGUIDA
ESSENZIALE

https://unguess.io

https://unguess.io/
https://unguess.io/
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