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30+ years in 
the market

Private company, 
no debt

Always focused on 
technology

Biggest European 
Union vendor

Growing YoY 
since its inception

Owned by 
original founders

Strong
values

Progress.
Protected.

ABOUT ESET
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Finalmente il legislatore interviene
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• AI Act
• Forse già obsoleto, sicuramente 

perfettibile, ma perlomeno si 
interviene

• Il DMA ed il DSA stanno entrando in 
vigore
• La Commissione Europea sta 

ospitando gli workshop con gli 
stakeholders in questi giorni

• DORA è già pienamente in vigore
• NIS 2 è in vigore e sarà pienamente 

operativo tra pochi mesi

19/03/2024



INTRO
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• Most relevant TTPs gathered in MDR investigations on customers and OSINT extracted 
ones

• Lab Emulation of such TTPs

• EDR prevention was disabled

• AV prevention was disabled

• Main Goal: 
Gather all the relevant telemetry for such attacks and understand the artifacts and behavior 
to spot during an investigation and be ready for containment/remediation
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Logged in as:
acme\victim1
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INSTALLATION – ITSUPPORT_DIAGNOSTIC.PS1
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• Downloads from C2 two PowerShell payloads

• Sets a run key on HKCU environment

• Starts "ITSupport_Error_Logging.ps1" in 
hidden mode

• Generates a fake progress bar which emulates 
an update



INSTALLATION – ITSUPPORT_ERROR_LOGGING.PS1
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• Connects back via HTTP to C2 using POST 
Requests

• Checks for any input from the server

• Executes it on the host

• Send back the output of the command on the 
local machine

• Basic Reverse Shell built in PowerShell
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Downloader
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HTTP Reverse Shell 
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Payloads Download 
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Tool

RMM
Tool
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• Standard Domain User: acme\victim1

• Running the ransomware at this point will result to 
encryption of victim1 files only

• Attacker needs higher privileges to create an 
impact as wide as possible
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• Search for misconfigured Scheduled tasks or services

• File System Enumeration to find weak privileged files to tamper

• ProgramData and Get-Baseline.ps1 files had Write privileges for 
standard Users of the Workstation

• ACME\audit user has FullControl for the file

• "Run_Log_Task.txt" shows that likely a shtask is running every day at 
9

Get-Baseline.ps1 Legit IT Admin Script Content

Get-Baseline.ps1 Legit IT Admin Script ACL

Run_Log_Task.txt Content
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INSTALLATION – PRIVILEGE ESCALATION
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• Runs under "ACME/Audit" Domain User

• Runs with highest token available for that 
User

• Runs Daily at 9:00 AM

• Runs from "non-privileged" directory 
"ProgramData"
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Download
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Scheduled Task Triggering
Next morning at 9 AM

Tampered C:\programdata\
audit\Get-Baseline.ps1 runs
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High Privileged 
Session
User: 

acme\Audit
Ended Session – Fake Support

User: acme\Victim1

Reverse Shell HTTP Reverse Shell HTTPRMM Tool Session

Low Privileged 
Session 

User: acme\
Victim1
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Ransomware Payload

• Ransomware Deploy from C2 using HTTP
• To be used also for payload lateral movement
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Download Ransomware 

(1)
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• Target IP found in the legit Get-Baseline.ps1 content

• Share mounting via SMB using acme\audit privileges

• Ready to copy the attacker payload via the SMB session 
created on administrative shareLegit Get-Baseline.ps1 content

Mounted Share of new target Hostname of the new target
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Copying the ransomware on C:\windows 
directory of remote system

Executing ransomware on 
local system
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ACTION ON OBJECTIVE – RANSOMWARE CODE
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• 7zip for encryption

• Generates at runtime a symmetric Key

• Download custom tool 
rsa.exe executable for key encryption

• Sends encrypted key over the wire to C2

• Recurse all over C:\users directory

• Generates ransom-note named "zxczxc-
README.txt"
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EDR ANALYSIS 
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MITIGATIONS AND PREVENTIONS

RMM Tool Fake Support 
Access 

Deploy of payload 
installation script: 

ITSupportDiagnostic.ps1

PowerShell Reverse Shell 
session via non-privileged 

"victim1" user

File System Enumeration 
for privilege escalation

Misconfigured Scheduled 
Task exploited 

High privilege Reverse 
shell used to deploy 

ransomware to host A 
using "audit" user

Payload Lateral movement 
via SMB on host B

Ransom Run on 
both impacted hosts

Initial Access And 
Exploitation

Installation And 
Privilege Escalation Action On Objective

RMM Tools Baseline and 
Telemetry

Scripting And Process Telemetry

Behavioral Alerts on 
Suspicious Scripts

Scripting And Process Telemetry

Behavioral Alerts on Suspicious Scripts 
and Reputational Scores

Detections on Behavior: file writes 
and encryption cmdlines
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CONCLUSIONS

• Living Off The Land Attacks

• It is important to have good telemetry on what's happening on the machine

• EDRs are a de-facto standard to gather this type of data

• Behavioral Detections are important to detect unknown malware or Living Off The Land based 
attacks

• Having a good baseline on what's allowed in the infrastructure is relevant to have 
    a good security posture
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ESET SECURITY SERVICES 24/7
MANAGED DETECTION & RESPONSE FOR A COMPLETE SECURITY

You might figure out 
what happened when 
it's too late

Monitoring during 
business hours 
is not enough

You must protect your 
organization even 
on Christmas Day

Customer

SOC based in 
the local Office



VIENI A TROVARCI AL NOSTRO STAND!

CONTATTI:
MARKETINGITALY@ESET.COM
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