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Agenda

❏ Why Intelligence

❏ Adversary behavior

❏ Threat profiling

❏ Risk reduction



Intelligence to Risk (I2R) Pyramid

Source: Levi Gundert & Dylan Davis, Recorded Future
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https://go.recordedfuture.com/hubfs/reports/i2r-framework.pdf


Threat Landscape

Prioritize Actors & Malware

Prioritise TTPs

Detection & Mitigation

To Reduce Risk:

● Detections & Mitigations

● Security Control Assessments

● Drive Threat Hunting

Threat Hunting

Control Assessment

Use Intelligence: 

● Frame your Threat Landscape

○ Prioritise Actors & Malware

● Leverage MITRE ATT&CK

○ Build Threat Profiles & Prioritise TTPs

Overview: Structured and Repeatable



 

Window of opportunity

 

Credential Leaks・ Data Dumps・ Exploit Kits Domain・ IP・ Certs Domain ・ URL・ Hash・ Corporate Infrastructure・
Vulnerabilities・Malware

Identify Protect RespondDetect

ATTACKER MIDPOINT TARGET
Intents & 

Network-Based Indicators
Malware Communications IOCs

Signatures
TTPs

Capabilities

Domain Registrations
Cert Transparency Logs

Passive DNS
Network Telemetry
C2 Infrastructure 

Dark Web
Hacker Forums 

Messaging Platforms
OSINT

Paste Sites 

Endpoint
Corporate attack surface

Sandbox

Visibility From Attackers Through Midpoint to Targets

Window of opportunity



Why behavior

Source: Pyramid of Pain: David J Bianco

IOC vs TTPs

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html


INTENT

CAPABILITY OPPORTUNITY

Components of a threat
Threat to Risk

Lack of / inadequate guardian (control)

Victim

Yes Risk

THREAT

Effective guardian (control)

No Risk



Threat 
Map
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←Estimate Intent (Y-Axis) 
The threat actor has presented previous 
interest (expressed or manifested) 
against elements that are relevant to an 
organization.
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Industry

Peers 

Third parties

Executives

Brand

internet-facing assets

… 

elements

High Sophistication 

Moderate 
Sophistication

Basic Sophistication 

Limited Sophistication

Vulnerabilities

Methods

Tech stack

↓Estimated Opportunity (X-Axis) 
A correlation between threat actor's 
capabilities and an organization’s 
vulnerabilities. 
Where capability is a threat actor's ability  
to perform certain cyber attacks or other 
activities.
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Threat Landscape with Recorded Future

Source: Recorded Future Threat Maps

Threat Actors Map Malware Map



Threat Profiling with MITRE ATT&CK

Source: Recorded Future Platform

Recorded Future allows you to aggregate adversary ATT&CK Identifiers at scale based on human analysis, 
technical analysis & open source collection.



Threat profiling automatization
Collect->Analyze->Identify->Prioritize->Profile Threat Behavior

Source: Recorded Future

Open web Dark webTechnical 
sources

AnalyzeOrganize Deliver

Intelligence
GraphTM

Insikt 
Research

Context  

Behavior 

Tailored 
Threat Map

Uses Recorded Future’s cyber attack collection 
[NLP] analyzed for targeting of your industry, tech 
stack, vulnerabilities and third-parties to surface 
relevant actors

Research reporting on threat actors [Insikt] to 
understand targets, motives & tactics, techniques 
and procedures (TTPs)



Reduce Risk… Driven by Intelligence

Control Assessments Detections & Mitigations Threat Hunting

Now What…

● Why: understand 
security posture

● How: Red/Purple 
teaming to find 
security gaps

● Why: investment 
protection

● How: TTPs for persistent 
detection

● Why: minimize post-
compromise intrusion

● How: proactive hunts for 
malicious activities



Intelligence-led security

There’s No Such Thing As Bad Weather.

Just inappropriate clothing.



Thank you
Recorded Future Free tools 

https://www.recordedfuture.com/platform/browser-extension

https://go.recordedfuture.com/cyber-daily

Contact us: italy@recordedfuture.com

https://www.recordedfuture.com/platform/browser-extension
https://go.recordedfuture.com/cyber-daily
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