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TRANSFORMING EXPERTISE INTO PROTECTION

At Kaspersky Lab we have a proven track record in identifying the most advanced threats and 

implementing protection against them in our solutions. Such intelligence is the key building block of 

our new solution to detect targeted attacks. 

 Our world-renowned Global Research and 

Analysis Team (GReAT) is dedicated to 

tracking down and investigating the most 

sophisticated APTs.





RANSOMWARE

6

The overall number of encryptor modifications in our Virus Collection to date is at least 15,000. 

Nine new encryptor families and 2,900 new modifications were detected in Q1.

In Q1 2016, 372,602 unique users were attacked by encryptors, which is 30% more than in the 

previous quarter. Approximately 17% of those attacked were in the corporate sector.

Number of ransomware samples in our collection Number of users attacked by ransomware



RANSOMWARE – LOCKY
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The biggest crypto epidemic of Q1 2016 was caused by the ransomware Trojan Locky.

Kaspersky Lab products have recorded attempts to infect users in 114 countries around the 

world.



RANSOMWARE – PETYA
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The most significant technical innovation in ransomware was full disk encryption rather than file 

encryption. This trick was used by the Petya Trojan.

After encrypting the main file table, Petya shows its true face – a skull and crossbones composed 

of ASCII characters. Then the typical encryptor routine begins: the Trojan demands a ransom 

from the victim, 0.9 Bitcoin (about $380) in this case.



RANSOMWARE - FACTS
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Ransomware Trojans accessible to anyone with a little bit of cyber know-how

Script-kiddy can deploy their own version of Trojan and accept Bitcoin payments

Used by a number of well-known APT-groups

New targets: Web servers, Android devices, Mac OS X, connected cars?

Never pay

Ransomware-as-a-Service (RaaS)

Cryptoworm



RANSOMWARE – HOW TO PROTECT
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Educate your users

Multi-layered security solutions

Kaspersky System Watcher & Privilege Control

Kaspersky Anti-cryptor

Kaspersky Automatic Exploit Prevention (AEP)

Vulnerability Assessment and Patch Management

Regularly backup data

Protect all devices





TARGETED ATTACKS AND APTS  SEE A STRONG 
INCREASE

12



13

Targeted 

Attacks

APT

Prevalence

APTS AND TARGETED ATTACKS: WHAT’S THE DIFFERENCE?

Scary, but expensive and 

exclusive

Much more common, 

but no less damaging



1% BRINGS HIGH RISK AND HIGH LOSSES
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Enterprises

SMBs

Average loss from a single targeted attack

2,54M USD

84K USD

* Based on Corporate IT Security Risks Survey, 2015, conducted by Kaspersky Lab and B2B International. Indicates an average loss from a single targeted 

attack, including direct losses and additional spend required to recover from an attack. 



TARGETED ATTACKS – BLACK ENERGY
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The BlackEnergy cyberattack on the Ukrainian energy 

sector was the most high-profile incident. 

The attack was unique because of the damage it caused 

- the hackers managed to disable the power distribution 

system in Western Ukraine

- launch the Wiper program on the targeted systems 

- carry out a telephone DDoS on the technical support 

services of the affected companies.



16



17



18



Most advanced threats using 

basic vulnerabilities and 

human factor

Availability and lowering 

prices leading to 

Cybercrime-as-a-Service

Attacks on third-party:

SMBs can become a part

of an attack chain

ENTERPRISE SECURITY TRENDS: EXTERNAL FACTORS



Perimeter security

is overestimated

An average targeted attack 

stays undetected for more 

than 214 days

Growing IT sophistication 

results in visibility gap and 

lack of operational 

information

ENTERPRISE SECURITY TRENDS: INTERNAL FACTORS



TARGETED ATTACK IS NOT A ‘ONE-OFF’ OFFENSIVE: 

IT’S AN ONGOING PROCESS

THE APT PROCESS

MAY TAKE SEVERAL 

YEARS TO COMPLETE, 

AND MAY  WELL NEVER 

BE DISCOVERED 

• Stay dormant
• Extract data
• Cover Tracks
• Leave quietly 

EXFILTRATE

• Obtain credentials

• Raise privileges

• Establish links

• Move laterally

• Take control

EXPAND ACCESS

• Research target
• Create strategy
• Build a toolset

PREPARE

• Leverage weaknesses

• Penetrate the perimeter

INFECT
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HOW TO NOT ADDRESS THE ISSUE OF TARGETED ATTACKS



SMART PREDICT

• Analyze the potential security 
gaps

• Adjust countermeasures 
accordingly

• (if not already done) create
a dedicated SOC

VIGILANT

• Discover of the incident
• Track its immediate source
• Understand its nature

DETECTEFFECTIVE RESPOND

• Analyze the incident
• Take immediate steps

to mitigate the consequences

MULTI-LAYEREDPREVENT

• Mitigate the risks

• Raise the threat awareness

• Implement the right approaches 
to mitigate potential risk with 
existing solutions

HOW TO ADDRESS THE ISSUE OF TARGETED ATTACKS

DRIVEN

BY GLOBAL THREAT

INTELLIGENCE



• Cybersecurity training

• Kaspersky Lab Enterprise 

security solutions

• Cyber-safety Games

• Threat simulation

EDUCATE:

PROTECT:

TRAIN:

PREVENT

DETECT

• Targeted Attack

Investigation Training

• APT reporting

• Botnet tracking

• Threat data feeds

• Kaspersky Anti Targeted 

Attack Platform

SOLUTION:

THREATS

LANDSCAPE:

EXPERTISE:

PREDICT

• Penetration testing 

service

• Security assessment 

service

• Targeted Attack 

Discovery Service

KNOW

YOURSELF:

RESPOND

• Incident response 

service

• Malware analysis service

• Digital forensics services

INVESTIGATE:

REACTION:

BUILDING AN ADAPTIVE ENTERPRISE SECURITY STRATEGY



TARGETED ATTACK DEMO
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