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OT/ICS Cyber Security ¥algita novition

Ovvero come proteggere dal rischio
INformatico I sistemi che gestiscono impianti,

macchinari ed oggetti (loT, IloT) nell'Industria,
Utility e nelle Infrastrutture.

OT: Operation Technology
ICS: Industrial Control Systems
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Dove sono i sistemi da proteggere per
proteggere gli impianti?
Ovunque: Industrial, Processes,

Buildings, Manufacturing &
Infrastructures
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Quali Sistemi di telecontrollo, controllo ed automazione
nell’Industria e nelle Utility?

DCS (Distributed Control Systems)

PLC e reti di campo (Controllori programmabili)
SCADA/HMI e reti di fabbrica

Storicizzatori (Historians, Database, ecc.)
DNC/CNC, Robot, AGV

MES, EBRS e sistemi di gestione produzione, tracciabilita lotti,
analisi efficienza, OEE, ecc.

LIMS, QA/QC, sistemi di taratura, analisi e misura

Sistemi di comunicazione da e verso l'esterno
(portali, sistemi di manutenzione remota, loT, IIOT, ...)

» Reti di impianto, Sistemi Facility/Building BMS
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La gerarchia dei sistemi in Fabbrica e Utility

Business Planning

Level 4 and Logistics

Level 4

- Plant Production Scheduling
Operational Management etc,

Level 3

b Manufacturing
<, Operations & Control
% Dispatching Production,
Detailed Production

" _.Scheduling, Reliability

1 7Assurance...
-
>
'

MESA-11
Honey-Comb
Model

Level 3

Level 2

Level 2,1,

PLC / DCS Level 1

““Operations
model

Discrete
Control

Sensor & Actuator Level 0 Batch

Control

Figure I ISA95-1 model for production modelling.



ANSI/ISA95 Functional Hierarchy www.isa.org

___________________________________________________________________________________________________________

4 - Establishing the basic plant schedule - |
production, material use, delivery, and '
shipping. Determining inventory levels.
Time Frame
Months, weeks, days

______________________________________________________________________________________________________________________

Business Planni

D@@ 7@@ (9 ptics

duction Scheduling,
Operational Management, etc

_______________________________________________________________________________________________________________________

Level3 3 - Work flow / recipe control to produce the
acturing desired end products. Maintaining records

Operations Management and. optimizing the production process.

Dispatchina Praduyction. Detailed Production Ime Fra e. .
ched | ia Days, Shifts, hours, minutes, seconds
ATO U

iLeveIZ
' - Monitoring, supervisory control and |
automated gontrol of the production process

__________________________________________________________________________

1 - Sensing the production process,
manipufating the production process

____________________________________________________________________________________________________
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Reti di Impianto & IT

Corporate LAN

" Data Historian

DMZ
Real-Time i Plangt il §
Weh Eoral s hsonan MES
" Plant or

SCADA LAN

Control Room
Consoles or

IT Firewall

External
Mobile
Workers

traditional firewall

Ethernet Field 1/O .
and Controllers

Switch

TS

HMI Stations

Engineering —
/O Servers

Workstation
(UNIX or (polling /O)
Windows)

Ethernet TCP/IP
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Ethernet /O
Devices




Le frontiere dell’OT e le diverse tecnologie

Level 4
Produschion Business | ERP /f MEP

SCeduling

Ll o

Level 3
Production IT
Contro ARP, BROWSER, BilTerient, COP, DCE-RCP, DHCFP, DNS, DREA (IBM DB2), Dropbos, eDonkey (eMule), FTP,
FTPS. HTTF, HTTPE, ICHPFING, IGKP, IKE, IMAP, IMAPS., 130-TEARCOTR, Rerkaras, RS, LDAF, LDAPE,
LLOP, LLMNR, MONE., M3 300 Server, MyS0L, NetBICS, NTP. OSPF, POPS, PTPvE, RDP, 3TP, S30P, RTCP,
TR, B5H, BNRF. 5MB, SMTP, 5TP, Syslag, Tenel, WNC
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Da Industria3.0 a Industria4.0

Industrie 3.0 Transition Industrie 4.0
O
Uplink to
ERP | Increased interaction global cloud
Centralized supervision/integrated MES - Local automation cloud
] __ o
Fy i
MES/SCADA 2 2
: :
- - Virtual PLCs 5 =
Control/PLC Control functions are changing D!u sm.“b e o

Cloud cennection B
Flﬂldﬂu {edge cloud

controllar]
Distributed control unit Secure remote
merges PLC and 10 Module - *°***°

Field/IO VAST increase in device numbers

Automation pyramid Transforms to Automation pillar

Y <I'SN + DetNet: high-speed, low-latency netwo

Time

FIGURE 1-1: Moving from the automation pyramid to the automation pillar.
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Industriad4.0 e Cyber Security Ll

Industria 4.0: Le tecnologie abilitanti

Advanced Manufact. (h

Srikistncs * Robot collaborativi interconnessi e rapidamente programmabili

Additive " a A ki
Manufacturing ...- Stampanti in 3D connesse a software di sviluppo digitali

Augmented

Reality 66 » Realta aumentata a supporto dei processi produttivi

Skt « Simulazione tra macchine interconnesse per
ottimizzare i processi
C:rrt'izcc;?ta” " + Integrazione informazioni lungo la catena del valore
Integration Eps dal fornitore al consumatore
Industrial . + Comunicazione multidirezionale tra processi produttivi
Internet |5 e prodotti
Cloud g + Gestione di elevate quantita di dati su sistemi aperti

& + Sicurezza durante le operazioni in rete e su sistemi aperti

security
Big Data and 2 + Analisi di un' ampia base dati per ottimizzare prodotti e
Analytics . processi produttivi
oy .
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Industria4.0, Convergenza IT — OT & il Cloud

Tutti gli standard informatici

Le interfacce informatiche

aziendali, network, gestionale, IT OT primarie con macchine e
cloud, analytics. SOL PLC impianti, attuatori e trasduttori
NETWORKS RTU fisici delle logiche
Sistemi non-deterministici CLOUD BN D1 Ocrammabili.
Sistemi non-realtime e il
DEPLOYMENTS EMBEDDED

o al piu near-realtime O CICWOIEIN TECHNOLOGIES Sistemi deterministici

Technology (e«el\3Xc]d\¥4y Technology Sistemi strettamente realtime
Brand specifici

Data Integrity
Data security
Patent Infringement B R EEETIRITY
, A Business and Service
Business Continuity BN ol ousinees Vi
VERSIONING Uity

CONNECTIVITY &

PROCESS SYNCRONIZATION People Safety

ANALITYCS & REALTIME ANALISYS
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Quali i Sistemi nell’'Industria e nelle Utility
che potrebbero utilizzare Cloud ?

DCS (Distributed Control Systems)

PLC e reti di campo (Controllori programmabili)
SCADA/HMI e reti di fabbrica

Storicizzatori (Historians, Database, ecc.)
DNC/CNC, Robot, AGV

MES, EBRS e sistemi di gestione produzione, tracciabilita lotti,
analisi efficienza, OEE, ecc.

LIMS, QA/QC, sistemi di taratura, analisi e misura

Sistemi di comunicazione da e verso I'esterno
(portali, sistemi di manutenzione remota, loT, IIOT, ...)

» Reti di impianto, Sistemi Facility/Building BMS
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Reti di Impianto & IT con CLOUD

Corporate LAN & Mobile
IT Firewall Workers
traditional firewall

vork 4 - CLOUD
Mobile e j
R Level
Databases
" Data Historian
= 3 - Gateway
;? Level EDGE
Real-Time Blant 3 ? eve
Web Fortal: - eianan MES
7;22:)::._“" ' Ethernet Field /O |
C
2 - Plant and Controllers
Control Room \ Level Switch
Consoles or
HMI Stations Switc&ﬂ m PLC 1 - Device
PLC Level

Engineering = .
Workstation IO Servers

| Ethernet I/O
(UNIX or (polling HO) Devices
Windows)

Ethernet TCP/IP




Dualismo 10T vs. lloT industriale/automazione

10T Shortcut Gerarchia funzionale ANSI/ISA95
Dati duplicati, non supervisionati Dati sincronizzati, contestualizzati e supervisionati
Levsl 2 Business Planning 4 - Establishing the basic plant schedule -
Piattaforme di Web Integrazione loT & CLOUD Web i production, material use, delivery, and
& Logistics =hinping. Determining inventory levels
Anaylitics Plant Production Scheduling, Tin ' E hing. g "y '
Qerational Management, etc_—~ § ;Ior:f;::,e weeks, days
i 3 - Work flow / recipe control to produce the
Manufacturing desired end products. Maintaining records

and optimizing the production process.
ime Frame
Days, Shifts, hours, minutes, seconds

Operations Management

Dispatching Production, Detailed Production
cheduling, Reliability Assurance, .

_________________________________________________________________________________________________________________

. Mc itoring, supervisory control and ,
Disc fe au mated control of the production process

Batch
Control

Continuous

Control O00] 01 (0TI '

______________________________________________________________

1 - Sensing the production process,
manipulating the production process

0 - The actual production process

_____________________________________________________________________________________________________________________
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Sistemi ICS/OT & Cloud e Multi-Cloud

RTU su APN
Privata/Pubblica
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SCADA

Server

-

Datacenter/Historian

Server

KPI1/
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Server
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IT vs OT: | rischi sono diversi!

e Sistemi IT:

 perdita di dati e informazioni, file e documenti, provocano ritardi di
transazioni e incidono sul business (impatti su risorse, tempo, soldi), ...

e Sistemi di controllo OT:

 oltre a quanto previsto per i Sistemi IT, |la non sicurezza dei sistemi puo
incidere su

* integrita fisica di persone e ambiente (salute, incidenti sul lavoro, rischio
ambientale e territoriale)

* conservazione di impianti di produzione e cose (risorse, tempo, soldi,
macchinari, ...)
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NIST: SP800-53, SP800-82, SP800-144, SP800-183

S peral RbRcetion S5 Guide for Assessing the Security .
Controls in Federal Information NIST Special Publication 800-82
NISI- Systems and Organizations Boyitan
Building Effective Security Assessment Plans

National Institute of
Standards and Technology

U5 Daprinent ol Cofmerce JOINT TASK FORCE G“ide tO Industl‘ial COIItI'Ol
TRANSFORMATION INITIATIVE .
Systems (ICS) Security

Supervisory Control and Data Acquisition (SCADA) Systems, Distributed Control Systems (DCS),

INFORMATION SECURITY ®LC)
uffer
Consistent with NIST SP 800-53, Revision 3 salco
NH Special Publication 800-144 rfone
NIST Special Publication 800-183 National Institute of

Standards and Technology
U.S. Department of Commerce

Networks of “Things’
Guidelines on
Jeffrey Voas
Security and Privacy
in Public Cloud Computing
This publication is available free of charge from: Wayne Jansen
http://dx.do1.org/10.6028/NIST.SP.800-183 'rlmothy Gmnce
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Proteggere loT e lloT: con quali standard?

n Draft NISTIR 8200
» Interagency Report on Status of
2 International Cybersecurity
s Standardization for the

% Internet of Things (IoT)

g Prepared by the Interagency International Cybersecurity Standardization Working
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30
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1. Confidentiality
2. Integrity
3. Availability

- “New” IT/OT/loT,lloT
Priorities
1. Authentication
2. Availability
3. Integrity
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Continuita Operativa di Servizio (SLA)

Livello SLA Uptime [%] Tempo annuo di Dowtime (Fermo)

99 3 giorni 15h 39m 29.5s - |.e.Sistemi All Pourpose, ecc
99.9 8h 45m 57.0s ——> j.e. Applicazioni Office
99.99 52m 35.7s
99.999 5m 15.6s
99.9999 31.65 — Server FaU|t T0|erant

Requisiti sempre piu stringenti!




OT e Normativa NIS

Garantire la continuita operativa ed impatto sulla
salute pubblica degli Operatori di Servizi Essenziali
= Energia

= Trasporti

= Settore Bancario

" |nfrastrutture dei mercati finanziari

= Settore Sanitario

Fornitura e distribuzione di acqua potabile

Incidente
Data

Operatori

Servizi >

. Nazionale
Essenziali
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digital innovation

... importante e ripartire! (e, in fretta!)
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Conosciamo «veramente» le minacce?

v Apricon ¥

NOT YOUR LANGUAGE? USE https:/ [/ translate.google.com

What happened to your fil

All of your files were prot
More information about t

How did this happen 2

! Specially for your PCw
11 ALL YOUR FILES were
1! Decrypting of your file:

What do I do ?
So , there are two ways y
If You have really valuabl

For more specific instruct
1 - http:/ / pofsTuiimsis
2 - httpe/ JuSaldadfangn
3 - http:/ / velhSpninninnms
If for some reasons the a
1 - Download and install t
2 - After a successful ins!
3 - Type in the address by
4 - Follow the instruction:

IMPORTANT INI
Your personal pages
hup://pan ™ottt
htp:/ JuS4™"
http:/ fwess
Your personal page Tor-B

CI us:t

¥ Wana DecryptOr 2.0

Payment will be raised on

5/15/2017 15:58:08

Time Left

Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

Your important files are encrypted.

our decryption service,
Can I Recover My Files?

not so enough time,

What Happened to My Computer?

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without

I

Sure. We guarantee that you canrecover all your files safely and easily. But you have
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i ] ] SSERVATORI.NET
Oltre al «buonsenso», la tecnologia ci puo alutaie?

~...siamo sicuri che non ci sfugga qualcosa?
‘Clusit



Dubbi? Domande?

L

L will use Google before asking dumb questions. 1 will use Google before
asting dumb questions. | will use Google before asking dumb questions.
L will use Google before asking dumb queshions. 1 will use Coogle before
asking dumb queshions. L will use Google before asking dumb questions.
www.mburni.nl before asking dumb questhions. 1 will vse Google before
asking dumbs questhions, L will use Google before asking dumb questions.
L will use Google before asking dumb questhions. 1 will use Google
asking dumb queshions. 1 will use Google before asking dumb qu
L will use Google before asking dumb queshions, |

QCA((

will use Gooc

: : : ~
asking dumb questhions, | will use Google before asking dumb o s
L will use Google before asking dumb queshions, 1

asking dumbe queshions. 1 will use Google before asking dumb -5
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