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WHAT WE’LL COVER TODAY

Focus on Cloud (laaS/PaaS):.
- Customer apps and workloads running on the cloud

- Best Practices to secure them
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STATE OF CLOUD & DEVOPS ADOPTION IN ENTERPRISE
CRITICAL INITIATIVES TIED TO COMPETITIVENESS... STAKES ARE HIGH!

Many are adopting...
+90% adoption rates

Respondents Adopting Cloud 2016 vs. 2015

88%89% 93%95%
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ublic Cloud  Private Cloud Hybrid Cloud AnyCl
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RightScale..Cloud Compluting Trends : 2016 State
of the Cloud Survey

Few are excelling...
<20% of workloads migrated

The average adoption rate for x86 workloads in the cloud is
less than 20 percent.

% of server images deployed in private or public cloud’

Bubble size represents volume of server images
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Virtualization+ Basic cloud Advanced cloud
rity of d ¢ bilitie:

McKinsey...Leaders and laggards in enterprise cloud
infrastructure adoption

Security is impeding...

Security & Compliance remain
top cited impediments

Cloud Challenges 2016 vs. 2015

RightScale..Cloud Compluting Trends : 2016 State
of the Cloud Survey
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http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2016-state-cloud-survey
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/leaders-and-laggards-in-enterprise-cloud-infrastructure-adoption
http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2016-state-cloud-survey

HIGH PROFILE BREACHES AND ATTACKS
Does cloud create a bigger attack surface?

Markets Tech Pursuits Politics Opinion  Businessweek oo

Subscribe to Businessweek

Uber Paid Hackers to Delete Stolen:

Dataon 57 Million People - OZD mEm - I

oy EricNewoomer Yet Another Misconfigured
e . Amazon S3 Bucket Exposes
Dow Jones Customer Data

By David Ramel ~ 07/19/2017

~  Company paid HELPNETSECURITY

— Chief Security

W 7eljka Zorz - Managing Editor . .
pril 26,2017 num Security firm UpGuard Inc. has found yet another
S unprotected 53 storage bucket on the Amazon
Hackers explain how Web Services Inc. (AWS) cloud, this one exposing
personal data of millions of Dow Jones &
o n °
they “owned” FlexiSpy Company customers.
e st issue of the (IN)SECURE Magazine The firm has been steadily identifying and
AWS urges developers to scrub GitHub of jtores to highlight
How did the hackers that go by the name Decepticons breach secret keys practices that
stalkerware manufacturer FlexiSpy? . A .
B b e et e i L6425 o M 24, 2016 10,158 a with encryption, tighter access and so on.
According to information purportedly provided by the attackers Devs hit with unexpected bills after leaving secret en found to be wide-open, the Dow Jones repository
themselves, it took them a while to thoroughly “own” the company’s keys exposed. '

networks and wreak as much havoc as possible, but it was
ultimately not that difficult.
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ORIGINAL SIN: THERE IS NO CLOUD ...

There is no cloud

it's jJust someone else's computer

. CYBER



MOVING TO THE CLOUD = SHARED RESPONSIBILITY

Virtualization

Virtualization Virtualization Virtualization
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Zero Risk does not exist !
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CLOUD SECURITY IS A SHARED RESPONSIBILITY @gaas exampPLE)

= Security OF the Cloud — AWS, Azure, etc./Cloud Service Provider

= Security IN the Cloud — You - Customer/Enterprise

Customer Data
=9
Q.= Security
c = . . Access
S % Applications Identity Mgmt. IN
2 : the Cloud
O w 0OS Network Firewall -
. . . : Server Side Management
Client Side Encryption Network Protection Encryption Console
% Compute Storage Networking Security
o : : OF
Global Infrastructure / Regions /Physical Infrastructure the Cloud )
_ — amazon )
Source: AWS, Fortinet, CyberArk WelServices”
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BUT... WITH MOVE TO MICRO SERVICES
APP ARCHITECTURES GET PULVERIZED

Monolith Virtualized Containerized Micro Services

Increased: agility, pace, automation, automation tools

All need access to secrets and other credentials. Some are very short-lived.




THE CHALLENGE OF “NEW” PLATFORMS

Dynamism

0%
®@ O

Heterogeneity

Non-Human
Actors Human Actors

Services are
provisioned on
scale of
thousands to
tens of
thousands of
instances in the
cloud vs.
hundreds of
physical servers in
a data center

No more static
inventory of
servers and

hosts to secure.

Instances are
spun up and torn
down elastically
and in bulk

NO more
homogeneous
infrastructure.

Services span
multiple cloud
providers each
with different
security interfaces
& capabilities

Explosive Excessive
proliferation of access
privileged, non-  privileges, role
human confusion
automation and

agents that must

be controlled



IAAS /PAAS SECURITY FAILURES ARE CAUSED BY PRIVILEGE FAILURES

According to

Gartner

Through 2020, more than half of security failures

associated with laaS and PaaS will be attributable to significant

security gaps caused by failure to adopt Privileged Access
Management technology and processes.?

2. Gartner “Market Guide for Privileged Access Management” by Felix Gaehtgens, Amnol Singh, Dale Gardner, August 22, 2017




THINK LIKE AN ATTACKER
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SWEET SPOT. THE POWER OF PRIVILEGE IN THE CLOUD

Old Way New Way
“Hack a System” “Hack Cloud Infrastructure”
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BASIC RED TEAM EXAMPLE:
EXPOSES ENTERPRISES’ CLOUD VULNERABILITIES

Red Team asked by a client to test potential vulnerabilities

Lateral movements
p— AWS Management
//_—% Console

"""" - Using the stolen API
key, the Red-team
cloned the servers,
and attached the S3
buckets to their own

Q “Success” -- The Red-
team gained access to the
customer Database
including sensitive PII

m
X
©
o
=
®

....... ' - The Red-team found
local API used to
provision the entire

ization’ servers.
- Red-team _orfganlzatlon s AWS
compromised infrastructure .
an IT laptop.
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WHAT IS THE THREAT MODEL FOR CLOUD WORKLOADS?
ARE THEY VULNERABLE?

Examples of potential vulnerabilities and threat model that the enterprise must consider

SENSITIVE CUSTOMER DATA &
ATTACKERS ABUSE APPLICATIONS ARE COMPROMISED e API KEYS STOLEN FROM
COMPROMISED ACCOUNT ] —— PUBLIC REPOSITORIES
-_—
X =
APPLICATIONS —_—
" CUSTOMER DATA
g 0S ® ATTACKERS ACCESS NEW VM PHISHED CI/CD TOOL ADMIN CREDENTIALS
& & SERVER INSTANCES UEADS TO
lLI_J COMPROMISED DEVOPS PIPELINE
< USERS | ROLES | KEYS | SECRETS | 4 ®
N ® DEPLOY | *
n (i)) COMPUTE | STORAGE | NETWORK INSECURE —
O APPLICATIONS

f  em
Cl/ CDPIPELINE =




WHAT CAN YOU DO TO SECURE YOUR CLOUD WORKLOADS?

Privileged Accounts
fons  Abllity to Solve

Key Challenges to Secure Cloud Workloads

\

Imj

Multiple Cloud Environments, Hybrid, DevOps

Discover and measure risks in cloud envwonments’

/ e Lock down cloud management consoles ‘

1. Management fAdmin consoles - Cloud & C1/CD

2. Access Keys, Sec

ed Resources [Elastic Compute

2
900 ¢C 0909
NN NSNS

Customer _‘ Adopt enterprise wide security policies ‘
Deployments > Best across compute & dev environments

> Practice |
Industry Examples Secure credentials and secrets for apps,
Experience J scripts and other cloud assets

/
S

Automatically discover and secure privileged
credentials in elastic compute environments

3@ Plan for multiple cloud environments
/

“Security First” Focus




DISCOVER AND MEASURE RISKS IN CLOUD ENVIRONMENTS

« Use tools like CyberArk DNA to discover cloud assets and identify risks in cloud workloads and
environments S—

+ Discover user access keys and compute instances pemm——" ST

| nt
Aws 1AM
Access Keys
. - . = . - .
awsam on-Priv
» Highlight and prioritize areas at the highest risk . ‘
o ) o a0 o w Py
Compliant Non-Compliant
Privileged  Non-Privileged Privileged AWS IAM users.
AWS 1AM users 68 31 Non-Privileged AWS 1AM user
AWS 1AM Access Keys 55 2 Total
AWS EC2 INSTANCES IAM USER ACCESS KEY COMPLIANCE

AwsEc2

instance-
Uimex\uri

awsEc2

Windows
o 1 20 Ed a0 Ed s

AWS EC2 instance - Windows 51

AWS EC2 instance - Linus\Unix 6

Total instances 57

Total IAM user Access Keys 79

AWS EC2 INSTANCE SSH KEY PAIRS

CyberArk DNA™ | Discovery and Audit Report | Cloud Users

SCAN SUMMARY SCAN DETAILS LEGEND

Total IAM users identified: 26 Date: 12:30:24 2016 12NN 12 7 DI
Total IAM users access keys identified: 19 Licensed to: CyberArk
Unigue non-compliant users identified: 1 (4%) Account ID: 085857639847

Object types: 1AM users, IAM Access Keys

Password policy (to identify non-compliant users): Password change every 500 days (from AWS Password Policy)

Il Microsoft
Hl Azure

User Name B Type B ARN B Access Key ID B Account Category B Status B Compliance Status
DNASystemTestsExpiredUser Access Key arn:aws:iam::085857639847: AKIAIEB22CSGBIGKSQHO Non-Privileged Active Compliant 63
DNASystemTestsinCneGroup IAM User arn:aws:iam::085857639847: N/A Non-Privileged N/A Compliant 0
DNASystemTestsinOneGroup Access Key arn:aws:iam::085857639847: AKIAILWY25EWKDSRDDLA Non-Privileged Active Compliant 63
DNASystemTestsInTwoGroups IAM User arn:aws:iam::085857639347: N/A MNon-Privileged N/A Compliant 0
DMNASystemTestsInTwoGroups Access Key 1:085857639847: AKIAIGTP3I2SRAKKFRHA Non-Privileged Active Compliant 63
DMNASystemTestsNoGroups 1AM User arn:aws:iam::085857639347: N/A Non-Privileged N/A Compliant 0
DMNASystemTestsNoGroups Access Key arn:aws:iam::085857639847: AKIAJAZB62DFVBLAFSZIQ Non-Privileged Active Compliant 63
DNASystemTestsNonComplaintUse IAM User arn:aws:iam::085857639847: N/A MNon-Privileged Expired Non-Compliant 3716
DNASystemTestsNonComplaintUse Access Key arn:aws:iam::085857639847: AKIAJSSNDE3MMIKAIPSA Non-Privileged Active Compliant 63

DNASystemTestsNonPrivilegedUse 1AM User arn:aws:iam::085857639347: N/A Non-Privileged N/A Compliant 0




SECURING COMMERCIAL SAAS APP CREDENTIALS

SaaS Administrators

- c% S A

Challenges with Credentials

SALES OPS MARKETING OPS  EXECUTIVE = Enable access to corporate data
........................... i /,r _4___,__-—-"""—————————————— ADMIN . -
----------- S = Used by Salesforce, HR admins, etc. not traditional IT
ADMIN CONSOLES
= = = = Often shared and unchanged

salesforce () Office 365 R Ain Implications

= Proliferation of credentials, large attack surface

= Undetected access to data can continue for long periods
8@ g@ g@ é}& 8@ 8@ g@ = Difficult to track and account for legitimate usage
Individual Users:

Employees, Contactors,
Partners, Former Employees!
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SECURE THE CLOUD MANAGEMENT CONSOLE/PORTAL

* Protect the “keys to your cloud kingdom”
+ Operations and configuration
- Security / Authentication
* Billing

.............

uuuuuuu

Web Portal

CCCCC

Management
Console

Administrator /
End Users

Enterprise
Password Vault

Integration with Cloud Provider
Enables Secure Single Sign On

Q ES

Account Secure L 1
Discovery  Storage > ((- )
< )
\/

— =
e _E@
Password Centralized
Rotation Policy

® B €D

WwWWwW
Applications Customer Data Web Apps

Accounts Available to Access
el Cloud Infrastructure




APPS NEED TO INTERACT AND ACCESS SECRETS

Applications and cloud assets need permissions
- Accessing customer data, third party data, etc.
- Interacting with other applications

Customer Data
.. _ Access Customer
Applications Identity Mgmt. /Enterprise
oS Firewall Security IN -+ | e
- e the Cloud y
. . . . erver side anagement
Client Side Encryption Network Protection Encryption Console
Compute Storage Networking Security OF
, : the Cloud
Global Infrastructure / Regions /Physical Infrastructure -
o _
amazon “.-

WeDServices

External o
Third Party &5
Databases
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SECURE CREDENTIALS & SECRETS FOR CLOUD WORKLOADS

Eliminate hardcoded passwords and secrets, and automate for elastic compute.

Vulnerabilities - Hardcoded
Cloud BEFORE: passwords & Secrets Enterprise

Applications Resources
UserName = “app”

M Password = “y7qeF$1” —
Host = “10.10.3.56”

ConnectDatabase(Host, UserName, Password)

-
©

Credit
Approva
—
—
Cudiay . Passwords and Secrets c
Processing AFTER: din digital Vault % Secure Dgf;gr;:;
secured in digital Vau = Storage
| Secure Digital &= Password
Vault Rotation
Script with APIs

Username
Password
Host =

ConnectDatabase(Host, Username, Password)

Applications
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AUTOMATION IS REQUIRED IN ELASTIC ENVIRONMENTS

- Key business benefit of cloud is elasticity

ability to easily, instantaneously scale up and scale down
* Only pay for what you use
« Assign resources on the fly

» Approach: Automate
- Dynamically assign privilege and other credentials when app instances are created
* Immediately store secrets
* Leverage REST APIs, “privilege as code”, integrate with DevOps and cloud vendor tools

@ AWS Auto N A
Scaling _/ \_
ANSIBLE \/
Privilege as_Code ;\\ iC)
4@5’5 Chef &> docker
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SECURE YOUR ORGANIZATION’S CLOUD INFRASTRUCTURE

BENEFIT PROBLEM SOLUTION
On Demand Computing Credentials not Secured Use REST APIs to Automate
Autom_a tion tools launch » New credentials assigned, but » Automate securing credentials when
new virtual servers and

) not secured new resources are provisioned
resources dynamically

L
0joje
=<
L

New Virtual Servers =

0S
VM VM VM
with Secured Credentials C= = =

*********************

AAAAAAAAAA = {{ACCOUNT => { K %k K K K %k k
:SAFE => "H{@TARGETSAFE}" )
:PLATFORMID => "#H{@PLATFORM}", -
AADDRESS = "#{@TARGETADDRESS)" , Sp|n Up A New

e L W Virtual Server
PROVISIONING
TOOLS
—_— D —y = =
******* = @ <
Secure Digital Use REST AP to Secure puppet Credential
Vault and Access Credentials Provider
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DEVOPS PIPELINE INCREASES AGILITY OF CLOUD ENVIRONMENTS

« Continuous Integration/Continuous Delivery (CI/CD) reduces time to deploy

- Need to secure secrets, credentials and privileged accounts throughout the DevOps pipeline
« Secure secrets, credentials and privileges in scripts, application instances, etc.
* Protect orchestration, build and deployment tool management consoles

[ [

Cloud credentials

Customer data and key
® apps compromised

inadvertently dropped
in public repositories @ CODE DEPLOY
PLAN « i}
E : ]
& T
& n (), =
BUILD & S
r_r|| Phished admin
credentials lead
to cloud access
—® e MONITOR
Out of date libraries ®
open to attack .
Malware injection Hijacking IT

in test systems resources

Try the Conjur open source secrets management solution for developers (Conjur Community Edition) => conjur.org
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ENTERPRISE-WIDE PRIVILEGE SECURITY POLICIES

As a best practice, CISO and IT Leaders want to consistently enforce privilege
security policies across their evolving infrastructure and application environments

Consistently Enforce Privilege Security Policies End to End Across The Enterprise

On-Prem Infrastructure & Apps SaaS laaS PaaS DevOps Tools
- - - * * * * * * - - -
v v workday. Vv | 5& Windows Azure 4 @ ‘
salesforce aWs 0

OPENSHIFT
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THANK YOU!



