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WHAT WE’LL COVER TODAY

Focus on Cloud (IaaS/PaaS):

- Customer apps and workloads running on the cloud

- Best Practices to secure them

ADMIN CONSOLES MANAGEMENT CONSOLES ON-PREMISES DEVOPS TOOLS



STATE OF CLOUD & DEVOPS ADOPTION IN ENTERPRISE 
CRITICAL INITIATIVES TIED TO COMPETITIVENESS... STAKES ARE HIGH!

Many are adopting…

+90% adoption rates

Few are excelling…

<20% of workloads migrated 

Security is impeding...

Security & Compliance remain 

top cited impediments

RightScale..Cloud Compluting Trends : 2016 State 

of the Cloud Survey

McKinsey...Leaders and laggards in enterprise cloud 

infrastructure adoption

RightScale..Cloud Compluting Trends : 2016 State 

of the Cloud Survey

http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2016-state-cloud-survey
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/leaders-and-laggards-in-enterprise-cloud-infrastructure-adoption
http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2016-state-cloud-survey


Does cloud create a bigger attack surface?

HIGH PROFILE BREACHES AND ATTACKS



ORIGINAL SIN: THERE IS NO CLOUD … 



MOVING TO THE CLOUD = SHARED RESPONSIBILITY
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Zero Risk does not exist !!!



CLOUD SECURITY IS A SHARED RESPONSIBILITY (IAAS EXAMPLE)

Customer Data

Applications Identity
Access 

Mgmt.

OS Network Firewall

Client Side Encryption Network Protection
Server Side 

Encryption

Compute Storage Networking

Global Infrastructure / Regions /Physical Infrastructure

Security

IN

the Cloud

Security

OF

the Cloud

Source: AWS, Fortinet, CyberArk

▪ Security OF the Cloud – AWS, Azure, etc./Cloud Service Provider

▪ Security IN the Cloud – You - Customer/Enterprise

Management 

Console
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BUT… WITH MOVE TO MICRO SERVICES 
APP ARCHITECTURES GET PULVERIZED

Increased: agility, pace, automation, automation tools

Monolith Virtualized Containerized Micro Services

All need access to secrets and other credentials. Some are very short-lived.



THE CHALLENGE OF “NEW” PLATFORMS

Human Actors

Non-Human 

ActorsHeterogeneityDynamismScale

Excessive 
access 
privileges, role 
confusion

Explosive 
proliferation of 
privileged, non-
human 
automation and 
agents that must 
be controlled

No more 
homogeneous 
infrastructure. 

Services span 
multiple cloud 
providers each 
with different 
security interfaces 
& capabilities

No more static 
inventory of 
servers and 
hosts to secure. 

Instances are 
spun up and torn 
down elastically 
and in bulk 

Services are 
provisioned on 
scale of 
thousands to 
tens of 
thousands of 
instances in the 
cloud vs. 
hundreds of 
physical servers in 
a data center



IAAS /PAAS SECURITY FAILURES ARE CAUSED BY PRIVILEGE FAILURES

2. Gartner “Market Guide for Privileged Access Management” by Felix Gaehtgens, Amnol Singh, Dale Gardner, August 22, 2017



THINK LIKE AN ATTACKER

It’s all automatic -

nobody really looks on it

Look for API keys, AWS 

servers/images that are 

publicly available & use 

default secrets 

So many new tools...

Unchanged, shared,

over-provisioned 

secrets 

Another way to 

access servers

High speed, 

highly scalable 



SWEET SPOT: THE POWER OF PRIVILEGE IN THE CLOUD

Old Way

“Hack a System”

New Way

“Hack Cloud Infrastructure”

Hypervisor / 

Management Console / 

APIs



Red Team asked by a client to test potential vulnerabilities 

BASIC RED TEAM EXAMPLE:
EXPOSES ENTERPRISES’ CLOUD VULNERABILITIES

4

Lateral movements

AWS Management 

Console

1

3

2

“Success” -- The Red-

team gained access to the 

customer Database 

including sensitive PII
Exploit

￭ Using the stolen API 

key, the Red-team 

cloned the servers, 

and attached the S3 

buckets to their own 

servers.
Phishing

￭ Red-team 

compromised 

an IT laptop.

Explore

￭ The Red-team found 

local API used to 

provision the entire 

organization’s AWS 

infrastructure .



WHAT IS THE THREAT MODEL FOR CLOUD WORKLOADS? 
ARE THEY VULNERABLE?

Examples of potential vulnerabilities and threat model that the enterprise must consider

API KEYS STOLEN FROM 

PUBLIC REPOSITORIES

PHISHED CI/CD TOOL ADMIN CREDENTIALS

LEADS TO 

COMPROMISED DEVOPS PIPELINE

DEPLOY 

INSECURE 

APPLICATIONS
CI / CD PIPELINE

ATTACKERS ACCESS NEW VM

& SERVER INSTANCES

COMPUTE | STORAGE | NETWORK

CUSTOMER DATA

SENSITIVE CUSTOMER DATA &
APPLICATIONS ARE COMPROMISED
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WHAT CAN YOU DO TO SECURE YOUR CLOUD WORKLOADS?

Discover and measure risks in cloud environments

Lock down cloud management consoles

Adopt enterprise wide security policies 
across compute & dev environments 

Secure credentials and secrets for apps, 
scripts and other cloud assets

Automatically discover and secure privileged  
credentials in elastic compute environments

Plan for multiple cloud environments

Best 

Practice 

Examples

1

5

2

4

3

6

Industry 

Experience

“Security First” Focus

Customer 

Deployments



• Use tools like CyberArk DNA to discover cloud assets and identify risks in cloud workloads and 

environments

• Discover user access keys and compute instances

• Highlight and prioritize areas at the highest risk

DISCOVER AND MEASURE RISKS IN CLOUD ENVIRONMENTS



SECURING COMMERCIAL SAAS APP CREDENTIALS

Challenges with Credentials

▪ Enable access to corporate data 

▪ Used by Salesforce, HR admins, etc. not traditional IT

▪ Often shared and unchanged

Implications

▪ Proliferation of credentials, large attack surface

▪ Undetected access to data can continue for long periods

▪ Difficult to track and account for legitimate usage

SaaS Administrators

Individual Users: 
Employees, Contactors, 

Partners, Former Employees!

SALES OPS HR MARKETING OPS EXECUTIVE

ADMIN

ADMIN CONSOLES



• Protect the “keys to your cloud kingdom”

• Operations and configuration

• Security / Authentication

• Billing

SECURE THE CLOUD MANAGEMENT CONSOLE/PORTAL

Enterprise 

Password Vault

Administrator / 

End Users

Web Portal

Password 

Rotation

Secure 

Storage

Account 

Discovery

Centralized 

Policy

Management 

Console

Cloud Infrastructure
Accounts Available to Access

Web AppsCustomer DataApplications

Integration with Cloud Provider

Enables Secure Single Sign On



Customer Data

Applications Identity
Access 

Mgmt.

OS Network Firewall

Client Side Encryption Network Protection
Server Side 

Encryption

Compute Storage Networking

Global Infrastructure / Regions /Physical Infrastructure

APPS NEED TO INTERACT AND ACCESS SECRETS

Customer 

/Enterprise

Security IN

the Cloud

Security OF

the Cloud

Applications and cloud assets need permissions

￭ Accessing customer data, third party data, etc.

￭ Interacting with other applications

Management 

Console

External

Third Party 

Databases



SECURE CREDENTIALS & SECRETS FOR CLOUD WORKLOADS

Eliminate hardcoded passwords and secrets, and automate for elastic compute.

UserName = “app”
Password = “y7qeF$1”
Host = “10.10.3.56”
ConnectDatabase(Host, UserName, Password)

BEFORE: 

Secure 

Storage

Password 

Rotation

“app”

Username = GetUserName()
Password = GetPassword()
Host = GetHost()
ConnectDatabase(Host, Username, Password)

Secure Digital 

Vault

AFTER:
Order 

Processing

CRM

Script with APIs

Cloud 

Applications

Applications

Enterprise 

Resources

Credit 

Approval

Customer 

Database

Vulnerabilities - Hardcoded 

Passwords & Secrets

Passwords and Secrets 

secured in digital Vault



AUTOMATION IS REQUIRED IN ELASTIC ENVIRONMENTS

• Key business benefit of cloud is elasticity

ability to easily, instantaneously scale up and scale down

• Only pay for what you use

• Assign resources on the fly

• Approach: Automate
• Dynamically assign privilege and other credentials when app instances are created 

• Immediately store secrets

• Leverage REST APIs, “privilege as code”, integrate with DevOps and cloud vendor tools

AWS Auto 

ScalingCyberArk REST API

Privilege_as_Code



SECURE YOUR ORGANIZATION’S CLOUD INFRASTRUCTURE

BENEFIT

On Demand Computing

PROBLEM

Credentials not Secured

SOLUTION

Use REST APIs to Automate

Automation tools launch 

new virtual servers and 

resources dynamically 

New credentials assigned, but 

not secured

Automate securing credentials when 

new resources are provisioned

Credential 

Provider

New Virtual Servers

with Secured Credentials

Use REST API to Secure 

and Access Credentials
Secure Digital 

Vault

Spin Up A New 

Virtual Server
PROVISIONING 

TOOLS



DEVOPS PIPELINE INCREASES AGILITY OF CLOUD ENVIRONMENTS

• Continuous Integration/Continuous Delivery (CI/CD) reduces time to deploy 

• Need to secure secrets, credentials and privileged accounts throughout the DevOps pipeline
• Secure secrets, credentials and privileges in scripts, application instances, etc.

• Protect orchestration, build and deployment tool management consoles

Cloud credentials
inadvertently dropped 
in public repositories

Hijacking IT  
resources

Phished admin  
credentials lead 
to cloud access

DEPLOYCODE

TEST

BUILD

PLAN

MONITOR
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Customer data and  key 
apps compromised

Out of date libraries 

open to attack
Malware injection

in test systems

Try the Conjur open source secrets management solution for developers (Conjur Community Edition) => conjur.org 



As a best practice, CISO and IT Leaders want to consistently enforce privilege 

security policies across their evolving infrastructure and application environments

ENTERPRISE-WIDE PRIVILEGE SECURITY POLICIES

SaaS IaaSOn-Prem Infrastructure & Apps DevOps Tools

Consistently Enforce Privilege Security Policies End to End Across The Enterprise

PaaS



THANK YOU!


