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Panda Security named a

Visionary in Gartner’s Magic
Quadrant for EPP

Figure 1. Magic Quadrant for Endpoint Protection Platforms
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« Gartner! describes EPP Visionaries o those
that:

“... deliver in the leading-edge features — such
as cloud management, managed features and
services, enhanced detection or protection
capabilities... — that will be significant in the
next generation of products, and will give buyers
early access to improved security and
management.”

“Panda Security's unique value proposition is the
classification or attestation of every single
executable file and process on a protected
endpoint device, and it is the only vendor to
include a managed threat hunting service in the
base purchase of its EPP. Adaptive Defense 360 is
fully cloud managed, and combines EPP and
EDR into a single offering and single agent.

Panda Adaptive Defense 360 provides both
managed services, at no extra cost:

©

100% Threat Hunting
Attestation & Investigation
Service Service
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HH ... is based on punctual detection only of known
The Prevqlllng malicious processes, this means that:
PCII’CIdIg m... + All suspicious activity has to be investigated

case by case.

« All unknown malicious processes are allowed.
That's why attackers skirt around these
systems so easily, and their attacks’ success
rate is so high.

More effort

Suspicious l

More risk « Theresult is a higher success rate

in attacks, a detection gap.

Malware

Unknown



The Prevailing
Paradigm...

Managed Service

l 100% classified

Suspicioys

O Kisreriték
Malware

It is based on the classification of absolutely all
running processes on your network.

» All activity of all programs is monitored and
analyzed in real-time.

« All behaviors are verified by a managed
service, the admins don’t have to investigate
anything.

» Higher level of protection with fewer effort.

« No application, process, DLL, or script
can run unless it is trusted

« Theresultis a higher protection rate with
minimum effort



Mission: Allow to run only binaries Certified by us

All binaries are classified (MW/GW)

Cloud-based Collective Intelligence

Live repository of MW&GW

Behavioral, Static and context Cloud-based
ML determines all binaries nature in real-time

For each binary: 10,000 atiributes

The classifies the 100% of them

l

That is why endpoint are not infected by
malware



How the 100% Attestation
Service works

Jod

Customers

Local
Technologies:
loC, behavior
analysis & l0As

[ e Panda Security Plaiform e °
Technolog / Step 1 Step 2 \ Step 3 Step 4

Y Know threats Known goodware ML Classification Manual Classification

Detects | Known Malware Known Goodware Unknown Processes New Attack Patterns

J

Collective Collective
Based on Intelligence Intelligence
2.3 Billion' Known 3.2 Billion ' Known
W GW
A
Results 73,31% Automatic classificqt%n

AD: Cloud-Based

Machine Learning AD: Malware Analysts

99.98% A}i matic 100% classification
classificatio +0.02% Manual

Cloud-basedlookup

Events Stream

1

Events Storage
Historic Timeline

'As per Apr 2018




Event Telemetry
Main events gathered:

Process

e Creation
* Injections

Files

» Creation
Events Storage * Modification

Historic Timeline « Open

12 months each device L
Communications

* IPs Origin and Destiny
» Downloads (URLs)

g g M g Registry
Events « Creation

Stream « Modification

siD2Wojsnd
04

Administrative

» |nstallation
* Turn on/off



The Platform

Global Numbers

~4,000

~4
Billions

~500
Billions

Events per
machine daily

Events processed
Daily by Big Data

Events stored
(last 12 months)

~5,5
Billions

~2,3
Millions

99.98%
0,02%

Classified processes
by Aftestation Service

New undiscovered
Malware &PUP
found

99,98% by Machine Learning
0,02% by Analysts



Threat Hunting

Gartner’s Definition: Threat Hunting vs More Traditional Methods of Threat Detection

Threat Detection

Deploy
detection Receive alerts
content when conditions Triage alerts
(rules, match
algorithms)

Respond to an

incident

Threat Hunting

Respond to an
incident

If proven, pivot
Formulate a Look for it in the and expand the
hypothesis environment scope; follow the
hunting process
Develop new
detection
content

If not proven,
go back

Gartner 2017 How to Hunt for Security Threats.
Anton Chuvakin, 6 April 2017. 1D: G00327290.

Reinventing Cybersecurity



The Threat Hunting Process

Where could we find the attack?

Events Storage
Historic Timeline

&) 1. Hypothesis Generation ¥4 2. Trigger Detonation
Back Testing Console Threat Engine
g Events
Stream

|

3. Incident Confirmation

 Service Orchestrator
* Forensic Console

00

s1awolsnd



Visibility and Correlation

dunitedkingdom _pic20
on Aether Platform DUNITEDKINGDOM DEMO - ..

Adaptive Defense 360 STATUS = COMPUTERS  SETTINGS  TASKS

Malware detection

> ¢ Back
orensic information
Activity

4:35:49 PM
4/21/2018 Loads PROGRAM _FILES|\MOVIES TOOLBAR \SAFETYNUT \SAFETYCRT.DLL 9994BF035813FEBEBEBC IBECCBDSBOEI ® No
4:39:52 PM
4/21/2018 Runs () TEMPI\0878213b8b8 \temp \setupespl.exe FBIE3IFAA4BIISIABDSI0DOCD2CCI4AS ® No
4:39:55 PM
4/21/2018 Runs (1) TEMP|\0878213b8b8 \temp \extlE _setup.exe B6D0ESI9FCIEDDCA4ASIIDACSABABIST ® No
4:40:33 PM
4/21/2018 Runs (1) TEMP|\0878213b8b8 \temp \setupytb.exe 8C212F89EDBAAFO4D7665B24473FCB36 ® No
4:40:56 PM
4/21/2018 Uses socket 0.0.0.0 TCP-UnKnown Unknown
4:40:56 PM
4/21/2018 Runs (D TEMP|\3laA\temp\putfu.exe FD0235DBF65DA4CBBOE2IE3BE7178478 Unknown
4:40:56 PM
4/21/2018 Runs (D TEMP|\0878213b8b8 \temp \setupbc.exe C6F2B52918BAA528CFEIID54IBFDEFI0 Unknown
4:41:21 PM
4/21/2018 Runs TEMP|\087B213b8b8 \temp \ putfu.exe FD0235DBF65DA4CBBOE2IE3BE7178478 Unknown
4:41:43 PM
4/21/2018 Runs (D) TEMPI\0878213b8b8 \temp\OpProSetup.exe 9C512435DBCDA49BB23340261268C4FAE Unknown
4:43:17 PM
4/21/2018 Runs WINDOWS| \explorer.exe 7522F548A84ABADSFASIBDESAB393IEF © Yes
4:44:29 PM
4/21/2018 Runs (D LOCAL_APPDATAI\Google\Chrome \Application\chrome.exe B53D59915A356B06CID7DESB22B4177C © Yes
4:44:30 PM
4/21/2018 Runs (D) WINDOWS|\explorer.exe 7522F548A84ABADSFASIBDESAB3I3IEF © Yes
4:51:46 PM
4/21/208 1 Creates registry  \REGISTRY \USER \$-1-5-21-3286655578-1091891218-2006878755-1004 _CLASSES \CLSID\ {F28C2F70- C:\Documents and Settings \ Adminri\Mis documentos \Downloads \Neil Unknown
4:51:47 PM key to run 47DE-4EAS-8F6D-7D1476CDIEFS} \LocalServer32? Armstrong transmisin original del alunizaje 1969 Apolo 1l.mp4.exe
4/21/208 1 Creates registry  \REGISTRY\USER \$-1-5-21-3286655578-1091891218-2006878755-1004 _CLASSES \CLSID\ {F28C2F70- C:\Documents and Settings \ Adminri\Mis documentos \Downloads \Neil Unknown
4:51:47 PM key to run 47DE-4EAS-BFBD-7DI476CDIEF5} \LocalServer32?LocalServer32?ServerExecutable Armstrong transmisin original del alunizaje 1969 A
4/21/208 1 Uses socket 127.0.0.1 UDP-UnKnown Unknown

The Evolution of the Cyber Aftacks



Visibility and Correlation
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The Evolution of the Cyber Aftacks




Visibility and Correlation
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2 Real time stats Now O EPS - 10.73 Byte/s

[
Updated 10s ago pyerage of | 5m “  compared with the max of  6h "
cscript
oratio
Panda Others... Cor on 30.14%
Logitech N/A Seé:uvlty, (Node e s
¥ representing
8.701 remaining MIN MIN MAx
Hewlett o 23196 Bytes 217 KB
Microsoft @L‘.‘?&“&:« Packard ~ Propbes. ones)
2 EPS 856.32 Bytes/s
Priority Alert Detailed Information When
. Executions of Vulnerable apps  The number of vulnerable application executed today in endpoint DESKTOP- 10 hours ago H i
per endpoint today E4DUBI9AIs 2 @ FaVOrlte Querles
E&‘E’Events Sent Time Range:  1day v Period:  5minutes s ¢ ) Alias Last access date
mycustom.analisys 04-13-2018 11:39
10k oem.panda.paps.processnetbytes 03-05-2018 22:59
2 o oem.panda.paps.socket 03-05-2018 19:59
g
“ f\_,_ oem.panda.paps.processnetbytes 01-23-2018 09:51
N Mo o N
ok
20.May 20.May 20.May 20.May 20.May 20.May 21. May 21.May 21.May 21.May 21.May
12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 0 06:00:00 10:00:00 12:00:00 —_
User operations by device type on Pll files =
(79 size Events Sent TimeRange: | Lmonth ~s  Period: | day v £ USER VICE TYPE CPERATION COUNT -
Azun ac Fixed Open £4599 B7.13
oo Fixed Open 2606
CH-LaraZubac Mo_Root_Dir Open 1533
Azure ADAIT-GianlucaBuscoAme Fixed Open 119
Azure ADNCH-Seline Meixner Fixed Jpen 500
Azure ADNIT-GiuseppeRi Fixed Open 441
22, Apr 24. Apr 26. Apr 28. Apr 30. Apr 2. May 4. May 6. May & May 10. May  12. May  14. May 16. May 18 May  20. May
Azure ADNCH-Ge n Fixed Open 4232
Fixed Open 349
Map AZUN ghi Fixed Jpen 313
o_Root_Dir Open 264
Destinations of outbound network traffic Y= e e o par Z
Incidents Execution status =

w 2017/12/29 01:00:00
@ Executed - Allow 8.00
N @ Not Executed - Allow 0.00
ZS ® Not Executed - Block 0.00
® Not Executed - Quarantine 0.00
® Reboot needed 0.00
s @ Executed - Quarantine 0.00
@ Not Executed - Delete 0.00
@ Not Executed - Kill process 0.00
@ Not Executed - Disinfect  0.00
25 ® Exploit allow by user 0.00
] _.rﬁ\ﬁlﬂ ﬂ A M A | A_A A AN
25. Dec 8. Jan 22. Jan 5. Feb 19. Feb 5. Mar 15. Mar 2. Apr 16. Apr 30. Apr 14. May
— Not Executed - Allow — Not Executed - Block — Not Executed - Quarantine — Executed - Allow
— Executed - Quarantine — Not Executed - Delete — Not Executed ill process

Disinfact — Exploit allow by user




Reinventing
Cybersecurity.

Thank you.
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