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CYBER GOVERNANCE: LAYER TECNICO
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CYBER GOVERNANCE: LAYER ECONOMICO
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CYBER GOVERNANCE: LAYER GIURIDICO
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SETTORE FINANZIARIO

Contesto e principali minacce cyber
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MINACCE CYBER

HACKTIVISM
CYBER
CYBERCRIME WARFARE

CYBER CYBER
ESPIONAGE TERRORISM

TARGETED & META-POLYMORPHIC ATTACKS

VRN
HYBRID WARFARE
_
/\ /\
SUPPLY CHAIN ADVANCED
ATTACKS PERSISTENT THREATS
N N
/l\ VR /l\
PSYCOLOGICAL CYBER NETWORK INFORMATION
OPERATIONS OPERATIONS OPERATIONS
N N N
NEXT: QUANTUM CYBER-ATTACKS IRo



SISTEMA FINANZIARIO E MINACCIA IBRIDA

14¥( RA 2018

RELAZIONE SULLA POLITICA
DELLINFORMAZIONE PER LA
SICUREZZA 2018 — PRESIDENZA DEL
CONSIGLIO DEI MINISTRI = SISTEMA
DI INFORMAZIONE PER LA SICUREZZA
DELLA REPUBBLICA

"Quello economico-finanziario e del resto
uno dei «fianchi» fisiologicamente esposti ad
eventuali azioni volte a intaccare il peso
strategico del nostro Paese, in un contesto
dove sono nettamente cresciute le
preoccupazioni per la minaccia ibrida, vale a
dire I'uso, sinergico e combinato, di
strumenti convenzionali e non — comprese le
manovre di ingerenza ed influenza - volto a
condizionare processi decisionali, corretta
informazione delle pubbliche opinioni dei
Paesi target e, in ultima istanza, a
comprimere la sovranita dell’avversario".
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APT TRENDS

[l CHINA: APT 1 {SEA SALT,
COMMENT CREW), APT 3. APT 10
{Stone Panda, MenuPass, Red
Apolio, APT 12, APT 15
[Vixen Panda, Ke3Chang, GREF,
Playtul Cragon), AFT 16, APT
17 |Axiom, BARIUM, Wirinti
Group|. APT 18, AFT 19, APT
27 [EMISSARY PANDA, LUCKY
MOUSE], APT 30, APT31
(Zirconium), APT 20, Mofang,
Iron Tiger

[71 BRAZIL: GHOSI DNS. FOSEIDON,
TEAMNXRAT [CORPORACACKRAT)
Metamaro

[l FRANCE: SNOWGLOBE (ANIMAL
FARM)

[ INDIA: SIDEWINDER, DROPPING
ELEPHANT (PATCHWORK),
Unatributed/Misoltibyted:
LUCKY ELEPHANT

W RAN: APT 33 [Elfin,
Hoimium), APT 34 (Qilig),
APL35 (Newscoster. NewsBeet,
Charming Kitten), Leaiminer,
Greenbug. Muddywoter, ROCKE
KITTEN, INFY, APT3?, Bohamut
{WINDSHIFT), Chater

B

«Sviluppo di un sistema di cyber threat
intelligence» - Rapporto Clusit 2019

ISRAEL: DUQU, DUQU 20
LEBANON: DARK CARACAL
NIGERIA: SILVER TERRER

NORTH KOREA: HIDDBN COBRA,
LAZARUS, APT 37, APT 38,
KIMSUKY, ScarCrufl. HOPUGHT

PAKISTAN: OPERATICN C-MAICR,
MYTHIC LEOPARD. BARMANOU

PALESTINIAN TERRITORIES: Gozo
Cybergang. Molerals

RUSSIA: GRIZZLY STEPPE, APT

28 [SOFACY, FANCY BEAR. TSAR
TEAM, PAWN STORM, SEDNIT
THREAT GRQUP-4127, IRON
TWILGHT, STRONTILIM), APT 29
(Cezy Bear), SANDWORM, BLACK
ENERGY. GREY ENERGY.
ENERGETIC BEAR, CROUCHING
YETI, RED OCTOBER, WebColbrg,
Silence, MoneyToker, TURLA
GROUP
Unathributed/Misattributed:
COBALT
(Carbanak/Cobalt/Anunck/fin7
- Goldan Chickens), TajMahal

SPAIN: Careto/Matk

I SYRIA: APT - C - 27. Deadeye

Jockal, SEA

TURKEY: Ayyldi Tim, Asian
Neferler Tim |Lion Soldiers
Team)

UNTED ARAB EMIRATES: STEALTH
FALCON

USA: EQUATION GROUP (US|
VIETNAM: APT 32 [Ocean Lotus)
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CENTRAL BANK OF BANGLADESH CYBER HEIST

FINANCIAL TIMES

( 4+ Addto myFT

How cyber criminals targeted almost $1bn in
Bangladesh Bank heist

Theft sends tremors around the world among banks and Iarge corporations that keep big
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PATRIMONIO, COMPITI, REPUTAZIONE
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CYBER THREAT INTELLIGENCE

Tassonomia, maturity model & sistema di CTlI
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CTI TAXONOMY MATRIX

LEVEL TYPE OF ANALYSIS WHAT CTIUSERS TIME SPAN

STRATEGIC GEOPOLITICAL & ATTRIBUTIONS, TOP

CONTEXT ANALYSIS MOTIVATIONS, POSTURE MANAGEMENT MONTHS/VEARS

TECHNICAL & CONTEXT

OPERATIONAL ANALYSIS

TECHNICAL/TACTICAL

1
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AMBITI DI AZIONE
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CTI MATURITY MODEL
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SISTEMA DI CTI: PRELIMINARI
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SISTEMA DI CTI s
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CTI INFOSHARING
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THREAT INTELLIGENCE PLATFORM
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PREVENZIONE SISTEMICA & REAZIONE RESILIENTE
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PREVENZIONE SISTEMICA & REAZIONE RESILIENTE
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