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Cloud becomes the norm,
even for laggards
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Digital transformation '

becomes table stakes

New and emerging tecHno‘ogles Help organizations

compete for customers, partners and talent @TRENQ
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Smart, connected devices driving operational efficiency




“RISK: OT is New Entry Point for Threats
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224% increase in industrial control system (ICS) attacks in 2018

85% of the total zero-day vulnerabilities in 2018 were for ICS
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The Art of Cybersecurity for
Operational Technology



Infrastructure Change and Legacy Liability
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Secure IT Network and OT Perimeter
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Stop threats from High performance, low Automation &
entering OT latency visibility
environment
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Segment Network & Secure Endpoints

-
Contain malware with Enforce OT
world-leading threat whitelisting control
intelligence by inspecting OT
protocols and
commands
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Purpose built
hardware for OT
environment

(@) IREND



Comiplets, O
SecUity
Last Plieee 6ff Comperzia Cyber Visibility



- Data Often Collected & Analyzed in Silos
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- Connecting Data to create bigger value

Data Center

Copyright 2019 Trend Micro Inc



Let’s face it, threats can be ugly!

1,658,148 events (8/26/15 10:33:00.000 AM to 8/26/15 11:33:37.000 AM ) | Job~ | Compiete 4 3 & ¢ smonmode~ |

| Events (1658148) | Statisties | Visualization

" — PHISHING ATTACK

Format Timeline = ©@ZoomOut  ©Zoom to Selection  ©Deselect

2019.5.7-5:14PM

DIShow Fields  List= Format ¥ 50 Per Page ~ Prev 1 2 3 4 5 6 7 8 9 Nextr
i Time | Event ‘
b 8/26/15 Vlug 26 11:33:36 10.1,221.3 TW-IWSVABCO3: <Wed, 26 Aug 2015 11:33:36,C5T> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.200.93,tk_ur .
11:33:36000AM 0602 10.1.221.3  thourl = hitps://del.twops.co/
> B/26/15 Aug 26 11:33:36 10.1.221.3 TW-IWSVABCO3: <Wed, 26 Aug 2015 11:33:36,(ST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log ll_usernm'lﬂ.!.185.15‘,[&_.L&TTAC K
T1:3336000AM  poor = 1012213 vl url = htpu//217.146.21 6/dout aspx?s=22241030
» 8/26/15 Aug 26 11:33:36 10.1.221.1 TW-IWSVABCO1: <Wed, 26 Aug 2015 11:33:35,(5T> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_usernilleHOJ.ZZH‘IJZ.tK_I\M
NBII6000AM 1o 21012211 | tiurl = hitp//37.252.246.3/dout aspx?s=4TT96908
»  8/26N5 Aug 26 11:33:36 10.1.221.1 TW-IWSVABCO1: <Wed, 26 Aug 2015 11:33:35,(ST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.228.186,tk_L
11:33:36.000AM  pogt = 1012211 ticur = htp/ i g group_logo_BOXBO.gif
»  B/26/15 Aug 26 11:33:36 10.1.2.17 TW-IWSVAAQT: <Wed, 26 Aug 2015 11:33:35,(ST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.152.71,tk_urls
TIBAIBO00AM  1oei 2100207 thourl = httpe/foscel1-p.acti iveup ini
»  8/26/15 Aug 26 11:33:36 10.1.107.222 TW-IWSVAAO3: <Wed, 26 Aug 2015 11:33:36,CST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.106.197, tk_
11:33:36.000 AM  en.url.trendmicro.com, tk_path=T/152/90bwNJtIyz1c0zQvELdnADTYmU-N-wSLcOVPSCH2ST_vLWUVENYLudHSOr3GodhtynogXmuza -dre1SgqygDbis04SZOXKIOvBcZoaghmcyeQppwd0tNIR]
host =10.1.107.222  ti il = hitp://ddi38-en.url, icro.com/T/! cOzQvELdnADTYmU-N-wSLcOvPS... (\C K
> B/26/15 Aug 26 11:33:36 10.1.221.3 TW-IWSVABCO3: <wed, 26 Aug 2015 11:33:36,CS5T> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.197.131,tk_L
T:3336000AM  1oci = 10.1.220.3  turl = hitp//92.51.156.76/din.aspx?s=18421609
> 8/26/15 Aug 26 11:33:36 10.1.2.18 TW-IWSVAAO2: <wWed, 26 Aug 2015 11:33:35,CST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.107.222,tk_url
11:33:36.000 AM  en.url.trendmicro.com, tk_path=T/152/90bwNJtIyz1c0zQvELdnADTYmU-N-wSLcOVPSCH25T_vLWUVENYLudHSOr3Godhtynogimuza-drclSgqygDbis04SZ0XKIOvEcZoagNameyeQppwI0 tNJR]C
host=10.1.218  ti_url = http//ddi38-en.url trendmicro.com/T/152/90bwNJilyz1 c0zQVELdnADTYmU-N-wSLeOVP5 .
> 8/260N5 Aug 26 11:33:36 10.1.221.3 TW-IWSVABCO3: <Wed, 26 Aug 2015 11:33:36,(ST> [EVT_URL_ACCESS_TRACKING|LOG_INFO] Access tracking log tk_username=10.1.230.173,tk_L
11:33:36.000 AM  IWSVABCO3, tk_client_ip=10.1.230.173, tk_server_ip=140.205.96.3, tk_domain=log.mmstat.com, tk_path=1.gif,tk_file_name=1.gif, tk_operation=POST, tk_uid=0259986263-¢

host =10.1.221.3  tk_url = http://log. mmstat.com/1.gif?logtypes1

2019.5.5-8:01AM
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For three decades, we’ve successfully bet on

upcoming technology trends— proactively
securing new environments so customers

can take full advantage of them
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YEARS OF INNOVATION

2018

Securing Your
Connected World

2008

Securing Your
Journey to the Cloud

1998

Your Internet
Virus Wall

1988

Peace of mind
computing




Understanding Existing and Potential Risk
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+42% YoY: busiest year
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Over 1400 advisories in 2018.
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Unknown threats detected and stopped over
time by Trend Micro. Created with real data

by artist Brendan Dawes.
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