
Dall’endpoint al mobile, 
dall’on premise al cloud, dai 

rischi agli incidenti

Luca Bechelli



• Practice Leader Information & Cyber Security Advisory Team @

• Membro del Comitato Direttivo e del Comitato Tecnico Scientifico

• Coordinatore GdL «La valutazione degli impatti del GDPR 
nelle clausole contrattuali dei fornitori» presso l’Osservatorio 
«Privacy & Security» del Politecnico di Milano

• Direttore Didattico Academy Experis per Master in Cybersecurity

• Community Clusit - Oracle4Security

Luca Bechelli



E’ un problema che ci riguarda da vicino



«Chi viene a cena stasera?»

“I do it for one reason and one
reason only. 
I'm learning about a system. 
The phone company is a System. 
A computer is a System, do you
understand? 
If I do what I do, it is only to 
explore a system. 

Computers, systems, that's my bag. 
The phone company is nothing but a 
computer”

John Thomas Draper Gennady Kapkanov

The Impact of a click – Luca Bechelli –2017



Ci sono cose che non cambiano mai…

4

What changed from 2013 to 2017?
Change has accelerated over the last four years, and the OWASP Top 10 needed to change. We've completely refactored the 
OWASP Top 10, revamped the methodology, utilized a new data call process, worked with the community, re-ordered our risks, re-
written each risk from the ground up, and added references to frameworks and languages that are now commonly used.

Over the last few years, the fundamental technology and architecture of applications has changed significantly:
• Microservices written in node.js and Spring Boot are replacing traditional monolithic applications. Microservices come with their 

own security challenges including establishing trust between microservices, containers, secret management, etc. Old code never 
expected to be accessible from the Internet is now sitting behind an API or RESTful web service to be consumed by Single Page
Applications (SPAs) and mobile applications. Architectural assumptions by the code, such as trusted callers, are no longer valid.

• Single page applications, written in JavaScript frameworks such as Angular and React, allow the creation of highly modular 
feature-rich front ends. Client-side functionality that has traditionally been delivered server-side brings its own security challenges.

• JavaScript is now the primary language of the web with node.js running server side and modern web frameworks such as 
Bootstrap, Electron, Angular, and React running on the client.

New issues, supported by data:
• A4:2017-XML External Entities (XXE) is a new category primarily supported by source code analysis security testing tools

(SAST) data sets.

New issues, supported by the community:
We asked the community to provide insight into two forward looking weakness categories. After over 500 peer submissions, and 
removing issues that were already supported by data (such as Sensitive Data Exposure and XXE), the two new issues are:
• A8:2017-Insecure Deserialization, which permits remote code execution or sensitive object manipulation on affected platforms.
• A10:2017-Insufficient Logging and Monitoring, the lack of which can prevent or significantly delay malicious activity and breach 

detection, incident response, and digital forensics.

Merged or retired, but not forgotten:
• A4-Insecure Direct Object References and A7-Missing Function Level Access Control merged into A5:2017-Broken Access 

Control.
• A8-Cross-Site Request Forgery (CSRF), as many frameworks include CSRF defenses, it was found in only 5% of applications.
• A10-Unvalidated Redirects and Forwards, while found in approximately 8% of applications, it was edged out overall by XXE.

OWASP Top 10 - 2013 Î OWASP Top 10 - 2017
A1 – Injection Î A1:2017-Injection

A2 – Broken Authentication and Session Management Î A2:2017-Broken Authentication 

A3 – Cross-Site Scripting (XSS) Ô A3:2017-Sensitive Data Exposure

A4 – Insecure Direct Object References [Merged+A7] ∪ A4:2017-XML External Entities (XXE) [NEW]

A5 – Security Misconfiguration Ô A5:2017-Broken Access Control [Merged]

A6 – Sensitive Data Exposure Ò A6:2017-Security Misconfiguration

A7 – Missing Function Level Access Contr [Merged+A4] ∪ A7:2017-Cross-Site Scripting (XSS)

A8 – Cross-Site Request Forgery (CSRF) : A8:2017-Insecure Deserialization [NEW, Community]

A9 – Using Components with Known Vulnerabilities Î A9:2017-Using Components with Known Vulnerabilities

A10 – Unvalidated Redirects and Forwards : A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

RN Release Notes

Top ten
vulnerabilities

2017
OWASP Top 10 - 2017
The Ten Most Critical Web Application Security Risks

This work is licensed under a
Creative Commons Attribution-ShareAlike 4.0 International Licensehttps://owasp.org



Tecniche di attacco (rispetto al 2017)

+39% 
Know Vulnerabilities



Tecniche di attacco (rispetto al 2017)

+57% 
Phishing



Mobilis in mobile







…comunque, ho l’antivirus

1Il cloud Azure, a livello mondiale, incontra lo stesso malware sola volta in più del 97% dei casi



Tecniche di attacco (rispetto al II sem.2017)

+140% 0-day

+48% APT

…e malware, malware, MALWARE!



Un obiettivo interessante…

Fonte: OneSpan Report

57%
del traffico internet è 

generato da dispositivi 
mobili (Wandera)



I dispositivi mobili sono davvero sotto attacco?

+24%
Dal 2017 al 2018: 

di attacchi verso il mondo mobile

Fonte: ThreatMetrix Report



E in Italia?

Fonte: Karspesky



…a cosa servirà mai, l’antivirus

+56%Dal 2016 al 2017: 

nuovi malware nel mondo mobile

Fonte: Symantec Threat Report



Non esiste la panacea per ogni male…



Affidarsi all’utente…
n 1 su 281 dispositivi personali Android è «rooted» dal 

proprietario (1 su 1500ca su iOS) (Symantec)

n Solo il 45%  dei dispositivi personali (Android) ha la 
cifratura del file system attiva (-2% in caso di device
aziendali) (Symantec)

n Solo il 20% dei dispositivi Android ha installata l’ultima 
release del software. Il 23% degli iOS è ancora ad una 
versione precedente (Symantec)

n Gli utenti iOS cadono vittima 18 volte più di frequente 
degli attacchi phishing (Wandera)

n Gli utenti «mobile» sono i primi «ad arrivare» in caso di 
phishing (IBM)

n Gli utenti «mobile», di fronte ad un sito di phishing, hanno 
una probabilità 3 volte maggiore di inserire le credenziali 
(IBM)



Affidarsi alle App
n Il 48% degli sviluppatori dichiarano che non hanno 

tempo sufficiente da investire nella sicurezza
n +9k rogue App nel solo II semestre 2018

Fonte: OneSpan Report



Affidarsi all’utente e alle App

n 15M di download e 23 milioni di 
giocatori dopo 21 giorni di beta 
testing

n I dispositivi che scaricano software da 
siti diversi dagli store ufficiali, hanno 
una probabilità 9 volte maggiore di 
compromissione da malware

Fonte: OneSpan Report



L’importanza dell’infrastruttura…



…degli strumenti più diffusi…



…e dei servizi ad uso massivo…



Non è un problema IT



Fonte: NETSCOUT’s 14th Annual Worldwide Infrastructure Security Report 



Beneath the surface of a cyberattack
A deeper look at business impacts

Impact factor Term Cost  
(in millions)

% Total cost
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Cybersecurity 
improvements

1 year 13.00 0.40%

Attorney fees and  
litigation

5 years 11.00 0.35%

Public relations 1 year 1.00 0.03%

Technical investigation 9 weeks 1.00 0.03%

Customer breach 
notification

Not 
applicable

- 0.00%

Post-breach  
customer protection

Not 
applicable

- 0.00%

Regulatory  
compliance

Not 
applicable

- 0.00%
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Value of lost  
contract revenue

5 years 1,600.00 49.11%

Operational disruption 2 years 1,200.00 36.83%

Devaluation of  
trade name

5 years 280.00 8.59%

Loss of intellectual 
property

5 years 151.00 4.63%

Insurance premium 
increases

1 year 1.00 0.03%

Increased cost to  
raise debt

Not 
applicable

- 0.00%

Lost value of customer 
relationships

Not 
applicable

- 0.00%

Total  $3,258.00 100.00%

Summary of the impact factors

Beneath the surface of a cyberattack
A deeper look at business impacts

Beneath the surface of a cyberattack
A deeper look at business impacts





Dietro ogni problema c'è un'opportunità
(Galilei)



Anche quando non si raggiunge la X
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