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OT SECURITY: DI COSA PARLIAMO ? (15A95 & PURDUE MODEL)
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CONVERGENZA IT-0T, ISO-27K & IEC-62443
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Transizione/lndustria 4.0 e 5.0 :
un mondo in trasformazione
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“Le Infrastrutture Critiche e molti altri sistemi digitali, meno
tutelati a livello normativo ma comunque essenziali per |la

collettivita, saranno bersagli designati, costantemente al
centro del mirino di numerosi attori, governativi e non.”

(cit. Andrea Zapparoli Manzoni).
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|.C. ed Incidenti Cyber: Trend in Crescita

Critical infrastructure trends
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Figura 3 - Trend degli attacchi alle Infrastrutture Critiche
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l.C., NIS e NIS2: si allarga il perimetro

SECTORS COVERED

NIS NIS 2
* Banking and financial market nfrastructure Extended scope by adding new sectors. Service providers
* Digital infrastructure are classiied into two categones: operators of essental
* Digttal service providers SErvices or important entites.
* Energy D —
* Healthcare * Digtal serwices such as social networking services
* Transport O platforms and data centre services
* Watersupply e * Food ——
* Manufactunng of certain cntical products (such as
pharmaceuticals, medical dewices, chemicals) —
* Postal and couner services
* Pronders of public electronic communicatons networks
Or SErICes
* Public admnistration
« Space
—

» Waste water and waste management
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Dati dal Rapporto Clusit sulla sicurezza ICT in Italia
(Ed. ottobre 2023, con i datida 1.1 al 30.6.2023)
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1H
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2022

2021
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MANUFACTURING PER ANNO MANUFACTURING CRESCITA % ANNO SU ANNO
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© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

- Crescita costante con picchi nel 2020 (+80%) e 2022 (+79%)
-H1 2023 in linea con 2022, pari a tutto il 2021 e tutto il 2020
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MANUFACTURING PER ATTACCANTE 2022

Espionage / Sabotage
7%

Hacktivism
3%

Cybercrime
90%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

MANUFACTURING PER ATTACCANTE 1H 2023

Hacktivism
1,6% Espionage / Sabotage

1,6%

Cybercrime
96,9%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

- Minaccia proviene dal Cybercrime quasi totalmente
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MANUFACTURING PER ATTACCANTE 2018 - 1H 2023
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© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia
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MANUFACTURING PER TECNICA 2022

Phishing / Social Engineering
2%

Identity Theft / Account
Cracking

Multiple Techniques

0,
Vulnerabilities >%

3%

Unknown
27%

Malware
61%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

MANUFACTURING PER TECNICA 1H 2023

Vulnerabilities
14%

Malware
53%

Unknown
33%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Tecnica principalmente utilizzata € Malware/Ransomware,
poi «Data Breach» (Unknown), a seguire Vulnerabilita (0-Days)
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MANUFACTURING PER TECNICA DI ATTACCO 2018 - 1H 2023

m2018 m2019 m™2020 2021 w2022 m1H 2023
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MANUFACTURING PER GEOGRAFIA 2022

Several / Multiple
3%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

MANUFACTURING PER GEOGRAFIA 1H 2023

Several /
Multiple
1%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Target Europei i piu colpiti (50% H1 2023), poi Americhe 41% resto e ROW

(dati veritieri per il ROW?)

y |

be

SECURITY SUMMIT

A T R r Ahraa'cedfe:;rg Taning
t Reseaxch Evests Agency



MANUFACTURING PER GEOGRAFIA DELLE VITTIME 2018 - 1H 2023
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MANUFACTURING PER SEVERITY 2022 MANUFACTURING PER SEVERITY 1H 2023

Medium

Medium 16%

16%

0,
Critical 36%
47%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Attacchi con impatti critici vicini al 50% nel 2022, scende a 1/3 nel H1-2023
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MANUFACTURING PER SEVERITY 2018 - 1H 2023
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© Clusit - Rapporto 2023 sulla Sicurezza ICT in ltalia
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1H
2023

2022

2021

2020

2019

2018

MANUFACTURING ITALIA PER ANNO MANUFACTURING ITALIA CRESCITA % ANNO SU ANNO
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© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

- Irrilevanti in passato, crescita con picchi nel 2020 (+350%) e 2022 (+191%)
- H1 2023 in linea con 2022, pari alla somma del periodo 2018-2021
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MANUFACTURING ITALIA PER ATTACCANTE MANUFACTURING ITALIA PER ATTACCANTE 1H
2022 23

Cybercrime Cybercrime
100% 100%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Senza commenti: 100% causato dal Cybercrime sia nel 2022 che H1-2023 !
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MANUFACTURING ITALIA PER ATTACCANTE 2018 -1H 23
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MANUFACTURING ITALIA TECNICHE 2022 MANUFACTURING ITALIA TECNICHE 1H 2023

Multiple
Techniques
3%

Vulnerabilities
3%

‘
«"  Vulnerabilities

4%
Malware
64%

¢ Unknown
. 11%

Unknown
32%

Malware
83%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Come gia visto a livello globale, Tecnica principalmente utilizzata (83%) e
Malware/Ransomware, poi «Data Breach» (Unknown), a seguire poche
Vulnerabilita (0-Days) sfruttate
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MANUFACTURING ITALIA PER TECNICHE 2018 - 1H 2023

m 2018 m2019 m2020 2021 m2022 m1H 2023
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© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia
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MANUFACTURING ITALIA PER SEVERITY 2022 MANUFACTURING ITALIA PER SEVERITY 2022

Critical Critical
29% 29%

© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia © Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia

Anche da noi, attacchi con impatti critici vicini 1/3 sia nel 2022 e H1-2023
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MANUFACTURING ITALIA PER SEVERITY 2018 - 1H 2023
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Ed alcuni dati dal Report
Dragos ICS/OT CyberSecurity
Year in Review 2022

(approfondimento Ransomware)
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A proposito di Ransomware con impatto ICS/OT

Key Ransomware Findings

ok
87% 47

Ransomware attacks against Dragos tracked 35% more of all ransomware attacks targeted
industrial organizations increased ransomware groups impacting 437 manufacturing entities in 104
87 percent over last year. ICS/OT in 2022. unique manufacturing subsectors.

DRAGCS

SAFEGUARDING CIVILIZATION
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Ransomware con impatto ICS/OT per settore

FIGURE 4: RANSOMWARE INCIDENTS BY SECTOR « 2022

437 odis )

Manufacturing Engineering, Utilities

3 52 = 6

Food & Beverage  Mining

72% attacchi con impatto MFG in

104 Settori industriali dei quali:
e 9% Alimentari

e 4% Farmaceutici
e 3% Oil & Gas

Energy Telecom e 10% Metalli
iRy 27 a 2 o .
Pharmaceuticals Construction * 9% Automotive
) e 6% Elettronica e Semicond.
E 21 2 1 0 e =
Oil & Gas Maritime - Supply e 5% matriali edilizia
chain, SCADA . .
Iz 11 . systems, water e 5% costruttori macchine
Transportation treatment e 59 pIastica

Figure 4 shows that 72 percent of all 2022 ransomware attacks Dragos tracked targeted 437 manufacturing entities
in 104 unique manufacturing subsectors. Figure 4 also shows that nine percent of attacks targeted food and
beverage; five percent targeted the energy sector; four percent targeted the pharmaceuticals; three percent targeted
the oil and natural gas sector. Ten percent of victims were in metal products manufacturing, nine percent were in
automotive, six percent were in electronic and semiconductor, 5.7 percent were in building materials, 5.5 percent
were in industrial equipment and supplies manufacturing, and 5 percent were in plastics. See Figure 5.
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Ransomware con impatto ICS/OT per sotto-settore

FIGURE 5: RANSOMWARE BY MANUFACTURING SUBSECTOR
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Ransomware con impatto ICS/OT per area geografica

FIGURE 3: RANSOMWARE INCIDENTS BY CONTINENT « 2022

40+5=45% Americhe
32% Europa
(stimiamo 3-4% ltalia)

5.~ 32 0/0

Europe

18+3+1+1=23%

40% >
54 18% MEA/Asia/Oceania

North e 194 incidents AR i
247 incidents , : e
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v) .
\
Mlddle East ‘ﬁ ﬂ.\
17 incidents it
5%
South America 1 0/0
28 incidents Australia e »

S incidents | P 4

GClobally, 40 percent of the ransomware attacks targeted industrial organizations and infrastructures in North America,
for a total of 247 incidents; Europe is second with 32 percent or 194 incidents; Asia with 18 percent or 109 incidents; South
America with 5 percent; the Middle East with 3 percent; Australia and Africa each had 1 percent. North America remains
one of the most highly targeted regions by ransomware.
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Alcuni dati dal Microsoft Digital Defense Report (Oct.2023)

=" Microsoft

Microsoft Digital
Defense Report

Building and improving
cyber resilience
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OT/IOT/lloT esposti

46% 15

Of the 78% of loT devices We discovered
with known vulnerabilities on 15 new zero-day
customer networks, 46% cannot
be patched.

CODESYS runtime,

highlighting the significant risks

chain vulnerabilities to ensure the
security of critical infrastructure
and systems.

32%

25%

of OT devices on
customer networks use
unsupported systems.

57%

of devices on
legacy firmware are

15%

® Find out more on page 79 (® Find out more on page 81

***

CIu5|t

4\;2 e ltalians
;:!h afic

vulnerabilities in the

associated with not addressing supply

exploitable to a high
number of CVEs (>10).

Attacks targeting open
source software have

grown on average

142%

since 2019.7

() Find out more on page 84 ‘ i

(® Find out more on page 93
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78% loT con Vulnerabilita
conosciute, con 46%, quasi la
meta, senza possibilita di patch
(ovvero il 36%)

25% dei dispositivi OT usa SW non
supportato (senza possibilita di
patch)

96% applicazioni usa SW
componenti Open Source,

+742% dal 2010 di attacchi su SW
Open Source

57% firmare devce OT esposto a
piu di 10 CVE




Device ICS/OT vulnerabili e non vulnerabili (PLC ecc.)

Device vulnerabilities in industrial
control networks

Vulnerable: 78%

- 78% loT con Vulnerabilita conosciute:
46%, quasi la meta, senza
possibilita di patch (ovvero il 36%)

32% potrebbe avere patch (il 25%) T@t,i'ﬂf,ﬁfﬁ;ﬁﬂ

be patched
- 22% risulta non vulnerabile: (firmware no _ 46%
— longer supported)

. .
15% senza CVE conosciute Total vulnerable

7% con patch applicate devices with CVEs

that customers
could patch

Not vulnerable: 22%

Total devices o

Total devices
that customers
have patched

Source: Microsoft Defender for loT sensors A‘
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Alcuni dati dal SANS ICS/OT CyberSec Survey (Sept.2023)
SAN_S Analyst Program i

Survey

SANS ICS/OT Cybersecurity
Survey: 2023’s Challenges
and Tomorrow’s Defenses

Written by Dean Parsons
September 2023

QPSWAT.
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SANS ICS/OT CyberSec Survey - Demographics

Int <tati 701 CISO ch i Top & Industries Represented Organizationalsizeﬁ EEE EEE
ntervistati (C1S0 che ges .lsco.n.o Energy 8889{}%60@ small gﬂ EEEEEE
oltre 1760 Impianti industriali/Utility small/Medium

@, Information mml (1,001-5,000) EEEE

technology

. . . Medium ﬂ ﬂ & &
70 CISO Europei (10%) con 245 Impianti CHRHIHHIN (5,001-15,000)
-] [-Other { g ): i g } :
(14%) sy, B BB
@ Government QQQQQ{}Q .:L@:fieman 50,000) S
Oltre 60 Catego rle |ndu5tr|a|| Each gear represents 10 respondents. Each building represents 25 respondents.

Operations and Headquarters Top 4 Roles Represented

Security administrator/
Security analyst

Security manager or

director
ICS/OT cybersecurity
analyst
|
Other 1

Each person represents 10 respondents.

Figure 1. Survey Demographics
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SANS ICS/OT CyberSec Survey — Gravita Minacce percepite

How serious does your organization consider the current threats
to control systems cybersecurity to be?

50%

43.9%

40%

30%

24.8% 2 6%

20%

0% l

10% 6.7%

m
A o : C—
Severe/Critical High Moderate Low Unknown

Figure 2. Current Threats to Control Systems

. Jol,
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SANS ICS/OT CyberSec Survey — Da dove arriva attacco ?

* X 5

<Clusit

Associezione ltaliana
per la Sicurezza Informafica

What were the initial attack vectors involved in your
OT/control systems incidents? Select all that apply.

Compromise in IT allowed
threat(s) into OT/IT network(s)

Engineering workstation
compromise

External remote services

Exploit of public-
facing application

Drive-by compromise
Spearphishing attachment
Internet accessible device
Data historian compromise
Wireless compromise

Supply chain compromise

Replication through
removable media

Unknown (sources
were unidentified)

Other

38.4%

30.2%

24.4%

23.3%

221%

20.9%

20.9%

17.4%

12.8%

12.8%

9.3%

OOI

1%

4.7%
0% 10% 20% 30% 40%

U S - LT _ _ | v\

V|
SECURITY SUMMIT

Figure 4. ICS Initial Attack Vectors
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SANS ICS/OT CyberSec Survey — confronto budget 2021-23

Total ICS/OT Security Budget by Year
2021 2022 2023

0%
’ 210%

24.2% 24 4% 25.0%

141%
10.8%

191%

170%
10.2%

20%

15.3%

10%

1% 0
.5‘2% ) W
0,
0% We don't Less than $100,000 to S500,000 to S1 million to S2.5 million to Greater than
have one. $100,000 USD $499,999 USD $999,999 USD S2.49 million USD $9.99 million USD $10 million USD

\_/ . . .
Figure 9. ICS/OT Cybersecurity Budget Comparisons 2021-2023

2022-23: contrazione dei budget per OT Security ed aumenta chi non ha budget ?!
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SANS ICS/OT CyberSec Survey — Cosa nei prossimi 18 mesi?

Select your top three initiatives for increasing the security of control systems and
control systems networks your organization has budgeted during the next 18 months.

Yher Sesots and ConEoUETON. I :0.9%
cyber assets and configurations .
Implement anomaly and intrusion detection _ 121%

tools on control system networks :

Increased physical security to better

control physical access to controls R

systems and control system networks
Invest in cybersecurity education _ 75 5%
and training for IT/OT personnel ~

Increased consulting services to secure _ 22 7%
control systems and control system networks o

Implement intrusion prevention _ 7.0%
tools on control system networks -

Perform security assessment or audit of _ 20.7%
control systems and control system networks o
Implement greater controls for mobile ,

devices and wireless communications - ni%

Invest in general cybersecurity awareness )
programs for employees ICS/OT personnel R .o

Implement MITRE ATT&CK®; :
ICS frameworkfor ICS security . o
Implement the SANS Five ICS o
Cybersecurity Critical Controls .
Bridging IT and ICS/OT initiatives B o«
combine IT and ICS/OT SOC o
Introduce automation to reduce human .
errors for setting up and maintaining security N - =
Streamline and improve security .
for third-party access =
Implement an 1CS/OT SOC B s 5
Invest in ICS/OT specific tabletop y
incident response exercises 5~
Implement OT threat hunting capability o

Invest in sensor/actuator/level 0 security [ 3.3%

other Pisx
20%  30%  40%  50%  60%

** L' . Figure 10. ICS Cybersecurity ,
. in the Next 18 Months /
e c I t S PR Investments in t |
Clusi 2L ®
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9 novembre 2023

Security Summit

Streaming Edition

Security Summit Manufacturing
9 novembre orario 15.00-17.00

Modera: Enzo Maria Tieghi, CS Clusit

Partecipano:

*Prof.ssa Paola Girdinio, Presidente Centro di Competenza per la Sicurezza delle Infrastrutture Strategiche Digitali START 4.0
*Ing. Lorenzo lvaldi, UNIGE Dipartimento di ingegneria navale, elettrica, elettronica e delle telecomunicazioni — DITEN

*Giulio lucci, Presidente di ANIE Sicurezza

*Alessandro Manfredini, Presidente AIPSA e Direttore di Group Security e Cyber Defence del Gruppo A2A

*Simone Peruzzi, Enterprise Security Executive, Microsoft Italia
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SERVIZIO EROGATO IN AMBITO CYBERSECURITY

Audit tecnico, valutazione maturita tecnologica
(assessment)

Prova prima dell'investimento: assessment vulnerabilita

Consulenza su protezione proprieta intellettuale
Consulenza su accesso finanziamenti

Consulenza di innovazione tecnologica di processo e di
prodotto, networking e sensibilizzazione

Progettazione dell'intervento di innovazione

Micro e
piccole
imprese

100%

100%

70%

70%

80%

Medie
imprese

90%

80%
60%

60%
70%

40%

imprese

40%

30%

50%

50%

50%

30%

www.start4-0.it
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STRUTTURA ESEMPI DI MICRO E PICCOLE

SER SERVIZIO SERVIZI IMPRESE GRANDIMPRESE

Fino a 24 ore Formazior?e
cybersecurity: 100 % 80% 50%
FORMAZIONE concetti di base,
awareness,
Oltre 24 ore  8estione tavolo di 70% 60% 40%

crisi, normativa.

www.start4-0.it




