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Network

Endpoint

....Tecnologie future

Total network protection:
Intrusion prevention
URL filtering
Application control
Spam blocking
Al-powered anti-
malware
Cloud sandboxing
DNS-filtering
And more!

Unified Wi-Fi:
. Wi-Fi 6
OWE & WPA3
encryption
Diagnose, monitor and
report
PSA integration
IKEv2 VPN (RAP)
And more!

A Full endpoint suite:
Signatures and
heuristics
Contextual detection
Anti-exploit
Automated response
DNS filtering
Zero-trust Application
Service
Threat Hunting
Patch Management
And more!

Uniq

ue approach to MFA:
Mobile Device DNA
Push message

QR code,

One-time password
(OTP)

Authenticate right from
your phone

Fast VPN and Remote
Access

Hardware token
available
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La Sicurezza
informatica... Quali
necessita porta? Quali
portera in futuro? Un
solo prodotto non basta
perche l'infrastruttura
ha piu componenti... A
chi mi rivolgo?




Come orientare la scelta tecnologica?

- Un solo riferimento tecnico
(supporto, progettazione,
Servizi..)

- Gestione semplificata

- Visibilita reportistica/ compliance

- Integrazione

- Scalabilita

- Affidabilita

V|
SECURITY SUMMIT




Focus: Organizzazione, gestione, ottimizzazione....

.....Reportistica/Visibilita ... Flessibilita/Organizzazione

..... Semplicita )
plicta Automazione

..... Accessi controllati e sicuri .....Personalizzazione
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Network
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Total network protection:

. Intrusion prevention

. URL filtering

. Application control

. Spam blocking

. Al-powered anti-
malware

. Cloud sandboxing

. DNS-filtering

. And more!

rebox

Unified Wi-Fi:

. Wi-Fi 6

. OWE & WPA3
encryption

. Diagnose, monitor and
report

. PSA integration
. IKEv2 VPN (RAP)
. And more!

Endpoint

DNS

QO

A Full endpoint suite:

. Signatures and
heuristics

. Contextual detection

. Anti-exploit

*  Automated response

. DNS filtering

. Zero-trust Application
Service

. Threat Hunting

. Patch Management

. And more!

....Tecnologie future

@

Unique approach to MFA:
. Mobile Device DNA
. Push message

. QR code,

. One-time password
(OTP)

. Authenticate right from
your phone

. Fast VPN and Remote
Access

. Hardware token
available
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Come orientare la scelta tecnologica?

- Un solo riferimento tecnico
(supporto, progettazione,
Servizi..)

- Gestione semplificata

- Visibilita reportistica/ compliance w

- Integrazione

- Scalabilita

- Affidabilita
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@atc hGuard

Account Manager
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WatchGuard Unified Security Platform

Overview

WATCHGUARD SALES - SOUTH...
AlperLab-5P »

Fabrizio

GianlucaWa

beriz »

beria PolCs »

beria Pocs - Ajoomal ES »
beria PoCs - Ajoomal PT »
beria PoCs - Lidera E5 »

beria PoCs - V-Valley ES >
beriaSE_diogo.pata
“rova_GF_SP »

Stefano WG Italy

Dashboard

Monitor Configure Inventory

Device Firmware

34

Devices ready to upgrade now.

24 Fireboxes
10 Access Points

Multi-Factor Authentication
Allocation

74 of 90

|
16 Unallocated Term Users

Administration

Next License Expiration

25

Days until next expiration

To avoid interruption in service, you
need to renew the license before
2022-11-21.

Host Sensor Allocation

15 of 3,875
I

3860 Unallocated Host Sensors
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Subscribers

54

Active Subscribers

Pending Incidents

4

Incidents

B Critical O
High 0
Medium ©
Low 4

Service Providers

32

Active Service Providers

Dark Web Scan

Learn more about Dark Web Scan
privacy in the FAQ.

Scan data breaches for your user
accounts.




WatchGuard Unified Security Platform: Visibilita

b Devices g Today: 20221028

& GianlucaWG ~ : Monitoring/Logging/
®) FireboxV_GP Reporting degli 2EER STTITE, l o
apparati allocati nel ive Status > Yesterday

®= GP_AP130 )
B proprio tenant

®Y T55 M

Last 7 Days
®N t55gp
Web » ' B
A5t 14 Dany's
Traffic »
This h
Services *
=1 m
System Device »
. ° ° - - E Custom
Audit Logs Funzioni di Audit, Detail > N
Notifiche e reporting Compliance » Dashboard
Motifications -
. predefinite e query
Scheduled Reports temporale

Per Client Reports
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WatchGuard Unified Security Platform: Semplicita

Account Manager 5 Add Account

Q

Creazione nuovi tenant
Details intuitiva e guidata, con
identificazione tenant
WATCHGUARD SALES - SOUTH... .
O Hpertsbs > standard ( Subscriber) e

O overview

. Account Type S 1
2. "an7zi tenant strutturato ( ervice
% GianlucaWg Learn more about Account Types
G beria > ® subscriber (Recommended) (O service Provider P rOVI d e r)
@ iberia PoCs > DATA ZONE
@ iberia Pocs - Ajoomal ES > Your data will be stored in Europe.

@ Iberia PoCs - Ajoomal PT »

@ iberiz PoCs - Lidera ES » Contact

@ Iberia PoCs - V-valley ES »

%, IberiaSE_diogo.pata Add the contact information for the person who is responsible for this Cloud Account.

X
O rrova_GP_sP
Stefano WG Italy

vecomp_PoC

11

V|
SECURITY SUMMIT




WatchGuard Unified Security Platform: Semplicita

"
o @atc hGuard Dashboard Configure Inventory
@atc hGuard Dashboard Monitor Configure
Account Manager + hreste
Account Manager + reatsync
Threats Q
Aler
Cl PRODUCTS
PRODUCTS
Devices
Devices G Overview 1
O overview ‘
. i A WATCHGUARD SALES - SOUTH... | SERVICES
& WATCHGUARD SALES - SOUTH... SERVICES S e Activ
=1 - > H
O ~lperLab-sp > AuthPoint | active ale O Alpertab-sp Then AuthPoint
- s your )
q!? :abr.EiD Threat Detection Q!?‘ _abrLID ThI’EEIt DEtEE“Dn
A GianlucaWG Endpoints [4 &, GianlucawG Endpoints 3
g beria = g beria »
SHARED CONFIGURATIONS
© iberiaPocs > @O Iberia PoCs »
Access Point Sites
@ Iberia Pocs - Ajoomal ES > © Iberia Pocs - Ajoomal ES
- Authentication Domains
aria P < - Aloom T
© Iberia PoCs - Ajoomal PT » Dev
Firebox Templates
© Iberia PoCs - Lidera ES »
: VPNs
© Iberia PoCs - V-Valley E5 »

Menu principali di monitoring & configuration specifici
per i vari tenant con accesso diretto ai device e Servizi
allocati
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WatchGuard Unified Security Platform: Accesso sicuro

Account Manager + [ romnsason ) Possibilita di creare operatori di
peramrs C o .
Q| account accesso al tenant con vari livelli
O overven My Accourt di permesso, e attivare per
. _ - o iee e Licenze Details o o .
4 wacHeuARDsLes-sou | ciascuno di loro la protezione
@O slperLab-sp » - - Emal T . . .
A Trias multifattore al fine di rendere
4 Gianlucawe e e assolutamente esclusivo e
_ Branding o o
z z e ven oo certificato I'accesso al tenant e
aria PoCs *
© iberia Pocs - Aoomal 5 > Sl il relativo ambito di operativita
@ Iberia PoCs - Ajoomal PT » Certificates
@ Iberia PoCs - Lidera ES » —
@ Iberia PoCs - V-valley ES » : ) N
— Logs Mo Access

A IberiasE_diogo.pata
Motifications administrat
© Prova GP.SP > Administrator
Scheduled Reports

Stefano WG Italy Analyst

vecomp_PoC Observer

£ 3

Multi-Factor Authentication (MFA)
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WatchGuard Unified Security Platform:
Flessibilita/Organizzazione

e

i '|.."|I,|'E|E'-|'|-'I§t':r-| - Organizzazione per g Hper_ah-gl: 5 Account
= AP330 2021 _Demo gruppi dl device . AlperLab-5P (My Accou... standard ed
sotto unico tenant ] o account
= AP4A30CR_2022-Demo X AlperWebinar-UsSP Service
£ WiFi-Demo :
®0 1500 2021-Demo provider per
clienti
strutturati con
piu sedi

Flessibilita massima: Scalabilita illimitata per numero di tenant e numero
di device, non legata al licensing
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WatchGuard Unified Security Platform: Automazione

Report Description

Schedule report Firebox

r O =

ol

re:c*t£|
Product or Application
@ Fireboxes

() Access Points

Alert Details

Devices

NE

Device Alarms

Delivery Method

usit

1 '-'-!-l'll.ln.'.' ILIFIE FdEdl u:u'-l il

***

Select the Fireboxes you would like the reports to run on.

(O All Fireboxes

@® Individual Fireboxes

(] [ GianlucawGg ~
[ ® Fireboxv GP
0 @ 155 M

(] @ ts55gp

Reports

Select the Firebox reports you would like included in your scheduled report.

Select Al Clear All
Executive Summaries ~
[ Executive Executive
Summary Dashboard
Web ~
Most Active (] Most Popular [] web audit
Clients Domains

[ web Activity

15

V|
SECURITY SUMMIT

Schedule Report

Select the date, time, and frequency to run this scheduled report.

Daily
Daily
Weelkly
Maonthly

Run Mow

(UTC) Coordinated Universal Time

Automazione: invio report e notifiche

schedulate con programmazione e
differenziazione di piu task




WatchGuard Unified Security Platform:

Personalizzazione

Branding

You can customize WatchGuard Cloud services to reflect your company brand. For example, you can upload custom logos and images, customize the reply-to email address and

company contact information.

Images must be JPG or PHNG file

Images

Company Logo

This image appears where a small
rectangular logo is used, such as the
WatchGuard Cloud login page, report
headers, emails and splash page. For best
results, this image should be
approximately 300 x 200 pixels. The
maximum file size is 250 KB.

W’

G

Drag and Drop File

. For best results, see spedific image sizes below.

Background Image

This image appears where a background
image is used, such as on the AuthPoint
IdP portal and splash page. For best
results, this image should be
approximately 1900 x 1220 pixels. The
maximum file size is 2 MB.

Drag and Drop File

Thumbnail Image

This image appears where a very small
logo is used, such as a tab in 2 web
browser or an AuthPoint token. For best
results, this image should be
approximately 200 x 200 pixels. The
maximum file size is 250 KB.

¢

W

O

Drag and Drop File
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Customizzazione dei portali di
accesso, autenticazione e delle varie
mail di delivery



WatchGuard Unified Security Platform: Next Step....

XDR!!

ey e
nCienis.
LEVICES

ers

]
T 4
T i o

SO " Gelectall  1selected X
104 - Persistence and Privilege escalation through accesibility features m =
i Suscriber name B Server name

Malicious IP

-\.'i:. Cuscribeer name M 65.198,17.20 0OLIss HTTP 1

Advanced Security Pelicy - Program blecking by name w
__i. Suscritser name = Server name : USer marme

Exploit - Exploit/Dumplsass  Jole st i) *
.i‘,iwcr-:-nr name = Server name WINDOWS! |sass EXE

Malware - W32/Exploit.gen  [L409050 g
¢i: Cuscrifeer narme B Server name  fusrsbinfvulnerability. py

Intrusion attempt - EXPLOIT IBM Lotus Notes Lotus 1- 2-3 Work Sheet File Viewer Buffer Overflow (CVE-2007-6593) [Ll ol 14 . h

M 691981720 HTTP

(DELETED)

fusrishinfvulnerability.py

,i1 Suscrileer name

PUF- I-I.ad;h.ing'l'wlll‘l.l'ulnqra‘hilitys.:anner

L
. Suscriber name B Server name

Virus and ransomware - Generic malware LIELETER

L n
s USEM NAME

___iJ Suscribeer narme = Sereer naame LSEr narmie CADocuments\AAABRL_1oddScT IH.zip

Hacking tools & PUPs - Generic malware

_11 Suscriser name Sefver name ChDocuments\AAABD_ LoddBeTIH.zip

Spyware - Generic malware m

i' Suscriber name

Phishing

x - - = - . .. [ P - R .-

= Server name 1 User name ChDocuments\AAABC_LoddScT1H.Zip
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D File

Path

MDS

“ Device

Device
Device type
IP address

Group

E Device
Device

Drevice type

IP address
Group

Logged-in user

PROFILE[\downlaads beyand_compare_3.1.1104_crack _downloadersxe

2074070B0OTFIDEER1ITABDS22F54907

* Demo-2018-M400 (Serial: B0DAD27895142) §F
Firenio
192.168.0.1 F

AlNUSASuSCriber TVT

= WIN_SERVER 1 §

Cerver lalate denice
192.168.087 §
AINUSAVSUSCTIE  Block IP

MNT AUTHORITYSYSTEM

{@ Metwork Connection details

Source interface

Source IP

Source port

Destination interface

Destination IP

Trusted
10,148.52.6

2bdi]

External-Frimary

59.198.17.20

Py

F
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CONTATTI RELATORI

GIANLUCA PUCCI
GIANLUCA.PUCCI@WATCHGUARD.COM
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