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Evolving threat landscape In
Europe

H2

EFurope was the second-most attacked
geography worldwide in 2022

28%

of attacks in 2022 occurred in the
European region, up from 24% in 2021
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Top actions on objectives

Malware - Backdoors
Malware - Ransomware
Tool - Remote Access
Server Access

Business email compromise
Malware - Cryptominer
DDoS

Tool - Credential acquisition
Malware - Web Shell

Tool - Reconnaisance or scanning
Malware - Maldoc

Malware - Downloader
Malware - Bot

Malware - Loader

Malware - Worm

Spam Campaign

Email thread hijacking

Tool - Data Exfiltration
Malware - keylogger

Malware - Point of Sale

Sources: 2023 IBM X-Force Threat Intelligence Report;
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-ndpoint security: more timely, more challenges

— Traditional antimalware approaches rely on finding “Endpoint security continues to be one of
what's known (known signatures) the most requested core topic coverage
areas... because the endpoint Is often a
— Attackers target unknown (fileless/ransomware) target of attack, attacks becoming more
sophisticated, and endpoints getting
— Poor VISIbIlIty and zero-day attacks more and more diversified.”

— Attackers are manipulating legitimate software and Gartner, Guide to Endpoint Security
files to hide their presence Concepts, Dec. 2020

— Rise in complexity of malicious and automated
cyber activity
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Why Endpoint

Detection &

Response?

ANTI VIRUS BEST-IN-CLASS EDR
+

Basic Protection Behawo_ral Thre_at L _and CERT IT Audit
Analysis Hunting Compliance

Supply chain attack detection
Heuristics based detection

Proactive threat hunting

Organizational visibility
Post-breach investigation

Remote endpoint isolation
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Audit

\

Block and quarantine

/

@ﬁ

Real-time console to endpoint

Incident response

Signature (I0OC) based detection
Regulatory compliance

Detecting known APT

Future-proof detection without updates
Static analysis

Unknown and advance malware

Behavioral analysis



IBM Security ReaQta in action:
Early detection of malware

E % rook_rw.exe @ # x EQ cmd.exe O $ x
405.5kB Size 283 kB
Privilege Level MEDIUM Privilege Level MEDIUM
By Ieve raglng AI and aUtomatlon dlreCtIy On the ~~ c2d46d256b8f9490c9599%eal 1ecef19fde/d4fdd2dea93604 ~H b99d61d874728edc0918caleb10eab93d381e7367e37740
endpoint, ReaQta helps in detecting a wide range of  |BuGEEGCEG—_—G——— e
malware/ransomware and actively mitigate in near e el
real-time DIOIOICIC i 0 ®
Key capabilities 7784
— Detects unknown malware/ransomware variants 260 B
using a behavioral engine c exe 9808
— Analyzes file activities and access, if an = e <rt e
encryption attempt is detected and the process explorer exe rook_rweie conhostexe
chain is suspicious, the process is blocked, and O
the encrypted files are restored in real-time O~
t'a Ransomware Behaviour ® # x | %« Mitre Events (1) 5 X
c:\users\» \desktop\rook_rw.exe E x Time 2021-12-28 11:12:41
c:\users\w\desktop\ installer\check_rqa_int @ fie ) Fxﬁﬂr?tion

ernet.xml
F c:\users\ \desktop\private.ixt
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What makes ReaQta a ditferent endpoint protection solution?

Undetectable —— | NANOOS
by D@S.gq — Live Hypervisor-based monitoring
Customized ADVANCED
Threat Ftﬂtiﬂg THREAT HUNTING

DeStra (Detection Strategy) scripting

Can Help Reduce False
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Positives by 80%+
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CYBER ASSISTANT
One-shot learning system
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