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Active Directory e la Chiave di volta

Active Directory
Provider primario di
autenticazione e

aCCesso

Dati strutturati
utilizzati per ricerche e
analisi di business

Dati non strutturati
utilizzati per
comuhnicazioni interne
ed esterne all’azienda

Applicazioni

Computer, tablet,
smartphone utilizzati
per consumare le
risorse di business



Senza Active Directory ...

... Tutto il resto cade a pezzi

|
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Active Directory / Azure Active Directory — Quali strategie di
protezione mettere in campo?

Gestione ciclo di vita User-Account

&
Account privilegiati =
A
I
|
@
Accesso Role-based Delega amministrativa granulare

Auditing

y |
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Mettere In Sicurezza e Gestire Active Directory / Azure Active
Directory con One Identity Active Roles

p & % [l K

. Automated Track all Overcome native A unified tool for
Least-privilege KF] d - : : :
Admin access workflows an admln_ls_tratlve aud|t_ar)d r_eportmg manggement and
approvals activities limitations security of AD/AAD

Close security holes, reduce risk, achieve compliance

V|
SECURITY SUMMIT




Analizzare regolarmente gli Account Q

1. Generare una lista di user accounts - si tratta semplicemente di eseguire qualche comando in
PowerShell, un esempio e reperibile qui: https://www.ultimatewindowssecurity.com/tools/Output-

ADUsersAsCSV/
A B C E F G H I J K L M N O P Q R S
Canuser |
change Does Account Has user
E-mail |Job password |password || Is account |Expiration |Last Log-on |ever logged
1 |Distinguished Name |Display Name |SAM ID Description |Office |Phone |Address |Title |Dept |Org |Company |Manager |? expire? |ldisabled? |Date Date on?
2 |CN=Administrator,CN=Users,DC=mt| Administrat| Built-in account for administering the computer/domain Yes Yes No 10/13/12|Yes
3 |CN=Guest,CN=Users,DC=mtg,DC=lo{Guest Built-in account for guest access to the computer/domain Yes Yes No
4 CN=krbt§t,CN=Users,DC=mt§,DC=lo< krbtgt Key Distribution Center Service Account es Yes Yes No !
2. Filtrare i risultati per trovare account che no conformi alle security policy

- password senza scadenza
- includere criteri di filtro per eliminare eccezioni (es. service accounts)
3. Analizzare la lista risultante ed effettuare le opportune azioni di bonifica

* X 5

* ®
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Analizzare regolarmente gli Account con Active Roles

Q Diane Koehler l Proportice |
¥ In folder: titancorp.local/Quest Team OUjKoehler/Users

a -

- Violationin City
Active Roles consente di Property value:  Phiadelphia fedfl |
comparare la configurazione e et e e e ST

lo stato degli oggetti di AD con

.
un modello, che fa riferimento

Policy description: Validates the 'City' property values for '‘User’ objects

. . . Policy rule: POLICY: 'Basic Attribute Standards' RULE: 'City' must be 'New York' (default value) or 'Chicago’
d I I S p 0 I I Cy azien d d I l. or 'Los Angeles’ Upon object creation, this policy generates default value: Yes
Policy Object: Basic Attribute Standards [block policy inheritance] [properties]
Applied to: Users (titancorp.local/Quest Team OU/Koehler) [properties]

- Violation in Telephone Number

I risultati di questo confronto e

p 0SsSON0O essere Vv | sSua I | ZZAa t| on- Violation: Corporate policy violation. The 'Telephone Number' property value does not conform to corporate
. policy. The specified value '215-555-1233' does not conform to policy requirements.
demand sulla console o tramite
. . . . . B Details :
report schedulati e inviati via g
. Policy description: Validates the ‘Telephone Number' property values for 'User' objects
emal I . Policy rule: POLICY: 'Basic Attribute Standards' RULE: 'Telephone Number' must be '+1 ({3 required [0-9]}) {3
required [0-9]}-{4 required [0-9]}'

Policy Object: Basic Attribute Standards [block policy inheritance] [properties] et
Applied to: Users (titancorp.local/Quest Team OU/Koehler) [properties]

* X 5
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Associare gli Account alle Identita

Esistono varie opzioni per creare un link tra gli
Account ed il database HR

- utilizzare l'attributo Employee ID ]
- utilizzare il campo Description
- inserire la matricola nel logon name

ONEIDENTITYAAdministrator

Published Certificates Member Of Password Replication  Dialin  Object
Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization
Remote Desktop Services Profile COM+ Attribute Editor

Attributes:
Attribute Value 2
division <not set>
dLMemDefault <not set>
dLMemRejectPerms <not set>
dLMemSubmitPerms  <not set>
dnQualifier <not set>
dSASignature <not set>

dSCorePropagationD... 18/01/2023 22:01:08 GMT Standard Time; 2-
dynamicLDAPServer <not set>

employeelD A29873

employeeNumber <not set>

employeeType <not set>

enabledProtocols <not set>

expirationTime <not set>

extensionAttribute1 <not set> N

< >
Edit Filter

Cancel Apply Help

[

* X
X *

.Clusit

spciazione laliana

per la Sicurezza Informaftica

SECURITY SUMMIT

14!

Published Certificates Member Of Password Replication  Diakin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor ol

General Address Account Profile Telephones Organization
Beatrix Kiddo
&
First name: Beatrix Initials:
Last name: Kiddo
Display name: Beatrix Kiddo
Description: A29873
Office:
Telephone number: Other...
E-mail:
Web page: Other...

ASTREA
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Associare gli Account alle Identita (persone fisiche)

con Active Roles

Attraverso le Policy di Active Roles
e possibile imporre che TUTTI gl
Account abbiano |"attributo
Employee ID valorizzato secondo
un determinato formato

General | Controlled Property | Policy Rule | Policy Description

Nescriotion:

Validates the 'Employee ID' property values for 'User’ objects

Policy ID: 76de53c7-93d0-4c11-9885-d95fa203a002
Error message returned by this policy:

Corporate policy violation. The 'Employee ID' property value does
not conform to corporate policy.|

N

To generate default description and error message,

dick Restore Defaults.

y |
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Rilevare la presenza di nuovi Account

- Gli attaccanti tipicamente creano account
da usare come backdoor

- Tracciare la presenza di nuovi account €
fondamentale ma e spesso un’attivita
onerosa

- L'ideale sarebbe riuscire a tracciare un
account al momento della sua creazione,
identificando ad esempio: Chi ha effettuato
la creazione? Perche?

R A :' L g
o ARG
LU AR S,

* X %
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Rilevare la presenza di nuovi Account

- Cerca re nei Secu rity Iogs del domain Event ID 4720|- A user account was created
controller I'evento 4720 Subject:

Security ID: ACME-FR\administrator _
- Analizzare l'attributo WhenCreated

Account Name: administrator

. -1 Published Certificates = Member Of Password Replication Dialin  Object
Account Domain: ACME-FR = . . .
B Security Environment Sessions Remote control
)4  General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM+ Attribute Editor
0x20f9d New Account:

Controllare:

Security ID: ACME-FR\John.Locke

o |1

Logon ID:

Attribute Value A
Account Name: John.Locke

- Esistenza di un ticket o di uSNCreated 4797005

. . . - Account Domain: ACME-FR uUSNDSALastObjRem... <not set>
documentazione in grado di validare etributes. USNmerste  <not s
- ributes: uSNLastObjRem <not set>

Ia creazione SAM Account Name: John.Locke uSNSource <not set>
versionNumber <not set>

Display Name: John Locke wbemPath <not set>

- Corrlspondenza degll attrIbUtI User Principal Name: John.Locke@acme-fr.local
ri S p etto a I I a n a m i n g CO nve ntio n whenCreated 24/07/2022 21:19:32 GMT Standard Time
definita E— '

wellKnownObjects <not set>

x500uniqueldentifier <not set>

- Conformita con standard e policy di ‘ .
creazione degli account 1 s

OK Cancel Apply Help

* X 5
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Rilevare la presenza di nuovi Account con Active Roles

Active Roles agisce come un firewall virtuale
a protezione di Active Directory / Azure AD

¥ Workflow Start Conditions

A t " R | Workflow Start Conditions
C I V e O e S Specify the conditions that cause the workflow to start
User IifeCyC|e Automation ’@\ Operation Conditions
management _
g P workflow \ X/ Operation that starts this work flow: Create
T arget object type: User
Select Operation. ..
Approval Scripting
% % % . "
workflow — e o e Initiator Conditions
ce nte r Workflow starts upon an operation request from:
Initiator | Container

On prem AD @ Any User Active Directory

__Full audit

Access control — i3l , = :
tria ‘ Add... H Remove ‘

A
AL

Policy _
enforcement “Self-service | Configure Fiterng... |

Filtering Conditions [0 ptional)
You can configure filtering conditions to start the workflow only if those conditions are fulfilled

8 x ¢ O

OK | Cancel

Virtual Firewall

y |
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Automatizzare i1 processi relativi al Ciclo di vita degli Account

E’ necessario automatizzare il piu possibile i processi coinvolti nella
creazione degli account allo scopo di ridurre la probabilita di errori umani.

Configure

Add employee to HR system

Create user account in Active Directory, Azure AD
Location, Unique Name, Strong Password Generation

Create Exchange mailbox
Controlled Store Selection, Alias Generation

Create home directory
Location, NTFS permissions, Share permissions

Add user to groups
Security and Distribution Groups

Assign permissions, 0365 License, 0365 Roles

Create user accounts connected systems
Send to meta directory, Unix/Linux, etc.

Inform the Business

E-mail to IT, Service Desk, Management Facilities, etc.

O Jo ol WDN K

el el
B WM R oW
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New-ADUser —-Name ‘randyjones’

-SamAccountName randyjones - AccountExpirationDate 01/01/2030
-GivenName ‘Randy’ -Surname ‘Jones’

-DisplayName ‘RandyJones’

-Path ‘CN=Users,DC=acme, DC=local’

— EmployeeID ‘93299’

-OfficePhone ‘27884’

—Title “CEO"

Enable-Mailbox -Identity acme\ randyjones -Database DatabaseOl

Add-ADGroupMember Groupl acme\randyjones
Add-ADGroupMember Group2 acme\randyjones

A T R E A Advanced Seourty, Taning
Reseaxch Evests Agency



Automatizzare i processi relativi al ciclo di vita degli Account con Active
Roles

Location, Unique Logon Generation, Strong Password Generation,
Remote Access

Location, NTFS permissions, Share permissions

& N ; Controlled Store Selection, Alias Generation

Active Roles
HR System
° J i
- Joiner 'S
e Leaver
Automated

y |
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Gestire gli Account "dormient

L'attributo /astLogonTimestamp puo essere utilizzato per interrogare i domain controller e rilevare la
data dell’ultimo logon, che aiuta nell’identificazione degli account “dormienti”. lastLogonTimestamp ¢
esposto dalla commandlet Get-ADUser con la property LastLogonDate

28 Slist = Get-ADUser

29 -Filter *

30 -SearchBase $args|[!]

31 -server $args([?]

42 -Properties DistinguishedName,DisplayName,SamAccountName,EmployeeID,Description,Office,

OfficePhone,EmailAddress,Title,Department,Organization,Company,Manager,
CannotChangePassword,PasswordNeverExpires,Enabled,AccountExpirationDate JLastLogonDate

-

logonCount
1 Distinguished Name Display Name SAM ID Last Log-on Date ever logged on?
2 | CN=Eric Parietti,CN=Users,DC=11D,DC=Lab Eric Parietti eric.parietti
3 | CN=Patrick Hunter,OU=ACME,OU=1ID,DC=1ID,DC=Lab Patrick Hunter patrick.hunter 14/10/2019 16:49:33
4 CN=SG_TempDomAdmin5,0U=Safeguard Managed Priv Users,0U:SG_TempDomAdmin5 SG_TempDomAdmih5 14/09/2020 16:27:56 Yes
5 CN=Tony Brown,0OU=Password Manager,OU=1ID,DC=1ID,DC=Lab Tony Brown tony.brown 15/01/2021 14:02:49 Yes
6 CN=Maurizio Ostinet,CN=Users,DC=11D,DC=Lab Maurizio Ostinet mostinet ADM 15/01/2021 18:38:32 Yes
7 |CN=Domain Admin 3,0U=SafeGuard Accounts,DC=1ID,DC=Lab Domain Admin 3 domain_adm_3 19/03/2022 22:07:32 Yes
8 CN=Domain Admin 2,0U=SafeGuard Accounts,DC=1ID,DC=Lab Domain Admin 2 domain_adm_ 2 28/11/2022 19:30:09 Yes
9 CN=Elia Mariani,CN=Users,DC=1ID,DC=Lab Elia Mariani emariani 16/02/2023 07:18:44 Yes
10 CN=Samin Bolouri,CN=Users,DC=1ID,DC=Lab Samin Bolouri sbolouri 28/02/2023 18:06:23

* X 5
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Gestire gli Account "dormient

Active Roles automatizza le
procedure che identificano e
gestiscono gli account “dormienti”,
incluse classificazione,
discovery e remediation.

* X o
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“Search” Activity

Queres for objects in the directory and provides the search results to child activities

Define where to search and what to search for

Scope and filter Jse this activity t

Search in the Organizational Unit or container

Search in the Organizational Unit or container

tkancorp (in local)

When searching the Organzational Unit or container

@) Retrieve any cbjects heid in the Organzational Unkt or contaner

Search options

Retrieve only these Exchange recipients:

All recipionts

Retrieve only inactive user accounts:

Account is conaidered inactive § & meets any of these condtions

Account has not logged on in the past 90 davs

Account’s password has not

CNAN0ed I the Dast 20 Cavs

Account expred more than 30 days Defore the Current date

AND group (ol of these conditions are true)

f"’,f'{’p’(l cescrphon does not contan

V|
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C) Retrieve only mmediate chid objects of the Organzational Unit or conti

con Active Roles

In:

Exchange | Inactive accounts iExpnng accounts

[V Retrieve only inactive user accounts

Account is considered inactive if it meets any of the selected conditions:

. [ [
IV Account has not logged on in the past 905 days

IV Account's password has not changed in the past 905 days

30= days before the current date

V' Account expired more than =

A T R E A Adanced Seourty, Tianing
Reszaxch Evests Agency



Account NON umani

Le applicazioni fanno uso di account di servizio, I
cosiddetti service account, che spesso sono in
grado di accedere con privilegi elevati ai sistemi e
costituiscono una fonte di rischio elevatissimo
per varie ragioni:

- Lo scopo dell’account spesso e sconosciuto

- La password dell’account tipicamente non
viene mai aggiornata, spesso per paura di creare
impatti sull’operativita dell’applicazione

- L'account ha la possibilita di effettuare logon
interattivi

|
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Gestire Account NON umani

Da dove iniziare?

- Identificare I'account (prefisso nel logon name,
inserimento in OU ad-hoc, tagging attraverso
attributo in AD)

- Documentare lo scopo (a <cosa serve)
dell’account utilizzando i campi Description o Notes
del profile

- Designare un owner: account umano o Gruppo
AD che corrisponde al team responsabile della
tecnologia che fa uso dell’account

|

Come proteggerli?

- Determinare i sistemi sui quali I'account e stato
utilizzato attraverso l'analisi dei security logs di
windows

- Limitare i permessi di logon interattivo degli
account non-umani attraverso le GPO in modo da

impedire abusi perpetrati da un attaccante
utilizzando accessi via console o RDP
- Utilizzare le funzionalita legate agli oggetti

Managed Service Accounts (MSA) e group Managed
Service Accounts (gMSA) in grado di operare la
rotazione automatica della password

SECURITY SUMMIT



estire Account NON umani con Active Roles

Active Roles, attraverso workflow e report
comparativi, € in grado di imporre e validare
che tutti gli account non-umani siano
configurati in modo conforme con policy e
standard aziendali

@ hitp://dc01.oneidentity.demo:221/R O ~ & || @ Policy Compliance - Report... >

Home > Active Roles > 7.4.0

SQL Server Reporting Services

~4 Policy Compliance

4 NewFolder |« J NewDataSource = kyReportBuilder | (4 Folder Settings ¢ Upload File
v &) Managed Units A . . .
P s saseenmsmoseralll \otification of managed object excess (Template)
> 5@ Builtin By copying this template workflow, you can create an automation workflow that checks the number of managed objects in a certain area and sends e-mail notification if that 1 H 1 1 H
v Policies number exceeds a certain threshold. Use the "Copy" command on this template workflow to create a new workflow definition, and then adjust the workflow parameters and Objeds V|0|atmg POhcy RUIeS T Men-wl e .
Q y ’ S " a o o , o & hitp://dc01.oneidentity.demo: P~ C || @ User Account Management...
» & Administration configure the notification activity in the newly created workflow definition. You cannot make changes to the template workflow. = LlStS dl recto W 0 b JeCtS a nd th elr propeme ey ——— s S T ——
v (@ Vj\]lol;kflliw 0 This workflow s disabled. Choose time period: [Last 3dsys  v|  OUnsmelke (mutivaloed) [ |w
v [z} Builtin

=| Approval by Primary Owner (Mat .| Workflow options and start conditions Madnll abohei m— L

|&| Approval by Secondary Owner
53 Clean up inactive computer acco
> |48 Clean up inactive user accounts
3 Notification of managed object
> @ Script Modules

> (& Domain Controllers
| ForeignSecurityPrincipals
» (3 Keys
> 3 Managed Service Accounts

Drag activities to the surface on the right.

Type a name to find

- Basic activities

&3 If-Else

(W Stop/Break

<

Drop Activities
Here

!

@& http://dc0].oneidentity.demo:231/R O ~ & || @ Obsolete Accounts - R

Home > Active Roles > 7.4.0 > Active Directory Assessment > Users

SQL Server Reporting Services

User Account Management

User Creation

12 25
> &i Server Configuration ’ 1 2
v & Active Directory Notification 5 08 2 15
X R = [ Check object count ] S g6 S / \/
v @ oneidentity.lab ' : $
3 Builti = =
uiltin : 05
&1 Script Count exceeds the threshold No excess 02
» 2 Computers 0 0
03/19/20 8:30 AM  03/19/20 9:30 AM  03/19/20 10:30 AM 03/19/20 8:30 AM  03/19/20 930 AM  03/19/20 10:30 AM
> & Defender

03/19/20 9:00 AM  03/19/20 10:00 AM  03/19/20 11:00 AM

User Deletion

= Users deleted

User Modification

~— Users changed

03/19/20 9:00 AM  03/19/20 10:00 AM 03/19/20 11:00 AM

Changes to Group Memberships

| =~ Users added 10 groups

—— Users removed from groups

* X
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M ‘ —a Obsolete Accounts , ‘
> @ Microsoft Exchange Security Groups = Add . € 08 2 gt
Report Section 2 S 08
v & PROD @ 06 S
, 'S i £ e 06
> @8 AMERICAS (4 New Folder 4. New Data Source & Report Builder 4 Folder S £ o o
> @ APAC 5 All discontinued user accounts S Deprovisioned user a e g
- z L 3 0 g
2 EMEA Object management Iﬂ g 2 - : : " j . i 0311920 830 AM 03119120 9:30 AM 0319120 10:30 AM 03/19/20 8:30 AM ~ 03/19120 9.30 AM  03/19120 10.30 AM
v . @ AUT mill| Disabled accounts, expired accounts, loc wmill| This report lists deprd 031920 900 AM 0319720 10:00 AM  03/19/20 11:00 AM 03/19/20 900 AM  03/19/20 10:00 AM  03/19/20 11:00 AM
» & Computers 1. Expired user accounts b Inactive user account
> & Groups 5 Stop Search %I An account’s expiration date is an import The system stores th
> & Users
> & DEU
> @ ESP . 3 Active Roles Community 1. User accounts with expired password
p o & FRA N mall| For the purposes of security, a Password

V|
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Adottare un approccio “least-privilege” per I'accesso degli
amministratori ad Active Directory

Active Directory consente all’account di domain admin di delegare privilegi di amministrazione su
specifiche OU. Tuttavia questo modello amministrativo presenta importanti limiti:

o Attivita di amministrazione banali e di routine s ‘ .

(es. password reset, creazioni di nuovi utenti / Completing the Delegation of

sblocco di utenti) richiedono tipicamente un @ Vit have suoooesly complsted the Delsgaton o Conka

- - - = I hh';-. iz

eccesso dl prIVIIegI { ' i the foliovang Actree Dinsciong folder: :]
o Probabilita elevata di presenza di errori e g localsers

= - - - = - The groups, useis, of compilers 1o which pow

situazioni di inconsistenza pave gvin coriol e

. . . . . . . Help Dezk [MTGYHekp Desk)

o I tentativi di assegnare privilegi in modo You chose o delsgee the foloning tasks: .
granulare portano ad una perdita di visibilita in Rlsat userpasswords and force password change ot |
merito a CHI ha accesso a QUALE risorsa To close th waard, cick Finich

¢ Back Firesh Carcel | i |

***

Clu5|t 7 |
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Adottare un approccio “least-privilege” per I'accesso degli
amministratori ad Active Directory con Active Roles

I “ruoli” in Active Roles sono abilitati con gli Access
Template che rappresentano una collezione di
privilegi caratterizzati da un livello di granularita
molto elevato ed applicabili a qualsiasi porzione
dell’infrastruttura AD. La delega dei privilegi
consiste nell’associare Access Template a Trustee
(Gruppi o Account delegati) e Directory Object (lo
Scope, es. OU)

Name

‘?\ QUs - Create OUs

‘?\ QUs - Full Control

$\ OUs - Modify All Properties

$\, OUs - Read Al Properties

‘?% Printers - Full Control

%\, Printers - Modify All Properties

‘?\ Printers - Read All Properties

R\ Shared Folders - Full Control

‘?\ Shared Folders - Modify All Attributes
%\, Shared Folders - Read All Properties
"ék Users - Create User Accounts
Delete User Accounts
Full Control

Help Desk

Modify All Properties
Modify Personal Data
Modify Picture

Move User Accounts

‘q’i\ Users -
R Users -
ﬁ-\ Users -
‘?% Users -
?\ Users -
‘5‘\ Users -
‘9’1\ Users -
‘?\ Users -

(=) -

Pager & Cell Phone Numbers

Type Description
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template
Access Template Reset user |
Access Template View and
Access Template Manage a |
Access Template View or ch3
Access Template Move user

Access Template View and

Links for: Users - Help Desk (Access Template)

Trustee Access Template

Links for: HelpDesk (Access Template)

Trustee Access Template

Directory Object

oneidentity.demo/Groups/SEC-HelpDesk ‘ﬁ'\ HelpDesk

% Configuration/Managed Units/Europe HD

* X 5

*
«Cl
*

X 4k

.t
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Directory Objs

Create new Organizational Units, view all properties of Organizatio...
Create new Organizational Units, perform all administrative operat...

General | Permissions | Nesting | Object | [4 Administration |

Access Template permission entries:

Apply To

Type Permission

@ iAllow List Domain

Domain

Managed Unit
Managed Unit
Container
Container
Organizational Unit
Organizational Unit
User

User

User

@, Allow  Read All Properties

Q, Allow List

@, Allon  Read All Properties

Allow  List

@, Allow  Read All Properties

@, Allow List

@, Allow  Read All Properties

@, Allow List

@, Allow  Read All Properties

Allow  ResetPassword

@, Allow  Write User Password

Allow  Write edsaAccountlockedOut
@, Allow  Write pwdLastSet

@, Allow  Write User Must Change Pa...

User
User
User

ASTREA
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Adottare un approccio “least-privilege” per I'accesso degli
amministratori ad Active Directory con Active Roles — Interfacce Web

@)N E I D E N T I T Y ‘ACtive Roles % Feedback © ActiveRoles 7.4 ~ Q & Roger Foster

A  Home Views T Germany (objects found: 58) i,oo Addie Jorgensen - Deprovisioned 9/7... =
éfa Directory Management = Synchronize & Refresh Active Directory | oneidentity.demo / Enterprise | Users Deprovisioning Results
Q Search v [ Active Directory = Filter Y Undo Deprovisioning
Approval v il oneidentity.demo . - ’ FnableAccount
£ Settings v 53 Enterprise O Name Description T Reset Password
. . . . — ie Jor, Move
Active Roles mette a disposizione delle ‘o= e eprym—
. . . . o ® Antonio Gi Member Of
interface Web, in alternativa alla classica - v —ryree
= - LY - %] Germany . ” hange His
console MMC, di semplice utilizzo, 0 4 e
= . . . & Brian Camp
particolarmente adatte per tipologie di S, 0 3 srncun
[ - - - e LI.CPEH: Carl Janke
utenti quali operatori di Help Desk o HR. — A oo
> O e O & Charles Deleo ; ,FL o
O & DaneNowak
f:a Ad-dle Jorgensen - Deprovisioned 9/7/2022 Establish E-mail Address
9/7/2022 3:01:32 PM Th t dep I jer th

y |
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Just in Time Privilege

Attraverso l'integrazione nativa tra Active Roles e
la soluzione PAM di One Identity e possibile:

(ONE IDENTITY

« Applicare la logica Zero Trust agli Account
Privilegiati di AD

‘ ®
AD Windows
AD-Joined *nix |

Active Directory

Windows Admins

UNIX Admins °

Other Admins

« Garantire che i Privilegi siano assegnati
esclusivamente al momento della richiesta

¢eJ¢oTco

- Revocare i Privilegi quando non sono piu

necessari @ one n @

- Disabilitare gli Account quando non sono utilizzati

DeleJ te |e cifically:
Some, all o

 Ruotare automaticamente la password degli "'
Account al termine del loro utilizzo

y |
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Rispondere alle esigenze di Auditing e Compliance con Active Roles

Deprovision User

Name: Aram Khachaturyan (demolab.com/Democorp Inc/Operations)

Reason: <none>

Status: COMPLETED

Change History - visibilita su tutte le change

User Account
Deprovisioning

.

Group Membership

= Workflow activities and policy actions

Policy Object: Built-in Policy -
User Default Deprovisioning
10/18/2017 1:44:32 PM (UTC)

The user account is disabled.
The user password is reset to a random value.
User properties are changed. Details >>>

The user name is changed. Original name: '
Aram Khachaturyan ‘. New name: ' Aram
Khachaturyan - Deprovisioned 10/18/2017 .

Policy Object: Built-in Policy -

User Default Deprovisioning

Removal

10/18/2017 1:44:32 PM (UTC)

operate su un oggetto

per la Sicurezza Informaftica

Move
Copy
Rename

Member Of

> Change History

Entitlement Profile

User Activity

General Properties
Managed Resources
Exchange Properties
Terminal Services Prope

Dial-in Properties

Move Mailbox
Disable Mailbox

Enable Archive

& Roger Foster

Active Directory oneidentity.demo Enterprise Users

Previous page Page1 Nextpage

= Operation summary

= Add

Bobbi Miranda
to German IT
Reason Bobby needs access to some services available here

Status: COMPLETED
= Properties changed during this operation

= Workflow activities and policy actions

Executing the 'Approval rule’ activity
= Approval task: Approve operation

Germany

Change type

New value

Property New value
Members Bobbi Miranda
(member) (oneidentity.demo/Enterprise/Users/UnitedKingdom)added

Operation ID: 3-2758
3/9/2023 4:45:50 PM (UTC)
3/9/2023 4:46:46 PM (UTC)

Changed by

Operation initiator ( Roger Foster
(oneidentity.demo/Enterprise/Users/Germany) )

Workflow: IT groups approval

Status: Completed

Completed:
Completed by:
Completion reason

Approver action:

» Approval task details

Task ID

3-2758-2

Approve operation

Completed

3/9/2023 4:45:50 PM (UTC)

Roger Foster (oneidentity.demo/Enterprise/Users/Germany)
3/9/2023 4:46:46 PM (UTC)

Administrator (oneidentity.demo/Users)

OK approved

Approve

User Activity - visibilita su

da parte di un utente

y |
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3/9/2023 4:46:46 PM (UTC)

A

>

v

= Roger Foster

Disable Account
Reset Password
Delete
Deprovision
Move

Copy

Rename

Member Of

Change History

Entitlement Profile

> User Activity

General Properties
Managed Resources
Terminal Services Properties

Dial-in Properties

Create User Mailbox
Establish E-mail Address

Name Mappings

tutta l'attivita svolta

A T R E A Adanced Seourty, Taning
Reseaxch Evests Agency
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Piattaforma unificata per la sicurezza delle identita

Persone | Applicazioni | Dati

Consumption
Models

Applications Security

and Services @ Identity Intelligence and Analytics @ Ecosystem

b DEGE
doo O— — Connector and Integrations — O 5=
[ J
SerVICenOw Identity Active Directory Entitlement Identity Privileged Access
Lifecycle Mgmt Management Governance Management

. Zero Trust
WEDIC - Now

AR
Identity Correlation System (ICS)

I "‘ Verify

H:s!:igrp @ Everything!




Conosciuta e affidabile

{0 #- 100 1,000 [N ) 11,000+
as customers partners ‘& == | enterprise

QVEOVEOVICVIOVICVICVICN around the globe customers

®
®
. L $ customer
identities '® satisfaction in identity security
actively managed

500M+ 8 I, 97% 20+ years

0.,.,.0' worldwide o

Common
@ Criteria
certified”

* |dentity Manager and Safeguard product lines

/180 27001
CERTIFIED

v schellman




Unica leader in 3 Magic Quadrants
PAM

AS OF JULY 2021

L
[
-
O
L
x
L
O
-
b
=
=
11]
I

IGA

AS OF FEB 2018

CHALLENGERS

Omada

Micro Focus

Hitachi ID (NetQ) .

Systems ‘

AlertEnterprise

Core Security

O
. Atos

Microsoft
(Evidian)

NICHE PLAYERS

LEADERS

SailPoint

124\ ® Oracle
One ldentity

Savlynt
[ _
. CA Technologies

. Dell Technologies (RSA)

VISIONARIES

COMPLETENESS OF VISION

ABILITY TO EXECUTE

CHALLENGERS

Senhaseg ura

WALLIX

Broadcom
(Symantec)

Krontech

NICHE PLAYERS

LEADERS

. CyberArk

BeyondTrust

Centrify

L One Identity

.Thycotic
.ARCON

VISIONARIES

COMPLETENESS OF VISION

ABILITY TO EXECUTE

IAM

AS OF OCT 2021

CHALLENGERS

Micro Focus

[lantus

. IMEIES

NICHE PLAYERS

LEADERS

Okta (AuthO)
OneLogin

. ForgeRock

. CyberArk

VISIONARIES

COMPLETENESS OF VISION
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Elia Mariani, Sales Account Manager, One Identity
elia.mariani@oneidentity.com
\. 366 1179924

Maurizio Ostinet, Solutions Architect, One Identity
maurizio.ostinet@oneidentity.com
\. 335 7199293
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