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Distribuzione delle tecniche di attacco nel 2022
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DISTRIBUZIONE DELLE TECNICHE 2022

1%

® Malware ® Unknown Phishing / Social Engineering
® Vulnerabilities B Multiple Techniques m DDoS
Identity Theft / Account Cracking m Web Attack
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Valutazione degli impatt

SEVERITY ATTACCHI 2022 SEVERITY % IN 2018 - 2022
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'80% degli attacchi del 2022 ha avuto un impatto importante o gravissimo.
La severity critica al 36% e |I'ennesimo record assoluto dell’anno.
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Evolving threat landscape In
Europe

H2

EFurope was the second-most attacked
geography worldwide in 2022

28%

of attacks in 2022 occurred in the
European region, up from 24% in 2021

IBM Security / © 2023 IBM Corporation

Top actions on objectives

Malware - Backdoors
Malware - Ransomware
Tool - Remote Access
Server Access

Business email compromise
Malware - Cryptominer
DDoS

Tool - Credential acquisition
Malware - Web Shell

Tool - Reconnaisance or scanning
Malware - Maldoc

Malware - Downloader
Malware - Bot

Malware - Loader

Malware - Worm

Spam Campaign

Email thread hijacking

Tool - Data Exfiltration
Malware - keylogger

Malware - Point of Sale

Sources: 2023 IBM X-Force Threat Intelligence Report;
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IBM Cloud

dWs
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CONNECT

ENRICH

ANALYZE

UNDERSTAND

COLLABORATE

UNIFY

IBM Security Open and Connected Approach

Connect and unity all critical security data

Global Threat Intelligence across the platform

Shared flexible and powerful analytics built-into the platform

Find and mitigate security risks in your business

Centralized case management to help security teams collaborate

Common UX and workflows across all your security solutions



IBM Security QORadar XDR, an Open, Connected Approach

NEW
ASM

Randori

Gain the attackers
perspective and
enable automated
red teaming and
pen testing

Open Integrations

&ROWDSTRIKE

¥

cybereason

vmware
Carbon Black
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IBM Security QORadar XDR

NEW S

NEXT GEN
EDR SIEM NDR SOAR
dar
REAQTA QRadar QRa QRadar
O SIEM NDR SOAR
Identify and Detect advanced Catch hidden Respond to

security incidents
with confidence
and automation

threats with
network visibility
and advanced
analytics

threats and
reduce dwell time

manage threats
on the endpoint

NEW
XDR-C

ORadar
XDR Connect

Automated threat
enrichment and root
cause analysis
across multiple
tools — all from one

console
Cloud Pak for Security: Open Platform
Connect your tools with open third-party integrations
Splunk> '@QDARKTRACE Og) g(gnNeE 4 paloalto Alien Vault ' IC Ills- :; Icl‘. |
Azure Sentinel "« @ ExtraHop - Sph;l»gnléi Panc VS5 x.f-{!; =
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Threat Intel

X-Force

Gain deep security
research and global
threat intelligence

Microsoft Azure



—aster than a ... malware!

By leveraging Al and automation directly on the endpoint, to detect malware behavior and actively mitigate
threats in real-time
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Key capabilities

* Detects unknown malware
(including ransomware)
variants using a behavioral
engine

* Analyzes file activities and
access, It an encryption
attempt is detected and
the process chain is
suspicious, the process Is
blocked, and the encrypted
files are restored In real-
time
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—nterprise attack surtfaces continue to expand

3rd Party
I @ Assets
Misconfigured
Q RDP Access
Zombie
Systems
. ‘

Legacy environment

@ Digital
J : Migration to the cloud
o Footprint
@ Software
O Support of remote workforce
] s

Randori
an IBM Company
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-inding vulnerabilities in public-tacing applications
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IBM Security recommendations

Manage your assets: data discovery
and classitication

What do we have? What are we defending?
What data is critical to our business?

””.7']

o Know your adversary and apply
threat intelligence

Adopt a view that emphasizes the specific threat actors.
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Manage visibility

Data to indicate an attacker’s presence.

)

Be prepared
Develop and test incident response plans customized for
own environment.
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