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THREATS ARE EXPANDING BACKUP # CYBER RECOVERY
0 0 experienced a data
. 99 /0 59 Io breach
of IT and security leaders were made aware of organizations reported
of at least one attack in 2022. On average, 940/p BECor having a backup and recovery

. . . fraudulent t f luti
leaders dealt with attacks 52 times in 2022. raudulent transter solution

40010 encountered

ransomware

encountered significant issues

with their solution

INTRUSIONS AFFECT OUR BUSINESS AND PEOPLE
93%0 0 s

o of organizations reported
0

of external 450/0 Revenue malicious actors attempting
organizations LEADERSHIP loss to impact data backups
GHC%untiflnl% FoncEn 440/0 Negative press and/or

4 Cy efra aC Tn cHn“GE reputational damage n“n 730I0
experienced a

negative impact 50/0 Stock negatively impacted of these efforts were at

least partially successful
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THE ANATOMY OF A RANSOMWARE ATTACK

THE INTRUSION DATA THEFT BAGKUP GOMPROMISE DATA GOMPROMISE
Attackers Exfiltrate Compromise Encrypt &
llrlﬁgl(dg,réﬂgﬂ accessible hackup leave Ransom
tdata
traverse platiorm e
network

How will we know How do we secure How can we get our
what to recover & backups from the data back online as
what was exfiltrated? attacker? quickly as possible?
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ADOPT A ZERO TRUST APPROACH

Assume a breach will happen

Build Resilience + Continously Monitor + Respond
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