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Protect users, mobile devices and organisational data from modern-day threats
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Alessio L.R. Pennasilico aka -=mayhem=-

Partner, Practice Leader Information & Cyber Security Advisory Team          
Security Evangelist & Ethical Hacker

Membro del Comitato Scientifico

Membro del Comitato Direttivo di Informatici Professionisti

Vice Presidente del Comitato di Salvaguardia per l’Imparzialità 

Membro del Comitato di schema 

Direttore Scientifico della testata 

Senior Advisor dell'Osservatorio Cyber Security & Data Protection del Politecnico di Milano  
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Carlo Di Berardino

SECURITY SALES MANAGER EMEA 
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Do I need a dedicated Mobile Threat 
Defense solution?
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Some Answers
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Snapshot of Italy
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The financial implications of a Cyber Attack
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Jamf Threat Labs
Leading Edge of Mobile Threat Research
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Jamf Threat Labs
Leading Edge of Mobile Threat Research
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only Authorized Users

on Enrolled Devices

that are Secure & Compliant

can Access Sensitive Data

Trusted
Access
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Device Management

Identity & Access

Endpoint Security

Enrolled
Devices

Automation &
Remediation

Verified
Identities

Zero Trust
Access

Prevented
Threats

Protected
Endpoints

Trusted
Access



Jamf Portfolio



Off

Leading mobile threat defense for iOS, iPadOS, and Android

‣ Manage secure baselines

‣ Enforce with UEM integrations

Jamf
Protect

Detect configuration vulnerabilities

‣ Identify risky applications 

‣ Detect rogue profiles 

‣ Malware detection 

Protect against device malware



Endpoint security for the 
mobile workforce

Device Security

Secure mobile devices 
against malware as well as 
highlighting device based 
vulnerabilities

Network Security
Protect end users against 
malicious domains, phishing, 
data leaks and other network-
based threats

Flexible deployment options

Secure DNS, Proxy, on device 
content filtering
Zero-touch install via UEM



Zero Trust Access

Continuous device 
security monitoring

Seamless experience



‣Collect comprehensive mobile endpoint telemetry

‣Detect indicators of compromise (IOC)

‣Remediate advanced persistent threats (APT) confidently

‣Monitor to ensure device integrity

Real time discovery of device compromise
Jamf Executive Threat Protection



Jamf = The Most Complete 
Mobile Security Solution

Threat defense against mobile 
attacks using on-device 
machine-learning technology in 
real time. 

Provides deep visibility into installed 
apps, processes, system/kernel logs

Operating system-level attacks

Kernel / Browser / Cellular / App attacks

0-Click & 1-Click Exploits

Extended Logs & Data

Compromised Devices

Malicious apps

Mobile phishing

Rogue Wifi / MITM

Extended Detection & Response 
to mobile attacks leveraging 0-
days / N-days sophisticated 
threat actors, including NSO and 
nation-states.

Patented ML engine

Jamf Protect Jamf Executive 
Threat Protection
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GRAZIE
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Q&A


